Networking Worksheet 3
Worksheet 3 is concerned with installing and testing the DHCP(dynamic host Control protocol) protocol of the network for dynamic IP addressing.
Task1

[image: E:\uni year 2\networking\networking\networking\worksheet 3\(task 1)setting the ipv4 on swansea (11 network) to automatic.PNG][image: E:\uni year 2\networking\networking\networking\worksheet 3\(task 1)setting the ipv4 on lab (0 network) to automatic.PNG]Firstly the IPv4 properties were set to automatic, this can be seen in the screen shots below: -








This is the output of the command window of Swansea releasing the IP addresses to see that the static IP addresses of Swansea and the lab are erased: -
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Then the Ipconfig/renew command is used and comes back saying that the DHCP server cannot be found:-[image: ]

Then the command prompt ipconfig is used to show that the IP’s are autoconfigured and that their subnets masks are 255.255.0.0: -
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[image: ]The last part of task 1 was to try pinging ping the other parts of the network from the windows 7 client, here is the command window showing with the first entry showing the auto configured 11 network IP of Swansea: -













Task 2
This task was used to install the DHCP server, the first part of this task was to re-set the IP address back to their static values.
The next part of this task was to use the Cardiff server to install the DHCP server using the DHCP server wizard, this task is shown in the two screenshots below:
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Task 3
This was done after task 4 but for continuity of this worksheet write up it will be put in order.
This task was used to authorise the DHCP server, displayed below is the screenshots of the DHCP console tree after authorisation has taken place: -
[image: ]




Task 4
This task is used to set a scope for the DHCP server which will give a range of IP addresses that can be used, these IP addresses will be kept in a database until they  are used for Leasing to DHCP clients on the 0 network (leasing will be shown below in Part A).
[image: ]Part A (all tasks were done on the Cardiff server)

Setting the start and end scope values.
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Setting the lease duration to 8 days.
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Setting the router to Cardiff 0 network IP Adress
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This is the end of part a showing the DHCP scope is on the o network within the DHCP tree















Part B
[image: ]This was used to assign the leased IP addresses: -

Setting the Swansea network 11 to Dynamic IP addressing  and set DNS server addressing to automatic
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Using the ipconfig/release on Swansea server
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Ipconfig/renew command was used to get a ip address from the DHCP server the new address is the ethernet 2 IP adress
[image: ]
Then the command ipconfig/all was used to show all the IP addresses, this is the first half of the command window.















[image: ]
This is the second half of the command window after the inputted ipconfig/all













The last part of task 4 was to verify that Swansea was within the DHCP address leases, this is shown in the screenshot below
[image: ]








Task 5
This was used to configure the reservations of the DHCP Server.
The first part of task 5 was to turn the Swansea lease into a reservation, this is shown in the screenshot below:-
[bookmark: _GoBack][image: ]
Observational Tasks
Task 1
This task is used to describe what is the function of a DHCP server is used for within a network, Dynamic Host Configuration Protocol or DHCP is a protocol used within networking to assign parts of an network such as servers, routers, switches and workstations (computers) with IP addresses, this is done dynamically which can be described as assigning something automatically and means that the IP address given dynamically is likely to change every once in a while, rather than statically where an specific IP address is given to the networks devices and cannot change unless it is changed manually.[1]

Task 3
Here is an illustration of the four stages that a Client need to go through to gain an IP address from the DHCP server:-
The first stage if for the client to send a request message called DHCPDiscover to the DHCP servers so that is can acquire a IPv4 addresses.
The second step is when the DHCP servers has received the request from the client, it then reciprocates by getting some IPv4 addresses and sending it in a message called DHCPOffer to the client.
The third step is the stage where the client receives the DHCPOffer message with the IPv4 adresses in it and then the client sends a message called DHCPRequest to say that it wants to use one of the the IPv4 addresses.Figure 1- 4 Stage IPv4 Assignment Configuration of a DHCP server and DHCP Client. [2]

The last stage the DHCP server receives the DHCPRequest from the client and assigns the client with the IPv4 address and sends a final DHCPAck message to the client letting it know that the request was acknowledged. [2] 



Task 4
A DHCP Relay agent can be defined as piece of hardware that is implemented within a internetwork system, the main function of the relay agent is to let DCHP or BOOTP (Bootstrap protocol) messages pass From DHCP servers on one subnetwork to another subnetwork with DHCP clients that may not have DCHP server, this means that instead of having a DHCP server is set up on every subnetwork, a few relay agents can be used between the subnetworks and a single DHCP server is utilized to lease out IP addresses to all of the DHCP clients on the main internetwork,[3], if a relay was set up between subnetworks like in figure 2, here is how it would pass the DHCP messages between the subnetworks:
The DHCP client labelled C would send the DCHPDiscover message from subnet 2 via a UDP datagram (the UDP or user Datagram Protocol is an internet protocol that uses messages called datagrams to transport small amounts of data between Clients and servers on a given network and can hold information like a source port number, number for the Destination port, a checksum so that the data doesn’t get changed or corrupted during its broadcast and a number that defines its size or the amount of bytes that make up the header and data of a UDP), [4] the UDP Datagram will be sent to a specified port on the router being used as the relay agent.
The router will then read the IP address specified in the DCHPDiscover message and if necessary the relay agent will fill in the gateway IP address of DHCP message with of an IP address that has been assigned to the interface of the Relay agent, it then forwards the message to the DHCP server on subnet 1.
The server will receive the DHCPDiscover message and will identify what the Gateway IP address is to figure out whether the message had come from a relay agent, it will then decide if it can lease an IP address to the DHCP C client on the subnetwork 2, it does this by checking its DHCP database for a DHCP scope range, if the gateway IP of the message matches a network ID of the DHCP scope, the network ID is figured out by using a ANDing function which uses any IP addresses within the DHCP scope and links it to the Subnet of those IP addresses, this leads to the DHCP scope telling the server that the IP address links to Subnet 2 and results in the DHCP server selecting a IP address from a range within the scope and attempts to offer a lease IP address to the DHCP client, this is done by sending a DHCPOffer message to the  relay agent.
The relay agent will then send the DHCP offer to the DHCP client C, when the message gets to the DHCP client C, the client then sends back a DHCPRequest message through the relay agent by following the same process as above, till it gets to the DHCP server where the server finally sends back a DHCPAck message to the DHCP client C on Subnet 2.[5]
  
 Figure 2- DHCP relay agent within a network[5]
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fc:\Users\Adninistrator>ipconfig /release

fiindous TP Configuration

[Echernet adapter Ethernet 2:

Connection-specific DNS Suffix
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Default Gateway - - - - . . .
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ITunnel adapter isatap.<B26B5378-41A6-4EBD-8833-43CAS7C7SBED) :

Media disconnected
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fc:\Users\Adninistrator>ipconfig /reneu
fiindous TP Configuration

fin_error occurred while renewing interface Ethernet : unable to contal
[P server. Request has timed out.

fin_error occurred while renewing interface Network 11 : unable to con|
BICP server. Request has timed out.

[Echernet adapter Ethernet 2:

Connection-specific DNS Suffix
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IPud Address. . . . - . . . .
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2552552550
192.168.0.1
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[Echernet adapter Network 113

Connection-specific DNS Suffix
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Connection-specific DN§ Suffix’ .
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Media disconnected
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Media disconnected
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fc:\Users\Adninistrator>ipconfig /release

fiindous TP Configuration

[Echernet adapter Ethernet 3:

Connection-specific DNS Suffix
f  Link-local IPy6 Address . . .
Autoconfiguration 1Pud Address
Subnet Mask . . - . . ... .
Default Gateway - - - . . . .
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169.254.55_42
285.255.0.0
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Default Gateway - - - . . . .
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fEchernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPué Address
Autoconfiguration 1Pud Address
Subnet Mask . . - . . ... .
Default Gateway - - - . . . .

ITunnel adapter isatap.<21537615-4500-4794-89BF-918375165687> 1

a3c:iheasch58xi2
169.254.203.88
285.255.0.0

Media State . . .
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fc:\Users\Adninistrator>ipconfig /reneu

fiindous TP Configuration
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Administrator: Command Prompt

Users\Adninistrator>ipconf iy

indous IP Configuration

[Echernet adapter Ethernet 2:

Connection-specific DNS Suffix
Link-local IPué Address . . . £080::15c6:3a29:8464:4857/19
Autoconfiguration 1Pud Address 169.254.64.87

Subnot Mask . . » . . ... .. 285.255.0.0

Default Gateway - - - . . . .

fEchernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPué Address £080::6825:6££3:475¢ 12491718
Autoconfiguration 1Pud Address 169.254.164.145

Subnot Mask . . » . . ... .. 285.255.0.0

Default Gateway - - - . . . .

[Echernet adapter Network 11:
Connection-specific DNS Suffix
Link-local IPué Address . . . £080::45c5:cadc 1ibeach58x12
Autoconfiguration 1Pud Address 169.254.203.88
Subnot Mask . . » . . ... .. 285.255.0.0
Default Gateway - - - . . . .

unnel adapter isatap.(21537615-4508-4794-89BF-9183751656B7) ¢

Media State . . .
Connection-specific DN§ Suffix’ .

unnel adapter isatap.(B26B5378-41A6-4EBD-8833-43CAS7C7SBESY

Media disconnected

Media State . . .
Connection-specific DN§ Suffix’ .

unnel adapter isatap.(@B6DAD62-6B5D-4BES-8385-DDC1BID6A3EE) :

Media disconnected

Media State . . .
Connection-specific DN§ Suffix’ .

Media disconnected





