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[bookmark: _Toc236328092]Task 1: The Zero Trust Architecture – A Critical Analysis of Its Principles, Implementation Challenges, and Efficacy Compared to Traditional Models
[bookmark: _Toc236328093]1.1 Introduction
The modern enterprise no longer has a clear network boundary. Cloud-first strategies, hybrid work, SaaS adoption, BYOD policies, and third-party integrations have worn down the physical and logical perimeter that older security models relied on. Trusting internal traffic by default has failed in practice: the 2017 Equifax breach and the 2020 SolarWinds attack both show that once an attacker gets past the perimeter, whether through an unpatched vulnerability, a phished credential, or a compromised vendor, traditional architectures do little to stop lateral movement or large-scale data theft [1].
Zero Trust Architecture (ZTA) is one response to this problem. John Kindervag first proposed the idea at Forrester Research in 2010 [2]. NIST(National Institute of Standards and Technology) formalised it a decade later in Special Publication 800-207 (2020) [3]. Rather than relying on one-time perimeter checks, ZTA treats every access request as potentially hostile no matter where it originates, and requires continuous, context-aware authentication and authorisation. This paper looks at ZTA's core principles, its implementation problems, and how well it holds up against traditional perimeter-based security in practice.

[bookmark: _Toc236328094]1.2 Core Principles of Zero Trust Architecture
NIST SP 800-207 shows ZTA around three high-level tenets: verify explicitly, use least privilege access, and assume breach, from which five operational principles come [3]. Gilman and Barth further show the architecture as comprising five planes: identity, device, network, application, and data [4]. Together, these provide a comprehensive model that addresses trust from the user request to the data layer.
Verify Explicitly: Every access request must be authenticated and authorised using all available contextual signals: user identity, device health and compliance posture, geographic location, time of access, the sensitivity classification of the requested resource, and real-time behavioural anomalies. Multi-Factor Authentication (MFA) is the baseline, alongside conditional access policies that adjust requirements based on risk scoring [3]. Perimeter models extend implicit trust to any authenticated session; this principle removes that assumption, replacing it with continuous, evidence-based authorisation.
Use Least Privilege Access: Users, workloads, and services receive only the minimum permissions needed for a defined task, enforced through just-in-time (JIT) access provisioning and just-enough-access (JEA) role scoping. Permissions are time-limited and automatically revoked once a session ends [3]. This constrains the blast radius of a credential compromise: an attacker who obtains a standard user's credentials gains access only to that user's scoped resources, not to adjacent systems or privileged data stores.
Assume Breach: ZTA operates on the assumption that adversaries are, or soon will be, present inside the network perimeter. Security controls such as micro-segmentation, east-west traffic inspection, end-to-end encryption, and continuous behavioural analytics are deployed inside the network rather than only at its boundary [4]. Detection and containment become architectural requirements in their own right, not an afterthought bolted onto the perimeter.
Continuous Validation: Trust is not a persistent state but a condition that is continuously re-evaluated. Throughout an active session, ZTA platforms monitor contextual signals such as anomalous data transfer volumes, access from unexpected locations, and device compliance drift, and can trigger step-up authentication or automatic session termination in real time [3]. Session-based models authenticate once and let access persist until logout; ZTA does not.
[bookmark: _Toc236328095]Data-Centric Protection: Rather than securing the network boundary that data happens to pass through, ZTA extends controls to the data itself. Data assets are classified, labelled, and governed by dynamic policy no matter where they sit: on-premises, in SaaS platforms, or in cloud storage. Data Loss Prevention (DLP) tools enforce exfiltration controls even when an attacker holds valid credentials, so access to a system does not mean the ability to pull out bulk sensitive data [4].

1.3 Comparative Analysis: ZTA vs. Traditional Perimeter-Based Models

Traditional network security relied on a hard outer boundary: stateful firewalls, VPNs, and demilitarised zones (DMZs), with implicit trust applied to any authenticated internal traffic. That model suited static, office-centric, on-premises environments, but it breaks down structurally once applied to a distributed, cloud-native enterprise. The comparison below sets out the architectural differences across the key security dimensions.
Table 1: Comparative Analysis Traditional Perimeter Model vs. Zero Trust Architecture
	Dimension
	Traditional Perimeter Model
	Zero Trust Architecture

	Trust Basis
	Location (inside network = trusted)
	Identity + Context (continuously verified)

	Access Control
	Broad network access post-authentication
	Micro-segmented, least-privilege per request

	Authentication
	Single login; session persists until logout
	Continuous; risk-adaptive re-evaluation

	Internal Visibility
	Minimal east-west traffic inspection
	Full telemetry across all network layers

	Lateral Movement Risk
	High unrestricted movement once inside
	Low segmentation limits compromise radius

	Remote Workforce
	Strained VPN scaling; latency and capacity issues
	Native; ZTNA/SASE cloud-delivered access

	Data Protection
	Perimeter-focused; data assumed safe internally
	Data-layer controls regardless of location

	Breach Dwell Time
	Extended limited internal detection capability
	Reduced continuous monitoring flags anomalies



The consequences of this divergence can be measured. IBM's Cost of a Data Breach Report found that organisations with mature Zero Trust deployments incurred an average breach cost of USD 3.51 million, compared to USD 5.36 million for those without it, a saving of USD 1.76 million per incident [5]. The same research identified reduced dwell time, driven by ZTA's continuous monitoring, as the main reason costs fell. The Equifax breach shows what that dwell-time vulnerability looks like in practice: attackers kept undetected access for 76 days because of a flat network architecture and a disabled traffic inspection capability, precisely what ZTA is designed to prevent[1].
Traditional VPN-based remote access has also struggled at enterprise scale. VPN architectures funnel all remote traffic through central inspection points, which creates latency and capacity constraints, and extends implicit trust to remote sessions once a user is authenticated. ZTNA instead brokers access per application, after continuous identity and device verification, improving both security and the user experience [4].
[bookmark: _Toc236328096]1.4 Implementation Challenges
Despite its compelling strategic rationale, ZTA adoption is not frictionless. Organisations encounter substantive technical, cultural, and financial obstacles that must be addressed systematically to achieve genuine security improvement rather than superficial re-labelling of existing controls.
Legacy Infrastructure Incompatibility: A substantial share of enterprise environments include legacy systems, industrial operational technology (OT), mainframes, and inherited SaaS platforms that cannot natively support modern identity-aware protocols such as OAuth 2.0, SAML, or OpenID Connect. These systems often run on hardcoded credentials, lack support for certificate-based authentication, and cannot participate in continuous session validation. Retrofitting them, or building proxy-based compensating controls around them, is technically complex, resource-intensive, and disruptive to operations. Organisations need a legacy estate risk register, and should prioritise compensating controls such as network isolation and enhanced monitoring for systems that cannot be modernised within an acceptable timeframe [3].
Identity Sprawl and Governance Deficits: ZTA is identity-centric at its core: without a unified, authoritative identity fabric covering human users, service accounts, API keys, and machine identities, the architecture cannot enforce meaningful access control. Many enterprises run fragmented Identity and Access Management (IAM) systems, unmanaged service accounts with excessive privileges, ungoverned API credentials, and unregistered shadow IT assets. Building the asset and identity inventory that ZTA requires as a prerequisite can itself be a multi-month project [4].
Cultural and User Resistance: Zero Trust adds authentication friction for end users through MFA requirements, device compliance checks, and conditional access policies that can block access from non-compliant devices or unexpected locations. Employees used to persistent VPN sessions or frictionless single sign-on may experience this as a drop in productivity. Without executive communication of the security rationale, investment in low-friction authentication technologies (FIDO2 passkeys, transparent device health checks, for example), and a helpdesk ready to handle the fallout, that friction pushes people toward shadow IT and policy workarounds, the opposite of what the policy was meant to achieve.
Phased Complexity and Sustained Investment: ZTA is a maturity journey, not something you deploy as a product. NIST 800-207 describes a progression from initial (manual processes, siloed IAM) to optimal (fully automated, integrated, cross-pillar enforcement) [3]. Reaching mature ZTA across all five pillars, identity, device, network, application, and data, requires sustained multi-year investment and executive commitment, which often runs into competing business priorities or changes in leadership.
Vendor Ecosystem Fragmentation: The commercial ZTA market remains fragmented across IAM vendors, SASE providers, CSPM platforms, and endpoint security specialists. Without a coherent integration strategy and a vendor-neutral reference architecture, organisations risk deploying overlapping or incompatible tools, creating operational complexity, coverage gaps, and rising licence costs without a matching gain in security [4]
[bookmark: _Toc236328097]1.5 Critical Evaluation and Conclusion
The evidence for Zero Trust Architecture is strong, as IBM's research shows it cuts dwell time, lateral movement, and breach costs [5] and this matches what NIST SP 800-207 says architecturally [3]. For companies with remote workers, data in the cloud, and lots of outside vendors, ZTA isn't just a nice idea; it's something they actually need.
But it's not perfect. ZTA doesn't stop supply chain attacks: in 2020, SolarWinds showed that a trusted identity and a signed software update can still be turned into a weapon inside a Zero Trust setup, because the attack came in through a channel the system already trusted. ZTA also won't catch a clever insider who stays within the access they were already given, unless you add User and Entity Behaviour Analytics (UEBA) on top. And ZTA only works if you keep maintaining it: managing certificates, reviewing who has access, and enforcing policy aren't things you set up once and forget [4].
Companies get the most value from ZTA when they treat it as an ongoing program, not a one-off project: start by cleaning up identity and listing all your assets, then segment the network, then add automated monitoring everywhere. What makes it succeed is executive backing, a clear roadmap matched to how much risk the business can tolerate, and ways to actually measure progress. Done properly, ZTA turns security from something reactive that depends on a perimeter into something that adapts as things change.

[bookmark: _Toc236328098]Task 2: Equifax 2017 Data Breach - Designing a Structured Cybersecurity Programme
[bookmark: _Toc236328099]Background
In March 2017 a critical remote code execution vulnerability in the Apache Struts web application framework, CVE-2017-5638, with a CVSS score of 10.0 was publicly disclosed and patched by the Apache Software Foundation. Equifax, one of the three largest consumer credit reporting agencies in the world, failed to apply that patch to its online dispute portal. And on 13 May 2017, threat actors used this vulnerability to gain initial access to Equifax's systems [1].
The attackers kept access for 76 days, moving laterally through a network that wasn't properly segmented, and pulled out the personally identifiable information (PII) of roughly 147 million people, including Social Security numbers, dates of birth, home addresses, and partial payment card details. A major contributing factor was an expired TLS inspection certificate that had disabled encrypted traffic monitoring for 19 months, leaving the Security Operations Centre (SOC) unable to see attacker traffic moving across the network [1]. The U.S. House of Representatives majority staff report identified further root causes: no clear ownership of vulnerability and patch management, no network segmentation between consumer-facing applications and internal databases, and sensitive PII stored without adequate encryption. Total remediation, legal, and consumer settlement costs came to more than USD 1.4 billion, making Equifax one of the costliest data breaches on record [1].
The programme set out below addresses each of these root causes directly, applying the Zero Trust principles from Task 1 alongside recognised governance frameworks.
[bookmark: _Toc236328100]
2.1 Organisational Structure and Accountability
The House majority staff report found that accountability for Equifax's vulnerability management programme was diffuse no single executive held unambiguous ownership of the end-to-end security outcome [1]. The governance structure proposed below directly resolves this failure by establishing a clear hierarchy with defined ownership, measurable accountability, and board-level visibility.















Board of Directors
        │
        ▼
Audit & Risk Committee ─────────── External Auditors / Regulators
        │
        ▼
Chief Executive Officer (CEO)
        │
        ▼
Chief Information Security Officer (CISO)  ← reports to CEO; dotted-line to Audit Committee
   ├── Security Architecture & Engineering Lead
   │     ├── Cloud Security Team  (CSPM, DevSecOps pipeline)
   │     └── Network Security Team  (Micro-segmentation, Firewall policy)
   ├── Security Operations Centre (SOC) Director
   │     ├── Threat Intelligence & Detection Engineers
   │     └── Incident Response Team
   ├── Governance, Risk & Compliance (GRC) Manager
   │     ├── Vulnerability Management Lead  ← owns patch-SLA KPI
   │     └── Data Protection Officer (DPO)  ← regulatory interface
   └── Secure SDLC Lead
         └── Application Security Engineers  (SAST/DAST integration)
Figure 1: Proposed Security Governance Hierarchy
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The CISO reports directly to the CEO and has formal dotted-line accountability to the Board's Audit and Risk Committee, so material security risks, including critical unpatched vulnerabilities and active incidents, reach the board without being filtered out along the way. This mirrors the accountability model in NIST CSF 2.0's "Govern" function, which treats cybersecurity risk as an enterprise-wide concern rather than something left to IT [6]. The dedicated Vulnerability Management Lead owns patch SLA compliance as a primary KPI, reported monthly to the CISO, and escalates critical-risk deviations to the Board within 24 hours. The DPO provides independent data protection oversight and has direct authority to engage regulators, which matters for meeting the 72-hour notification requirement under GDPR Article 33 [7] and for staying compliant with DORA's operational resilience obligations for financial entities [8].
2.2 Policies and Procedures
Effective security governance demands that policies are formalised, measurable, and auditable not aspirational statements but enforceable controls with defined owners, metrics, and audit cycles. The following policy framework is aligned to ISO/IEC 27001:2022 Annex A controls [9] and directly addresses the procedural failures that enabled the Equifax breach.
Table 2: Core Security Policy Framework with Measurable KPIs
	Policy
	Key Requirements
	Audit Metric / KPI

	Vulnerability Management
	Authenticated weekly scans of all internet-facing assets; critical CVEs (CVSS ≥ 9.0) patched within 24 hrs; high within 72 hrs; exceptions require CISO approval
	Patch SLA compliance ≥ 99%

	Patch Management
	Automated deployment via ITSM integration; emergency change process for zero-day exploits; all exceptions documented and time-bounded
	Mean Time to Patch (MTTP) ≤ 24 hrs (critical)

	Secure SDLC
	SAST and DAST integrated in CI/CD pipeline; no production release with unresolved critical findings; third-party component inventory maintained
	% of releases passing security gate ≥ 100%

	Asset Inventory & CMDB
	All assets registered with owner, criticality tier, and data classification; quarterly reconciliation; shadow IT detection tooling deployed
	Asset inventory completeness ≥ 98%

	Data Protection & Encryption
	PII encrypted at rest (AES-256); all data in transit over TLS 1.3; field-level encryption for SSNs and financial data; data minimisation enforced per retention schedule
	Encryption compliance audit pass rate ≥ 100%

	Certificate Lifecycle Mgmt
	All TLS certificates managed via centralised PKI; automated renewal 30 days before expiry; expiry monitoring with automated alerting; no expired certificate permitted in production
	Certificate expiry incidents = 0

	Continuous Monitoring
	SIEM ingests logs from all Tier-1 and Tier-2 systems; EDR deployed on all endpoints; SOC triage SLAs defined per severity; threat intelligence feeds integrated
	MTTD ≤ 1 hour; MTTR ≤ 4 hours (P1)

	Third-Party / Supply Chain Risk
	All vendors with system access undergo annual security assessment; contractual security SLAs with right-to-audit clauses; vendor access reviewed quarterly
	Vendor risk assessment completion ≥ 100% annually



Each policy is owned by a named role in the governance hierarchy (Figure 1), reviewed annually, and subject to independent audit. The Vulnerability Management and Patch Management policies together address the primary root cause of the Equifax breach. The Certificate Lifecycle Management policy directly addresses the 19-month monitoring blind spot caused by the expired TLS certificate [1]. The Data Protection and Encryption policy ensures that even a successful exfiltration yields only ciphertext rather than usable consumer PII.
[bookmark: _Toc236328102]2.3 Governance and Strategic Alignment (NIST CSF 2.0)
Security investment must demonstrably serve Equifax's core business mission: the trusted stewardship of consumer financial data. This mission is existentially dependent on security the 2017 breach directly destroyed consumer trust, triggered regulatory investigations across multiple jurisdictions, and cost the business over USD 1.4 billion [1]. The NIST Cybersecurity Framework 2.0, released in February 2024, provides the strategic governance structure [6]. Notably, CSF 2.0 introduces a new top-level "Govern" function, elevating cybersecurity risk management from an operational activity to an enterprise governance responsibility, precisely the accountability deficit that characterised Equifax's pre-breach posture.










Table 3: NIST CSF 2.0 Alignment to Cybersecurity Programme Capabilities
	CSF 2.0 Function
	Programme Capability
	Business Objective Served

	Govern
	GRC function; Board Audit Committee reporting; DPO oversight; policy framework aligned to ISO 27001:2022 [9]
	Regulatory compliance; executive accountability; stakeholder trust

	Identify
	Comprehensive asset inventory (CMDB); data classification taxonomy; third-party risk register; threat modelling for internet-facing assets
	Prioritised investment; complete attack surface visibility

	Protect
	Patch management SLAs; mandatory MFA; AES-256 encryption; micro-segmentation; DLP; SDLC security gates
	Breach prevention; data integrity; supply chain control

	Detect
	SIEM/SOAR integration; EDR on all endpoints; TLS traffic inspection; behavioural anomaly detection; threat intelligence
	Reduced dwell time; early-stage threat containment

	Respond
	Tested Incident Response Plan (IRP); automated SOAR playbooks; legal, PR, and regulator coordination workflows
	Regulatory notification compliance; reputation management

	Recover
	Disaster Recovery Plan with defined RTO/RPO; tested BCP; clean backup restoration; post-incident lessons-learned process
	Business continuity; organisational resilience; customer confidence



Business Continuity Planning (BCP) is integrated with defined Recovery Time Objectives (RTO of 4 hours or less for Tier-1 systems) and Recovery Point Objectives (RPO of 1 hour or less). These targets satisfy DORA's operational resilience requirements, which mandate that financial entities in EU jurisdictions demonstrate ICT risk management, incident reporting, and digital operational resilience testing capabilities [8]. For Equifax's operations involving EU resident data, GDPR and DORA compliance are both mandatory [8].
[bookmark: _Toc236328103]2.4 Risk Management and Assessment
A structured risk assessment identifies the key vulnerability categories present in the Equifax environment and applies a Likelihood × Impact matrix to prioritise remediation. Risk ratings use a four-level scale: Critical (immediate remediation, executive escalation), High (90-day remediation window), Medium (6-month window), and Low (annual review). Each risk is assigned a named owner accountable to the GRC Manager. Residual risk acceptance requires documented CISO approval and, for material risks, Board notification.



Table 4: High-Priority Risk Register Likelihood × Impact Assessment
	Risk Description
	Likelihood
	Impact
	Rating
	Mitigation Strategy

	Unpatched internet-facing application (CVE-class exploit)
	High
	Critical
	CRITICAL
	Automated weekly scanning; 24-hr patch SLA; WAF as interim control; exception process with CISO sign-off [3]

	Flat network enabling unrestricted lateral movement
	High
	Critical
	CRITICAL
	Micro-segmentation into Tier-1/2/3 zones; east-west traffic inspection; Zero Trust network access control [4]

	Expired TLS certificate disabling traffic inspection
	Medium
	Critical
	CRITICAL
	Centralised PKI; automated renewal; SOC monitoring alert on expiry approach [1]

	Excessive data access privileges and stale accounts
	Medium
	High
	HIGH
	Least-privilege IAM; quarterly access reviews; automated de-provisioning on role change or termination [3]

	Supply chain / third-party API vulnerability
	Medium
	High
	HIGH
	Annual vendor security assessments; contractual SLAs; third-party access restricted to minimum-scope ZTNA sessions [4]

	Unencrypted PII storage (SSNs, dates of birth)
	Low
	Critical
	HIGH
	AES-256 at rest; field-level encryption for sensitive identifiers; data minimisation to reduce exposure [9]

	Insider threat / privileged user misuse
	Low
	Critical
	HIGH
	UEBA for behavioural anomaly detection; PAM with session recording for all privileged access; least-privilege enforcement



The three Critical-rated risks reflect the direct root causes of the Equifax breach and receive immediate remediation investment with weekly CISO review until resolved. The risk register is reviewed quarterly by the GRC Manager and updated following any significant change to the threat landscape, a new material vulnerability disclosure, or a post-incident review finding. This living risk register approach aligns to the "Identify" function of NIST CSF 2.0 [6] and satisfies the risk management obligations of ISO/IEC 27001:2022 Clause 6 [9].
[bookmark: _Toc236328104]2.5 Compliance, Incident Response, and Protection Controls
[bookmark: _Toc236328105]Regulatory Compliance and Breach Notification
Equifax's global operations create a complex multi-jurisdictional compliance obligation. In the United States, the Gramm-Leach-Bliley Act (GLBA) and the Fair Credit Reporting Act (FCRA) govern financial data handling and breach notification to affected consumers. For operations involving EU resident data, GDPR Article 33 requires notification to the competent supervisory authority within 72 hours of a confirmed breach, and Article 34 requires direct notification to affected individuals where the breach poses a high risk to their rights and freedoms [7]. For EU financial sector operations, DORA adds ICT incident classification and reporting obligations, with defined timelines and standardised reporting templates [8]. Where operations touch critical infrastructure sectors, the NIS2 Directive's requirements, including 24-hour reporting for significant incidents, must also be met [10].
The DPO keeps a regulatory obligation matrix that maps every applicable requirement to an internal control owner and a notification timeline. The SOAR platform runs automated playbooks that trigger the right notification workflow, legal hold, and evidence preservation steps as soon as an incident is confirmed. This removes the manual coordination failures that delayed Equifax's own breach notifications and helped drive its regulatory liability [1].

[bookmark: _Toc236328106]Incident Response Plan (NIST SP 800-61r2)
The Incident Response Plan (IRP) follows the lifecycle defined in NIST SP 800-61r2 [11], comprising six phases with defined ownership, escalation thresholds, and time-bound actions.
1. Preparation: Incident response playbooks are developed and reviewed semi-annually for all identified threat scenarios (ransomware, credential compromise, web application exploit, insider threat). A retainer agreement with an external Digital Forensics and Incident Response (DFIR) firm ensures 24/7 specialist surge capacity. Board-level tabletop exercises are conducted annually to validate escalation procedures and regulatory notification workflows [11].
2. Detection and Analysis: SIEM correlates log data from network infrastructure, endpoints, applications, and cloud platforms. EDR provides real-time endpoint behavioural telemetry. Alerts are triaged by SOC analysts against defined severity classifications (P1 through P4), with P1 and P2 incidents triggering immediate CISO and legal notification. The MTTD target of ≤ 1 hour ensures that the 76-day Equifax dwell time is structurally impossible within this architecture [12].
3. Containment: Automated SOAR playbooks isolate confirmed-malicious hosts at the network layer within minutes of P1 declaration. Network micro-segmentation limits blast radius to the affected zone, preventing lateral propagation to adjacent systems containing PII. Compromised credentials are immediately rotated via automated IAM integration [3].
4. Eradication: Root cause is confirmed through forensic analysis. The exploited vulnerability is remediated under emergency change control. All identified indicators of compromise (IoCs), malicious binaries, persistence mechanisms, and attacker infrastructure are purged. System integrity is verified against known-good configuration baselines before restoration proceeds.
5. Recovery: Affected systems are restored from verified clean backups within the defined RTO. Monitoring is heightened across adjacent systems for 30 days post-incident. Business stakeholders receive regular restoration updates, and customer communications are prepared in coordination with Legal and PR.
6. Post-Incident Review: A formal lessons-learned review is conducted within 10 business days. Findings are actioned as GRC work items within 30 days. Policy and control updates are implemented and communicated to all affected stakeholders. Material incidents receive a Board briefing. Findings feed back into the risk register and the next IRP revision cycle [11].
[bookmark: _Toc236328107]Technical Protection Controls
The following controls operationalise the Zero Trust principles from Task 1 and directly address each Equifax failure mode. Controls are layered to provide defence-in-depth; no single control failure creates a catastrophic outcome.
Automated Vulnerability Scanning: Continuous authenticated scanning of all internet-facing assets using enterprise vulnerability management platforms. Critical findings automatically generate ITSM tickets with breach SLA timers. Unauthenticated external scans simulate the attacker's view and verify that patching has been applied correctly. This directly prevents the class of failure that caused the Equifax breach [1].
Intrusion Detection and Prevention (IDS/IPS): Deployed at all network segment boundaries and integrated with SIEM for correlated analysis. NIST SP 800-94 provides the baseline framework for IDPS policy configuration, alert tuning, and ongoing management [12]. Signature-based detection identifies known exploit patterns; behavioural anomaly detection identifies novel attack techniques.
EDR on All Endpoints: Endpoint Detection and Response provides real-time behavioural telemetry: lateral movement patterns, credential dumping, abnormal process execution, and data staging behaviours. EDR would have identified the attacker activity during the 76-day Equifax dwell period through anomalous east-west network connections and bulk database queries [1].
TLS Inspection with Automated Certificate Management: Full inspection of all encrypted north-south and east-west traffic. All TLS certificates managed via centralised PKI with automated renewal and real-time expiry monitoring. This directly eliminates the 19-month blind spot that characterised the Equifax environment [1].
Encryption: AES-256 for all PII at rest; TLS 1.3 mandatory for all data in transit. Field-level encryption for Social Security numbers and financial identifiers ensures that bulk exfiltration of database content yields only ciphertext. Even a fully successful attacker cannot monetise unencrypted PII, directly limiting the regulatory and commercial impact of any breach [9].
MFA and Privileged Access Management (PAM): Mandatory MFA for all privileged access, remote access, and administrative console sessions. Phishing-resistant FIDO2 hardware keys required for the highest-risk roles. PAM enforces JIT access provisioning for privileged accounts, with full session recording and automated de-provisioning, aligned to the least-privilege principle of ZTA [3].
Micro-segmentation and DLP: Consumer data systems are isolated in dedicated network zones with strict inter-zone traffic policies. East-west traffic is inspected at all zone boundaries. DLP monitors and blocks bulk data transfers exceeding defined thresholds, ensuring that credential compromise does not automatically enable large-scale exfiltration [4].
Collectively, these controls reduce dwell time from months to hours and limit exfiltration to zero usable records. The MTTD target of ≤ 1 hour, achieved through SIEM/EDR integration and automated SOAR response [12], combined with micro-segmentation that contains lateral movement to a single network zone, and field-level encryption that renders extracted data unusable, creates a layered architecture in which the 76-day Equifax dwell time and the exfiltration of 147 million records are jointly impossible.
[bookmark: _Toc236328108]Conclusion
The 2017 Equifax breach was not unprecedented or unforeseeable. It was the predictable result of documented governance failures: no clear accountability, unpatched known vulnerabilities, disabled monitoring, and unencrypted sensitive data. The programme in this report addresses every one of these root causes with a structured, evidence-based architecture. Clear executive accountability comes from the CISO governance hierarchy with board visibility [6]. Enforceable policies with measurable KPIs remove the procedural ambiguity that let the patch SLA go unmet [9]. Aligning strategy to NIST CSF 2.0 means security investment directly serves business continuity and regulatory compliance [6]. The risk register prioritises remediation spend on the highest-impact vulnerabilities [8]. The layered technical controls, automated scanning, EDR, micro-segmentation, encryption, and SOAR, put the Zero Trust principles from Task 1 into practice: the environment anticipates threats, detects intrusions within an hour, contains lateral movement automatically, and makes exfiltrated data worthless through encryption.
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