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Introduction


Problem definition
A common problem in the workplace is the theft of company resources and fraud. Theft can occur in the form of petty theft. Petty theft occurs when employees steal items such as pens, notebooks, magic markers, delivery crates, and small quantities of food. When workers illegally take these items, they do not consider that they are doing something illegal (Rosner, Halcrow, 2009). In some cases, the pilferage is unconscious, and they do not bother to return the item after realizing the mistake. The second type of workplace theft is data theft. Companies often have sensitive insider information that is withheld from competitors to have a competitive edge. Examples of sensitive data include secret recipes for preparing food, patented algorithms performing specialized operations, and circuit design for new electronics (Rosner, Halcrow, 2009). Theft can occur if employees decide to sell these details to competitors. In some cases, employees choose to create their enterprises using privileged information or join competing firms in and share this information
The third category of theft at the workplace is cash larceny. Cash larceny occurs when employees steal money that has been transacted and recorded in company books. Employees can take cash from the register, especially in places where the absence will not be noticed immediately, such as restaurants and malls (Rosner, Halcrow, 2009). Accountants can also alter cash records to account for deficits of cash that have been illegally taken. Another way in which cash larceny can occur is when employees write personal checks to withdraw some money from the business account and then covers the difference with inflated or non-existent transactions. 
The fourth category of theft is cash skimming. Cash skimming occurs when an employee receives cash but fails to record the transaction by issuing a receipt (Rosner, Halcrow, 2009). This kind of theft is difficult to trace if the sales process is not monitored. If cash skimming is perpetrated within service-oriented businesses such as salons, massage parlours, movie theatres, it is almost impossible to trace because there is no inventory to track. The final category of workplace theft is the fraudulent disbursement of cash. Fraudulent disbursement occurs when an employee inflates the amounts that are due for refunds such as hotel expenses, transport expenses, the number of overtime hours, and hours used in consulting an expert that is billed per hour (Rosner, Halcrow, 2009). Another method perpetrating fraudulent disbursement is by intentionally overpaying a supplier or deliberately sending money to the wrong supplier and then keeping the refund. It is also possible to set up fake vendors in the company’s accounts payable and then divert payments to themselves.
All forms of workplace theft usually harm the organization. Petty theft usually increases the overhead cost of running the business. The excess charge emanates from the need to replace the items that have been pilfered. An increase in cost means there is a decrease in profitability. If pilfering occurs at large scale, the company’s profitability can be significantly affected. Employees who have the behaviour of petty theft have an accompanying attitude of not caring for company property. The lack of regard for company property can further the losses that a business entity undergoes. 
Theft of data can significantly affect a company’s competitive edge. If a particular design, patent, or trade secret falls into the hands of a competitor, the competitor will be able to replicate a business’s products and services. Data theft will cause losses in terms of reduced customer numbers and the lowering of prices due to competition. The business’s losses are further compounded by the fact that the competitor did not undergo development and research costs before obtaining the illicit data.
The main impact of cash larceny is the loss of revenue to the business. The business owners suffer losses because workers are diverting cash for personal use. Catering for non – actual costs and not getting adequate income from clients can negatively affect a business to the point it shuts down ( Guerin, 2016). Cash larceny can also cause mistrust amongst the employees in case an employer discovers a loss of revenue but cannot pinpoint the reason. Innocent workers who would receive the generalized rebuke will become resentful.
Cash skimming also causes loss of revenue to a business because the stolen cash is appropriated by the offending employee and is not added to the company’s accounts. Cash skimming can also damage a business’s image and reputation because the company will not be viewed as having professionals (Guerin, 2016) The perception of unprofessionalism arises from the fact that due process of issuing receipts or recording of the transaction is not done. Lack of receipts will make clients become wary of the business and even choose competitors.
The final impact of fraudulent transactions is the loss of revenue due to diverted funds. If the company’s funds are transferred to personal use by using deception, profitability declines. The productivity of a business can also be affected because employees may choose to use a low quality good or service that is cheap to benefit from inflated cost. Such actions will reduce overall productivity (Guerin, 2016).  Employees may also create unnecessary trips, purchases, and consultations to gain from fraud. Fraud can also conceal the actual status of business because the accounts are doctored to hide the fraud.
Analysis of the problem
	Once a business owner notices declining revenue and suspicious transactions, the next step is performing an analysis to determine if there is a problem. The first step in deciding if theft has occurred is by examining the accounts of the business. Checking for can be done by conducting an impromptu audit of the account (Rosner, Halcrow, 2009).  The audit should be done by external auditors that are reputable and objective. Cash flow and bank accounts should also be reconciled with bank records to determine if there is any discrepancy (Lim, 2010). If the business has inventory, the inventory records should be reconciled with cash sales to spot and trace any irregularities. 
	After performing the necessary audits and account reconciliations, if irregularities are found, the next step is determining the perpetrators. Evidence such as signatories to checks and CCTV footage of transactions should be assessed to determine who committed the theft. If direct evidence cannot be found, there are usually some telltale signs that can reveal perpetrators (Lim, 2010). Employees who perpetuate theft are usually addicts of alcohol, substances, or gambling. Addicts usually cannot control their impulses and often end up stealing first and covering their tracks later. Another precursor to a thief’s behaviour is when an employee insists that someone else should process their transactions even if it is unnecessary. Transferring responsibility is a popular move used by thieves to cover their tracks(Lim, 2010). 
Other clues that can be used to unveil thieves are looking out for employees who purchase expensive items above their pay grade using cash. They use money is to avoid being traced. The fourth telltale sign is a worker who asks many questions about the operation of the business, even if it is not relevant to their work or department. Such a person is likely probing for weaknesses and loopholes to exploit. The final clue that workplace thieves exhibit is declining or not taking promotion opportunities. Suppose there isn’t any strong reason given by a worker for refusing a promotion. There is a strong possibility that the employee is profiteering illicitly from their current position.


Proposed solutions
	Workplace theft usually takes several guises. The variety of thieving methods means that there is a need to apply a raft of measures to ensure that all loopholes that can be exploited by unscrupulous employees are sealed. The first measure is to conduct a regular and unscheduled audit of accounts. Impromptu audits will discourage the doctoring of accounts and also prevent the creation of fake vendors and records (Armstrong, 2006). The second solution is having CCTV footage at cash registers or any points of cash collection. This move will prevent cash skimming and pilfering of cash (Tylczak, Sheets, 1994). Another solution is issuing company products to specific individuals and keeping and inventory. If records are kept about resources given to works, people will be more careful about company property. A specific anti-theft policy should be created, and workers should be sensitized about it. Employees should be made to understand that stealing the most insignificant company item will still be considered as theft(Armstrong, 2006)
	Data theft can be prevented by changing the credentials of employees as soon as they depart. Client data stored in computers should be protected adequately by methods designed by reputable cybersecurity firms. Lawyers should be used to create non-disclosure agreements and solid patents so that theft of intellectual property is not perpetrated(Tylczak, Sheets, 1994).  Another measure that can protect a business from theft is not hiring relatives to the company. Relatives will feel comfortable to take liberties with business rules and business cash without fearing repercussions (Tylczak, Sheets, 1994).  There should be a formal procedure to cancel any transaction. Supervisor approval should be obtained before any transaction is canceled. An anonymous system of reporting fraud should be set up so that employees are free to report any undetected fraud or theft.

Decision-making technique
	The decision making technique that has been selected to address workplace theft is group discussion. The reason this technique has been chosen is that the problem has a broad spectrum of repercussions. If a solution is to be all-encompassing, various experts from the different departments will have to be involved. Within the group, there has to be an expert accountant, a corporate lawyer, and an IT specialist and a person experienced in psychology and human behaviour.  
	After deliberating, it has been determined that a computerized inventory system is the best method to prevent petty theft. Each person will be put in charge of a small number of resources and is responsible for its whereabouts. CCTV cameras will prevent the skimming of cash at the registers (Majchrzak, Markus, 2012).  The company should acquire an integrated accounts system that can reconcile bank accounts, create business reports instantaneously, create customized rules for expenses, save expenses, and synchronize receipts. An online Integrated accounting system will ensure that any abnormal transaction s quickly tracked. A non-disclosure agreement is to be drafted by the lawyer to help in the protection of the company intellectual property. Any unique design will be put through a patent process by the lawyer to protect it from replication without permission. The ICT technician will liaise with the cyber-security firm to safeguard data on computers (Majchrzak, Markus, 2012).   The psychologist will be tasked with creating a mechanism to monitor worker welfare and also receive anonymous tips on fraud and theft. 




Plan for the implementation of the solution
	The first part of the plan will involve the procurement of the hardware and software upgrades to the current system. A CCTV system, inventory system, integrated accounting system, and biometric verification hardware has to be acquired. 
The next step is the installation of the new system and training of workers on new standard operating procedures that will encompass the new system. During installation, all the relevant company data should be moved to the new system.
The management should create a standard procedure that can detect anomalies in a transaction and have someone who can act promptly to stop the transactions if necessary. 
A non- disclosure contract will be created, and all employees will be required to sign to protect the company intellectual property. 
Managers and supervisors will be trained to monitor employee welfare by direct and indirect means, and any employee who has erratic behaviour will be subject to investigation if there is adequate reason to do so. 
An anonymous mailbox will be created, and employees will be told about it and sensitized on the importance of reporting workplace fraud. The mailbox will be both physical and electronic so that different workers are accommodated.
Communication of plan to stakeholders
Communication with all managers on the various steps of the plan will be done via company memos. The procurement process will be advertised in newspapers and the company website to reach as many people as possible.  Employees will be informed via notices and text messages on the dates, venues, and duration of training exercises that will enable them to adapt to the new system. 
Monitoring and review
Questionnaires will be utilized in gauging how well workers are receiving the new system and whether it is efficient. The profitability, liquidity, and expense accounts will be assessed by accountants and compared to the time before the raft of measures was applied to gauge their effectiveness. (Milner, O'Byrne, et al. 2003). Managers should provide regular assessment of employee behaviour that will be used as a counterweight in determining the truthfulness of submitted questionnaires. 
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