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1. [bookmark: _Toc40475425]RESTful Web Services
RESTful web services are web services that are built using the REST software architecture. REST stands for Representational State Transfer. The technology was invented in 2000 by computer scientist Roy Fielding. RESTful web services use HTTP to transfer data between a client and a resource[1]. A RESTful web service is built using two things, a client and a resource:
Client
The client is what consumes the resource, in most cases, this is a web application on the Internet or a piece of software. 
Resource
The resource is what provides the data to the client, resources are often attached to databases so that the data can be stored and retrieved from it.
1.1 [bookmark: _Toc40475426]REST Methods
There are five ways REST resources communicate with the client, they are GET, POST, DELETE, PATCH and PUT[2]. 
GET is a method used to retrieve data from a resource. The data is often transferred in either XML or JSON. POST is used to create a new resource, for example creating a new customer in an e-commerce system. PUT is used to update an existing resource. DELETE is used to remove an existing entry found on a resource. PATCH is used to update part of a resource. This is an alternative to using PUT.
1.2 [bookmark: _Toc40475427]Advantages of using RESTful Web Services
Below are the advantages of using RESTful web services:
Advantages
· Separation: As the client and resource are separated, the development can be worked on at the same time. It also means multiple clients such as a mobile application and web application can be developed at the same time[3].
· Non-technology dependant: Any programming language can be used to consume the resource if it can make HTTP requests[3]. 
· Familiar Technology: By using HTTP requests and JSON/XML. Most developers will already have experience with the technology and will not have to learn a new complicated technology to transfer data.
· Stateless: This means HTTP requests are made independently and each request contains all the data needed. 


1.3 [bookmark: _Toc40475428]Best practices for creating RESTful web services
In this section, the best practices for creating RESTful web services will be discussed. It will also be mentioned how these practices were followed in the creation of the RESTful web service in the assignment.
Accept and respond with JSON[4]
JSON is a standard for transferring data, it is widely recognised by web and software developers. The reason why RESTful web services should use JSON is that every programming language has support for it. It is also easier to manipulate than XML.
JSON also works well with JavaScript, which is commonly used to send AJAX requests in web applications.
In the RESTful web service created for the assignment, the client and resource use JSON to communicate with each other. The decision to use JSON over XML was because the client web application was created using TypeScript.
Allow filtering, sorting and pagination[4]
Over time, the database for the resource can contain a lot of information. If every record would be sent to the client, it would take time to load and frustrate the user. This is bad as they may potentially leave and go to another competitor.
To make sure things load fast, data sent to the client must be divided using paginations and filtering. In Spring Boot, this is easy to do by changing the Repository name to PagingAndSortingRepository.
For the assignment, the only two repositories with sorting and paginations are the Customer and Game resources. This is because they will be used a lot and contain a lot of information per entity.
Maintain Good Security Practices[4]
This recommendation states that SSL and https should be used, but as the assignment was created on localhost. It was not possible to get an SSL certificate. 
CORS (Cross-Origin Resource Sharing) was also set up to allow only specified clients to make requests to the resource. This meant that web servers that were not apart of the client could not add or manipulate data.
Handle errors gracefully and return standard error codes[4]
Handling errors is important to keep a web application or piece of software looking professional. If there are confusing errors which the user cannot understand, they are likely to use another service.
Errors should be replaced by generic messages to avoid confusion. In assignment application, error messages that would have returned HTTP error codes are replaced with generic error messages. An example of this is on the customer registration form.
If a user leaves a field blank, it tells the user which field is blank rather than trying to submit the data to the resource which would return a 409-conflict error code. 


2.1 [bookmark: _Toc40475429]Serverless Technology
Serverless technology is when a web application is hosted using cloud servers that dynamically allocates resources. The reason why serverless technology is popular is that it is more cost-effective than traditional servers[5]. 
For example, if a ticketing website used traditional servers, they would have to have dozens of extra servers for when tickets to popular events go on sale. This would cost the company extra money and they would not be in use for 90% of the time.
But if they used serverless technology, the service provider would dynamically allocate servers depending upon how much traffic was accessing the website. This would mean the ticket website would only be charged for when they needed the extra capacity.
There are three main serverless technology providers, they are:
· AWS – Amazon Web Services
· Google Cloud
· Microsoft Azure
[bookmark: _Toc40475430]2.1.2	Advantages of Serverless Technology
Below are the advantages of serverless technology[6]:
· No server management: The servers are automatically managed by the serverless technology provider, for example, AWS or Google Cloud. They will automatically allocate the required resources to your server.
· Developers are only charged for server resources they use: This is cost-efficient for business as the development team can save money on purchasing servers that will only be used during large spikes of traffic.
· Efficient: Serverless technology is more efficient compared to traditional servers as developers are only charged for what they use. This means the company is greener and better for the environment.
· Improved Latency: As the servers are hosted by big companies, they often have the best hardware and locations. This means that the latency between client and server will be better.
2.2 [bookmark: _Toc40475431]Circuit Breaker Pattern
The circuit breaker pattern is a software design pattern which allows RESTful web services to still operate even when the main resource is down[7]. The pattern was created for problems that happen unexpectedly such as power failure where the problem takes several hours to fix.
Using the circuit breaker pattern as a backup for RESTful web services is good as it minimises downtime on web applications and gives better user experience to customers.
The circuit breaker pattern has three states, they are:[8]
Closed: When the circuit breaker is closed everything is operational, and the fallback will not be used.
Open: When the circuit breaker is open, a fallback function will be used which often results in a backup RESTful web service being used.
Half Open: After a certain period of time, the circuit breaker pattern tests if the RESTful web service is back operational. If it is it will process the requests as usual instead of using the backup service.
[bookmark: _Toc40475432]2.1 Implementing the Circuit Breaker pattern in Spring Boot
The easiest way of implementing the Circuit Breaker pattern is using Netflix’s Hystrix[9]. This is a Java library that allows developers to integrate the circuit breaker pattern easily.
In the example below, if the client could not connect to http://localhost:8090/recommended, the circuit breaker pattern would use the fall back function which returns “Cloud Native Java (O’Reilly)”. 
Code[8]:
	
package hello;
import java.net.URI;
import org.springframework.stereotype.Service;
import org.springframework.web.client.RestTemplate;

import com.netflix.hystrix.contrib.javanica.annotation.HystrixCommand;

@Service
public class BookService {
 private final RestTemplate restTemplate;
 public BookService(RestTemplate rest) {
  this.restTemplate = rest;
 }

 @HystrixCommand(fallbackMethod = "reliable")

 public String readingList() {
  URI uri = URI.create("http://localhost:8090/recommended");
  return this.restTemplate.getForObject(uri, String.class);
 }
 public String reliable() {
  return "Cloud Native Java (O'Reilly)";
 }
}







3. [bookmark: _Toc40475433]Assignment RESTful Web Service and Client
For the assignment, the scenario used was Swansea Game Store. The business would sell computer games like Steam or Origin. The resource used Spring Boot connected to a Postgres database. 
The client used TypeScript and Node.js to consume the resource and display the products in the database.
3.1 [bookmark: _Toc40475434]Database Schema
Below is the database schema used for the Swansea Game Store.
[image: ]
3.2 [bookmark: _Toc40475435]Improvements for Assignment
Below are some improvements which could have been made possible:
· Automatically load games – It was not possible to figure out how to automatically send a GET request to the resource. Instead, a button had to be pressed.
· Populate the order table – It was not possible to populate the order table when a new customer was created, this is because it was not possible to get the ID of the customer. The only solution to do this was to create a customer login system using cookies.
· Finish the administration system – Due to time constraints, it was not possible to finish this section of the web application.
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