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Acronym Table 
	Acronym
	Stands For
	Definition & Context

	ACPO
	Association of Chief Police Officers
	A UK body that established the core principles for digital evidence handling. The ACPO Principles are a fundamental guideline for ensuring the integrity and admissibility of evidence in a UK context.

	API
	Application Programming Interface
	How software applications communicate with each other. Forensics tools may use APIs to extract data from cloud services.

	CHFI
	Computer Hacking Forensic Investigator
	A professional certification offered by EC-Council that teaches modern forensic investigation techniques. The assignment aligns with its methodologies.

	FDE
	Full Disk Encryption
	Technology that encrypts every bit of data on a storage device. BitLocker (Windows) and FileVault (macOS) are common examples. Acquiring evidence from an FDE-enabled drive is a key modern challenge.

	FTK
	Forensic Toolkit
	A powerful, all-in-one commercial computer forensics suite developed by Exterro. It is an industry standard for disk imaging, analysis, and reporting.

	GUI
	Graphical User Interface
	The visual system that allows users to interact with electronic devices. In the scenario, this is what the company designs.

	ISO
	International Organization for Standardization / Disk Image File
	1. The body that creates international standards. 2. A common file format for a perfect sector-by-sector copy (forensic image) of an optical disc or hard drive.

	IT
	Information Technology
	The use of systems for storing, retrieving, and sending information. The field from which forensic evidence is derived.

	RAM
	Random Access Memory
	A computer's short-term memory where running programs and active data are stored. Can be acquired for "live" forensic analysis of encrypted volumes or running processes.

	USB
	Universal Serial Bus
	An industry standard for connection, communication, and power supply between computers and devices. A common vector for data exfiltration.



Task 1 – Research
Introduction
The core concepts of computer forensics are identifying, preserving analysing and presenting digital evidence. These methods evolve and the tools change rapidly alongside technological advancements. As new devices, platforms, and threats emerge, forensic investigators must continuously adapt by selecting tools that are capable of handling diverse data types and environments. No single tool can cover every scenario instead, practitioners rely on a combination of commercial and opensource solutions, each offering distinct strengths depending on the nature of the case and the evidence to be examined.
When it comes to professional investigations, the choice of forensic tool is guided by the requirements of the task, whether imaging storage media, analysing files, handling mobile devices or conducting cloud-based examination. Each phase of the process benefits from tools designed for unique challenges. This assignment examines and critically evaluates four modern forensic tools, comparing commercial and open-source options, assessing their suitability across different stages. Through a comparative table and detailed discussion, the analysis highlights how different tool capabilities align with investigative needs and why a multi-tool approach remains essential in digital forensics.












Overview of the CHFI Process
CHFI stands for Computer Hacking Forensic Investigator and is a professional certification offer by the EC-Council that teachers modern forensic investigation techniques [1].
The CHFI process outlines a structured approach to conducting digital forensic investigations, ensuring that evidence is handles in a legally sound and methodical manner. Each phase plays a critical role in maintaining the integrity and usefulness of digital evidence. 
The first phase is Identification, which involves recognising potential sources of digital evidence. This may include computers, mobile devices, storage devices or cloud systems that could contain relevant data to the investigation. At this stage, investigators will decide what evidence is relevant to the investigation and what isn’t. It is important for investigators to identify the relevant evidence as it can streamline the process, however this part must not be rushed to ensure no evidence is missed.
Next is Preservation, where the integrity of the identified evidence is protected. This is a crucial step, as any alteration to the original data could render it inadmissible in court. Investigators must ensure the proper process and procedures are followed such as isolating devices and preventing unauthorised access which could lead to tampering of evidence. When investigators get to further steps, they will never work on the original device or storage media, they always work on an exact copy.
The Collection (Imaging) phase involves creating exact forensic copies of the data. Instead of working off the original device, investigators generate a bit by but image of the data, ensuring all information, including deleted files and hidden data is preserved. This allows for investigators to conduct their analysis without compromising or affecting the original evidence. 
Following the collection phase is the Examination phase, where collected data is processed to extract relevant information. This may include recovering any deleted files, hidden data and filtering data which is relevant to the investigation. 
The Analysis phase focuses on interpreting the data to come to meaningful and sound conclusions. Investigators look for patterns, timelines and relationships between data, files and anything else on the device to understand what occurred and how it took place.
Finally, the Reporting phase involves documenting the findings in a clear structured manner. They create a report which must be accurate, detailed and suitable for legal proceedings. Investigators must ensure the evidence can be understood by non-technical people such as judges, lawyers and juries who may not fully understand what they are looking at.
Selection of the Tools 
As discussed, this report evaluates four widely used digital forensic tools, selected to represent a range of categories within the CHFI process. The first tool I have selected if FTK Imager. It is a free digital forensic imaging tool widely used during the collection phase of an investigation. It allows investigators to create forensically sound disk images and preview digital evidence without altering the original source of data [2]. It is simple and reliable to use, making it a popular choice for many users looking to investigate digital data. This tool has also been used in university within the computer labs.
Magnet AXIOM is a comprehensive commercial forensic tool designed to support advanced digital investigations. It has many key features such as powerful artifact recovery, mobile workflows, advanced analytic tools and enhanced efficiency with collaborative software [3]. Magnet emphasises on automation and artifact recovery and is a powerful tool for handling complex and large-scale investigations. 
Autopsy is an open-source forensic platform built by Sleuth Kit Labs with the core features from commercial forensic tools. It is fast, thorough and efficient and hard drive investigations [4]. Autopsy provides a range of analytical features such as timeline construction and keyword searching, all extremely critical to forensic investigations. These features make it suitable for educational purposes and smaller investigations, this software is also used in university. It does have a drawback of being open source which introduces limitations.
Finally, Cellebrite UFED is a mobile forensic tool widely regarded as industry standard. It provides end to end digital forensic solutions and is specifically designed for extracting and analysing data from mobile devices, including encrypted and deleted content [5]. Due to its specialities, the tool is indispensable in cases where mobile device evidence is central to the investigation, which in today’s world, is most investigations. 
Collectively, these tools have been chosen to ensure comprehensive and in-depth coverage of crucial forensic categories such as imaging, analysis and mobile forensics, while also enabling a balanced discussion and comparison between open-sourced and commercial solutions.






Evaluation of Tools 
FTK Imager has considerable strengths as a forensic tool due to its reliability and adherence to forensic principals. The software has the ability to create a bit-by-bit image to ensure that the data integrity is preserves, which is critical when it comes to a forensic investigation as the original data should not be changed or deleted [6]. FTK Imager allows for fast evidence acquisition, capturing disk images, file and memory quickly to begin investigations without delay. This is important as some forensic investigations are time sensitive depending on the level of crime committed. Furthermore, its accessibility as a free tool enhances its usability across the professional and educational board. However, this software lacks advanced analytical capabilities and is significantly restricted beyond the collection phase. Consequently, while it is highly effective within its intended scope, it cannot operate as a standalone solution, it must be used alongside other tools.
In contrast, Magnet AXIOM represents a highly sophisticated and versatile platform. It can easily recover deleted data and analyse digital evidence from multiple sources such as mobile, computer and even vehicle in one case file [3], offering a significant advantage over other tools in modern investigations where data is often spread across multiple sources and environments. Nevertheless, the software does have its limitations including high hardware resource demands which can lead to slower times processing larger datasets [7]. Magnet also requires high financial investment which if not available, may restrict accessibility to the software. Despite the challenges listed, Magnet AXIOM remains one of the most effective and used tools for in-depth and advanced forensic analysis. 
Autopsy is an open-source alternative, especially for users with a tight budget. The core features include efficient keyword searching, easy use for recovering deleted files, advanced timeline analysis and more [8]. Furthermore, its open-source nature allows for community driven development and individual modification allowing for it to be used for different purposes. However, when you compare this tool to commercial tools, Autopsy presents clear limitations in regards to performance and advanced use. It can also struggle processing large datasets and can be resource heavy requiring substantial memory and processing power, something that may not be available when you have budget constraints [9]. While Autopsy is valuable for smaller scale investigations and educational use, it is less suitable for complex or time-sensitive investigations. 




Cellebrite UFED is a highly specialised mobile forensic tools and is regarded as the leading tool it its field. It has the ability to extract data from a wide range of mobile devices including encrypted devices, deleted content and is highly effective in investigations where mobile devices are used, which is becoming more common. Due to the level of specialisation in this software, it does present some limitations. If can struggle bypassing advanced encryption and sometimes fails to recover files if they are permanently removed from the system. It can also have challenged extracting data from locked devices or files [10]. Despite these drawbacks, it is highly effective in extracting mobile data and ensures that the software continues to stay relevant in modern forensic investigations. 

Comparative Table 

	Tool
	Type
	Cost
	Key Features
	Evidence Type
	Reporting Ability
	CHFI Phase

	[image: ]
	Imaging
	Free
	-Disk Imaging
-File Preview
	Disk Images
	Basic
	Collection
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	Commercial

	Expensive
	-AI Analysis
-Artifact Recovery
	-Cloud
-Mobile
-Disk
	Advanced
	Analysis
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	Open-Source
	Free
	-Timeline
-Keyword Search
	Disk Images
	Moderate
	Analysis
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	Mobile
	Very Expensive
	Mobile OS
	Mobile
	Advanced
	Collection & Analysis









Comparison and Suitability for CHFI Process
All forensic tools are different and can be used in different situations. The suitability for tools drastically varies across the different phases of the CHFI process. For example, during the collection phase, FTK imager is very effective due to its ability to create extremely accurate forensic images while preserving the integrity of the original data. One key advantage of FTK Imager is that it is freely available, making it highly accessible to many users without comprising its reliability and contribution to investigations. It is efficient for imaging tasks, however it can be limited to tasks such as acquisition meaning additional tools may be required in some investigations.
In a similar situation, Cellebrite UFED is especially used for acquiring data from mobile devices, highlighting the importance of specialised tools in this phase. However, the performance of this software comes at a high cost, meaning it is limited to certain business with high resources and limited functionality to the mobile environment. This reinforces the point that no one forensic tool can be used for a single investigation, you must use a collection of all tools as they specialise in different areas of computer forensics. 
Tools such as Autopsy can be used in the examination phase and provide essential functionaluty for processing and organising data. Because this software is open-source, it means its free to use making it particularly advantageous for academic and smaller scale business use. The. However, there are some limitations to this software and it becomes more obvious when handling larger data sets. This is where more advanced and expensive technology should be utilised. These advantages and limitations show us the trade-off between accessibility and capability. As this software may struggle so meet the demands of more complex investigations, additional software will be required.
The analysis phase is where Magnet AXIOM demonstrated its greatest strengths. It has the ability to collect and correlate data from several sources and can automatically identify artifacts. This significantly improves and enhances its investigative efficiency and positions itself for a more advances, superior choice for complex forensic analysis.
Moving to the reporting phase, both Magnet AXIOM and Cellebrite UFED offer advanced reporting capabilities, supporting the creation of a sound legal defence and in-depth documentation. This is extremely important in forensic investigations as presenting correct and sound evidence to court is imperative to the success of the investigation.



As mentioned above, overall this comparison highlights the differences between cost and capability. Even though open-source and free software such as Autopsy provide accessibility and usability for many people, they lack in more advanced features that commercial tools have access to. On the other hand, tools such as Magnet AXIOM and Cellebrite UFED offer more advanced and superior performance and features, but you pay the price. This furthermore implies that the importance of selecting the correct tools based on the situation and specific requirements is imperative to the investigation.






















Conclusion
In conclusion, the evaluation of FTK Imager, Magnet AXIOM, Autopsy and Cellebrite UFED demonstrated that digital forensic investigations required multiple tools and a combination of software and specialised abilities for any investigation. The different stages of the CHFI process highlight this as different software has varied abilities and specialities. Each tool also offers distinct advantages and limitations, implying that no one tool can complete and single investigation.
FTK Imager provides a reliable and accessible solution to acquisition of data, while Magnet delivers advances analytical capabilities but at a higher cost mainly used for more complex investigations. Autopsy is a cost effective solution for basic analysis, mainly used for small businesses or educational pruposes, where Cellebrite UFED excels in the leading mobile forensic investigation software. Together, these tools demonstrate the importance of adopting an open minded and multi-tool approach to digital forensics.
Ultimately in any investigation, the circumstances always change meaning the selection of tools must be guided by key factors of the investigation such as the evidence needed, complexity and the resources available. This critical evalaution provides a good example of how investigators can select their tools and make informed decisions that enhance both efficiency and effectiveness of their investigations.













Task 2 – Case Study
1. Methodology & Investigation Plan
1.1 Introduction
The case study centres on alleged intellectual property theft and sabotage by Rich Daley, a senior designer at Cyfusion Mobile Manufacturing Company (CMMC) in London. Rich worked on highly confidential mobile interface designs, including the GUI for the upcoming Samsung Galaxy Z Flip 6, created using Autodesk Maya. These designs represented major financial and strategic value for CMMC. Before resigning, Rich is believed to have deleted critical project files, uploaded confidential assets to his personal Google Drive, and attempted to sell the design to competitor 360tech.
CMMC’s engineering team discovered that numerous design files on Rich’s Windows 11 workstation were missing. The system had full disk Encryption enabled via BitLocker, and Rich had used a file wiping tool to remove Autodesk Maya project files before departure. The workstation was not backed up due to the sensitive nature of the work, meaning the seized device is the only potential source of evidence. Given the significant financial impact and risk of leaked intellectual property, CMMC’s CEO, Ms. Ker Walters, commissioned a forensic investigation led by Troy Simpson, a CHFI‑ and CEH‑certified professional. The objective is to identify evidence of sabotage, recover deleted material, and determine Rich’s actions with forensic accuracy.
This task requires applying structured forensic methodology consistent with CHFI and ACPO principles. The investigation will outline a defensible forensic acquisition strategy for an encrypted drive, methods for identifying anti forensic activity, approaches for recovering deleted or partially overwritten design files through file carving, and techniques for extracting browser based cloud synchronization evidence—particularly related to Google Drive. Tools identified in Task 1 will be mapped to each stage of the investigation, ensuring a justified and professional workflow. The findings will be presented as a formal report for CMMC’s legal counsel, including an executive summary, detailed investigative steps, evidence artefacts, conclusions on Rich Daley’s actions, and a simulated hash log in the appendix. A professional invoice from “Troy Simpson Forensics” will also accompany the submission.






1.2 CHFI/ACPO Forensic Principals 
The ACPO good practice guide provides four core principles for handling digital forensic evidence across the UK. They set a standard against the integrity of digital evidence and how it is measured in UK courts. If an investigator follows these four principals, it is likely their evidence is sound and holds up in court [11]. 
Principle 1 – No action should change the data 
This principle states that the digital evidence presented in court must have existed at the moment is was seized and not created as a result. It also means there neads to be a clear chain of custody and is untouched in transportation and handling of the evidence.
Principle 2 – If you must access the original data, you must be competent and able to explain
There are some situations where the first principle is hard to follow. In some cases, the original data must be accessed, however the investigator must be extremely careful as any alteration to the original data can void the data entirely. Investigators must have the proper training and qualifications in order to do this and able to explain themselves in a court of law to determine why is was necessary.
Principle 3 – An audit trail must be created and preserved
All investigations require an audit trail and a full record of what happened, why is happened and was there any findings. This happens in every investigation and would be presented to a judge to deem if actions taken were necessary. Hash values are an extremely effective way of documenting an audit trail as it is a unique value of the data, and if anything changes, even the smallest change, the hash value wil be different to the original.
Principle 4 – The case officer is responsible 
The final principle ensures overall responsibility to the case officer. It is a leadership role that oversees all operations in the investigations and must understand that everyone working on the investigation understands these four principals and follows all rules and regulations 
As mentioned above, chain of custody is crucial and involves documenting who handled the evidence, when it was handled and what actions were taken when investigating. These actions combined with the four principals above ensure transparency in the court of law and prevents possible allegations of tampering and deletion of data.


1.3 Acquiring evidence from an encrypted system
The gathering and recovery of sensitive data during a digital forensic investigation is known as data acquisition [12]. In our situation, the suspect uses a Windows 11 computer with full disk encryption known as BitLocker. This is a Windows security feature which allows users to encrypt drive devices ensuring unauthorised access is extremely difficult [13]. Due to this encryption, advanced forensic software is required and traditional imaging techniques would not be sufficient.
Volatile memory such as RAM is wiped from the system when it is turned off, however when the system is on, data is stored in this volatile memory meaning an investigator can employ a live data acquisition approach. Tools discussed in Task 1 such as FTK Imager and Maget can be used to extract this data. The overall objective of these tools is to locate and recover the BitLocker encryption keys that are temporarily stored in this memory. 
Once the encryption keys have been obtained, investigators can create a forensic disk image. This image created is a working copy meaning investigators can investigate the data without compromising the integrity of the original data. Hash values will be generated before and after imaging to verify the integrity of the data. If the hash values match, it shows the data has not been altered meaning any evidence gathered on the working copy would be admissible in court. 
This approach if followed by all investigators ensures that any encrypted data can be accessed while maintaining and complying with forensic principals, procedures and standards.









 
1.4 Anti-Forensic Techniques 
Anti-Forensic techniques have added complexity to all forensic investigators. They are designed to cover and prevent cyber attacks from getting discovered [14]. There are 5 main anti-forensic techniques which are recognised across the world:
1. Disk Wiping 
This is the deletion of all data on a storage device adn can be used to erase all content on the drive. This makes it difficult for investigators to analyse or recover the data.
2. File Encryption 
File encryption is designed to make the data unreadable to any language. It uses a code that can only be undone with certain software. It is an effective way of to protect investigators for finding and analysing information such as files.
3. Steganography
This is the process of hiding messages or files within another file. This can be done with software and can hide files and specific information such as video, audio and images.
4. Compression
Compression is used to reduce the size of a file. This is used to day to day use however it can be used as an anti-forensic technique limiting the data visible by investigators
5. Malware
This is designed to damage the investigators computer by inserting malicious code onto the device. It can also be used as a ‘self-destruct’ method so once a file is accessed, it deletes itself or alters itself, compromising the evidence’s integrity
Due to the techniques listed above, it is crucial for investigators to be vigilant in identifying the possible techniques. Detecting tools can be used to identify these possible techniques and must be used in every investigation to ensure the data integrity is not compromised. 
The investigation must involve analysing:
· Installed applications to identify any present wiping software
· Windows Registry entries
· File system structures for anomalies 
If anything is picked up while analysing files, missing data or tool wiping software, they must be documented. Establishing the use of anti-forensic techniques can demonstrate a deliberate attempt to destroy evidence which can be detrimental in trail. If discovered and documented correctly, it can enhance the probability of winning the case.

1.5 File Carving and Data Recovery Techniques
As the suspect has used file-wiping software described above, recovering the data presents a significant challenge. However, investigators can use advanced forensic techniques such as file carving to still gain credible results. 
File carving is a technique used to recover files from through scanning data known as signatures [15]. There are specific forensic tools used to this such as Scalpel and are an effective method of file carving.  Sometimes file carving does not recover the full data, however it can piece together fragments to form part of the investigation.
1.6 Cloud synchronization 
Most data used to a day to day basis is stored in the cloud. Cloud storage is the storage of data stored in services in off-site locations [16]. Investigators must discover and determine whether the data was transferred or backed up in cloud storage. This can be crucial in an investigation as if no evidence is discovered on the physical storage device, it is could be stored off site and must be investigated. 
There is a way to discover whether data has been stored in the cloud and it can be as simple as checking browsing history, cache files and checking cookies. Instead of manually checking this which is very time consuming, tools such as Magnet AXIOM are used to extract and interpret this data. 
When this data is gathered, investigators can piece together a timeline of browser activity and can come to the conclusion whether the data was moved off site.













2. Forensic Report
2.1 Executive Summary
This report presents the findings of a digital forensic investigation conducted on behalf of Cyfusion Mobile Manufacturing Company (CMMC) following a suspected incident of insider sabotage and intellectual property theft.
The investigation focused on the activities of former employee Rich Daley, who had exclusive access to highly confidential mobile interface designs, including work associated with the Samsung Galaxy Z Flip 6 project. Following his resignation, critical design files were discovered to be missing from his assigned workstation.
A forensic examination of the device revealed evidence of deliberate file deletion, the use of anti-forensic software, and indicators of potential data exfiltration via a personal cloud storage account. These actions pose a significant risk to CMMC’s intellectual property and commercial interests.
The findings presented in this report are based on forensic methodologies aligned with the principles established by the Association of Chief Police Officers (ACPO), ensuring the integrity and admissibility of the evidence.
2.2 Forensic Standards and Compliance
All investigative procedures were conducted in accordance with ACPO guidelines. Particular emphasis was placed on:
· Preservation of original evidence 
· Maintenance of a complete audit trail 
· Use of validated forensic tools 
· Ensuring all actions were repeatable and defensible in a court of law 
A strict chain of custody was maintained throughout the investigation to ensure evidential continuity.





2.3 Evidence Acquisition
The suspect system was identified as running Windows 11 with full-disk encryption enabled via BitLocker.
Due to the presence of encryption, a live acquisition strategy was employed:
· Volatile memory (RAM) was captured using: 
· FTK Imager 
· Magnet RAM Capture 
· This enabled the extraction of encryption keys required to access the protected data. 
· A forensic image of the system drive was subsequently created in E01 format, with cryptographic hash values generated before and after acquisition to verify integrity. 
2.4 Forensic Analysis
The forensic image was analysed using industry-recognised tools, including:
· EnCase 
· Autopsy 
The analysis process included:
· File system examination 
· Recovery of deleted data 
· Registry and application analysis 
· Timeline reconstruction 

2.5 Detection of Anti-Forensic Activity
Particular attention was given to identifying attempts to conceal or destroy evidence. The investigation identified the presence and execution of Eraser.
Evidence supporting this includes:
· Installation artefacts within the system 
· Registry entries indicating execution 
· File system anomalies consistent with secure deletion processes 
These findings indicate deliberate attempts to permanently remove data and obstruct forensic recovery.

2.6 Data Recovery (File Carving)
Given the suspected use of secure deletion tools, advanced file recovery techniques were employed.
File carving was conducted using:
· PhotoRec 
· Scalpel 
This process involved scanning unallocated disk space for file signatures associated with Autodesk Maya project files. While complete file recovery was limited due to overwriting, several partial file fragments were successfully recovered, confirming the prior existence of the deleted data.
2.7 Cloud Activity Analysis
To investigate potential data exfiltration, browser artefacts were analysed using:
· Browser History Examiner 
· Magnet AXIOM 
Analysis revealed:
· Access to Google Drive 
· Evidence of user authentication 
· Activity consistent with file upload behaviour 
These findings suggest that data may have been transferred to the cloud








3. Findings
The forensic investigation identified the following key findings:
1. Deliberate File Deletion
 Critical Autodesk Maya design files were removed from the system. The absence of these files, combined with supporting artefacts, indicates intentional deletion rather than accidental loss. 
2. Use of Anti-Forensic Tools
 The presence and execution of Eraser demonstrate a deliberate attempt to permanently erase data and prevent recovery. 
3. Partial Data Recovery
 File carving techniques resulted in the recovery of fragments of deleted design files, confirming that valuable intellectual property existed on the system prior to deletion. 
4. Evidence of Cloud Access
 Browser artefacts confirm that the suspect accessed Google Drive. The timing of this activity is consistent with the period leading up to the suspect’s resignation. 
5. Timeline Correlation
 Analysis of system timestamps indicates that file deletion and cloud access occurred shortly before the suspect tendered his resignation, suggesting premeditated actions.
4. Conclusion
Based on the evidence obtained, it is the professional opinion of the investigator that Rich Daley engaged in deliberate and malicious actions that resulted in the loss of critical company data.
Specifically, the suspect:
· Intentionally deleted sensitive design files 
· Utilised anti-forensic tools to conceal his actions 
· Demonstrated behaviour consistent with the unauthorised transfer of data خارج the organisation 
These actions constitute serious breaches of corporate policy and may represent violations of applicable laws relating to intellectual property theft and data misuse.
The evidence presented in this report is considered reliable, relevant, and suitable for use in legal proceedings.

5. Invoice
Troy Simpson Forensics
Digital Forensic Investigation Services
Client: Cyfusion Mobile Manufacturing Company (CMMC)
Investigator: Troy Simpson (CHFI, CEH Certified)
Invoice Breakdown
· Evidence Acquisition (1 day) – £800
· Forensic Analysis (2 days) – £1600
· File Recovery & Carving (1 day) – £800
· Report Writing (1 day) – £800
· Expert Testimony Preparation (0.5 day) – £400
Total Cost: £4400
Notes:
All work conducted in accordance with UK forensic standards and best practices.
This report is suitable for submission in legal proceedings.
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