


Three key ethical challenges that the police may face when implementing evidence-based policing strategies. 

Law enforcement agencies around the world are increasingly turning toward evidence-based policing methods to enhance their effectiveness when countering crime. “Evidence-based policing (EBP) means that the best available evidence is used to inform and challenge policing policies, practices and decisions.” (College of Policing 2023). This means that using available data and trends the law enforcement agency can make strategical decisions to counter problems in a particular area.  While the use of EBP has proved to be effective there are several key issues and controversies surrounding the tactic.
This discussion will talk about three main issues surrounding EBP which should be taken into consideration when implementing these strategies such as bias, privacy infringement, and potential harm to marginalized communities.
One of the main ethical obstacles in using evidence-based strategies is bias. Like many other variables there will be some form of bias in the usage of data collection, analysis and understanding its interpretation. According to a government journal by Babuta and Oswald (2019) they have stated that data that is collected can still discriminate against different categories of people. They have stated that while the use of data has proven beneficial it has also “carries significant risks, including those relating to bias.” This is due to the fact that algorithms cannot be understood easily solely as data as it requires careful interpretation of legal and operational contexts.
The article has also stated that there is a lack of organizational guidelines and processes related to the use of data analytics and calls for a suggestion to use a new legal code that encompasses instructions and policies to guide law enforcement members when looking into data.  
Julia Angwin et al. (2016) has found that an algorithm used by law enforcement was heavily bias toward African American individuals. Bail was usually rejected as they deemed to be “high risk.” While White-American defendants were found to be subjected as lower-risk in comparison. This can be interpreted as artificial intelligence utilizing biased approaches due to inheriting it from its creators and users. 
On top of this the US Attorney General in 2014 has warned that risk scores might be injecting bias into courtrooms. This shows that both the public and government officials have concerned about the ethical challenges that stem from machine bias and how it can ruin lives of innocent individuals due to prejudice operated by a law enforcement or justice department agency that has discriminatory influences.


Moreover, concerns about privacy infringement have been a serious controversy in evidenced-based policing or factors relating to it. For example, there are implications regarding the use of bodycams. The College of Policing (2021) has stated that body-worn cameras (BWC) are recording devices worn by police officers and are capable of recording audio and video footage during encounters with the pubic. However there have been “Some evidence that BWCs have either increased or reduced crime.” 
As to infringements on privacy, body-worn cameras have been subjected to criticism due to the footage often being misused such as law enforcement officers leaking videos on social media websites without authorization. An article written by Noel Titheradge (2023) “uncovered more than 150 reports of camera misuse by forces in England and Wales.”
What was found in his investigation was that police officers were sharing sensitive footage of vulnerable people between themselves and others on WhatsApp and other social media websites without authorization. It was found that this was an ongoing issue throughout the nation with “cases in seven forces where officers shared camera footage with colleagues or friends - either in person, via WhatsApp or on social media.”  
One incident that was a clear breach of privacy and misconduct was the controversy of police officers sharing images of a naked person over email. On top of this there must be considerations about releasing footage to the public for the sake of police-public relations with the Acting Chief Constable Jim Colwell stating that “He believes more footage should now be released in order to improve public trust.” In reaction to abuse and negligence allegations of officers deleting footage or switching off their bodycams. 

Such considerations should include the censoring of the names or other sensitive information on vulnerable or accused individuals as well as any moral obligations regarding a victim in each situation. For example, a police officer entering a civilian’s home while they’re in a shower is an infringement of privacy as the civilian who is in a vulnerable state should be entitled to total have themselves blurred from the video footage.
Other controversies to review are the potential harm to marginalized communities by EBP practices. When talking about marginalized communities we are talking about any group that has been discriminated against in the past or is an identity that is vulnerable to discriminatory behavior by a malicious person.  According to an article from the British Government, Dr Dylan O’Driscoll (2018) has described marginalized groups ranging from “ethnic minorities.” to “people with physical and mental disabilities.” It can also include women, girls as well as members of the public with a different gender identity or sexuality. 
Despite EBP practices being originally designed to counter discrimination against protected identities there have been key issues and real time examples of it ‘back firing’ when it came to interacting with people of a minority background.  
According to statistics by the government GOV.UK (2020) statistics have shown that public trust in the police especially from a BAME background has been complex. It is reported that Black, Asian, and Mixed ethnic groups have had percentages of trust ranging from 60-70%. This can be due to many issues the police have implicated themselves in. On top of this when it comes to religious minorities such as Muslims (Many coming from a Middle eastern, Asian, or Black background) they have suffered discrimination from both law enforcement and the media due to prejudices and unchecked biases. A journal written by Awan I, et al (2013) has reported that Muslims “Had a lack of trust towards the police.” And concerns regarding “legality of counter- terrorism policing operations” this was from a survey asking Muslims from all sorts of backgrounds such as religious leaders and layman of all ages. Majority come from either a Pakistani or Bangladeshi background which are two largest Islamic and Asian groups in the United Kingdom.
The lack of trust and fear amongst Islamic practices can be traced to the counter-terrorism methods with allegations of racism and bigotry surrounding British Law Enforcement agencies.  
This can be due to the problem that ‘deradicalization’ has not been significantly used enough in previous counterterrorism campaigns. Which can be easily interpreted as the government’s response to terrorism being “On prevention, rather than cure.” Gearson & Rosemont (2015). 
On top of this there are issues of organizations that focus on preventing the problems in the first place, not being given enough resources to tackle the issues. For example, as stated in the article by Gearson & Rosemont they have mentioned that the “Channel Project.” Which is a scheme lead by a mixture of local police officers from community policing backgrounds as well as civilians managing to prevent vulnerable people from becoming radicalized however due to the lack of funds the organization has struggled despite being endorsed as a national program. 

Other reasons can also be accounted for by accidental or false arrests by law enforcement which directly leads to miscarriage of justice. Such miscarriages can be attributed to the infamous case of the “Nottingham Two.” which saw the wrongful arrests of a master student Rizwan Sabir and staff member Hicham Yezza for being possession of an already declassified open-source document from the US Department of Justice of an Al-qaeda training manual. Despite it being known the two were involved in academical work regarding terrorism and were reading said manual from a legal government website open to the public. Eventually charges were dropped on both Hicham Yezza and Rizwan Sabir however relations with the Islamic community has been severely damaged.
Conclusion
       In conclusion, while, evidence-based policing (EBP) holds promise in enhancing law enforcement efficiency, critical controversies must be addressed to ensure its ethical and practical implementation. The prevalence of bias within data collection and analysis poses a significant challenge, with algorithms inheriting and perpetuating discriminatory practices. Privacy infringement, especially concerning body-worn cameras, reveals a concerning misuse of sensitive information by law enforcement, eroding public trust. Moreover, the potential harm to marginalized communities raises alarm bells, as EBP intended to counter discrimination and its inadvertently existing issues. It is imperative to establish clear organizational guidelines, prioritize privacy concerns, and allocate resources for proactive prevention to build a fair and just criminal justice system.
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