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[bookmark: _Toc97322061]Task 1: BUILDING A VIRTUAL LAN USING TYPE 2 HYPERVISOR MANAGEMENT SOFTWARE

[bookmark: _Toc97322062]Objective 
This task required the creation of two disconnected virtual networks built within hypervisor type 2 environment. The requirements stipulated that each of the two LANs should consist of a virtual server and a virtual client running Windows Server 2019 and Windows 10 respectively; the two LANs should connect through a virtual public network as per the diagram below:

[image: Diagram

Description automatically generated]
A ping is expected to confirm the connectivity between the hosts within each network.

1.1. [bookmark: _Toc97322063]Virtual Machine (VM) and Operating System (OS)
1.1.2. [bookmark: _Toc97322064]Server OS


[image: Graphical user interface, application

Description automatically generated]
Windows server product key
[image: Table

Description automatically generated]


1.1.2. [bookmark: _Toc97322065]Virtual Box
[image: Graphical user interface, text, application

Description automatically generated] 
[image: Graphical user interface, text, application

Description automatically generated]

1.1.3. [bookmark: _Toc97322066]Server 1

Server1 was created within the Virtual Box environment.
[image: Graphical user interface, application

Description automatically generated]
Operating system: Windows Server 2019. The memory allocated was 4GB of RAM to allow for the GUI to run (not just a core install). The storage for the hard disk was dynamically allocated to allow the storage to grow based on the usage requirements. The size of the HDD is 25GB (Microsoft Docs, Hyper-V Memory Performance).
[image: Graphical user interface, text

Description automatically generated]
An incorrect  .iso file was selected for the OS installation by mistake.
[image: Graphical user interface, application

Description automatically generated]
Server 1 showing the incorrect iso file.

Server 1 was started to install the operating system, which produced an error.
[image: A screenshot of a computer

Description automatically generated]

1.1.2. [bookmark: _Toc97322067]Server 2
New Virtual machine was created with 4GB RAM memory.
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated] [image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
The dynamically allocated virtual hard disk had intended size of 25GB. 

[image: Graphical user interface, application

Description automatically generated]


[image: Graphical user interface, application

Description automatically generated]
Installation of the operating system.
[image: Graphical user interface, application, table

Description automatically generated]

[image: Graphical user interface, table

Description automatically generated]


[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
The operating system setup. 
[image: Graphical user interface

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]
An error was returned, indicating that the allocated space for the virtual HDD is too small (i.e. only 25MB was given instead of the intended 25GB).
[image: Graphical user interface, application

Description automatically generated]
The storage size was increased to 25GB.
[image: Graphical user interface, application

Description automatically generated]
Installation of Server 2 complete.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Server 2 is powered down.	
1.1.3. [bookmark: _Toc97322068]Client OS
[image: Graphical user interface, text, application

Description automatically generated]
1.1.4. [bookmark: _Toc97322069]Client 1

[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
RAM was set to 20GB.
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
HDD size was set to 20GB.
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
The client machines processor was given 2 cores to optimise performance and to compensate for the minimal RAM size (Microsoft Docs). 
[image: Graphical user interface, application

Description automatically generated]

1.1.5. [bookmark: _Toc97322070]Client 1 OS
The client OS is Windows 10 (64bit). 

[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application, Word

Description automatically generated]

[image: Graphical user interface, application, Word

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
The user account to setup the Client 1 machine is named User1.
[image: Graphical user interface

Description automatically generated]
Password is setup.
Security questions for password retrieval
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
All optional services were declined and only the compulsory ones were accepted.
Boot successful.
[image: Graphical user interface

Description automatically generated]

1.1.6. [bookmark: _Toc97322071]Cloning Server 2
New MAC addresses for all network adapters was the option selected for the MAC address policy to allow this virtual machine (VM) to be treated as a completely new device, independent from the master VM (Oracle). This is essential in a scenario where the cloned machine will be a member of the same network as the master copy as they must be able to operate as separate physical devices within a local area network at level 2 (W3Schools) .

[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
Server 1 was successfully created was a clone of Server 2.
[image: Graphical user interface, application

Description automatically generated]

1.1.7. [bookmark: _Toc97322072]Client 2
Client1 was cloned to create Client2. It was given a new name and new MAC addresses for all network adaptors. 
	[image: Graphical user interface, application

Description automatically generated]

1.1.8. [bookmark: _Toc97322073]VMs Overview

[image: Graphical user interface, application

Description automatically generated]

1.2. [bookmark: _Toc97322074]Virtual Network Configurations
[bookmark: _Toc97322075]1.2.1. ‘PublicNet’
[bookmark: _Toc97322076]Server 1
A link between Server 1 and the public network ‘PublicNet’ (IP 192.168.10) was established first.
An internal network was created to allow the VM to communicate directly with other VMs (LAN Ethernet communication), but also to allow at a later stage for routing communication to be possible with other external networks (Oracle Virtual Box Manual) 
[image: Graphical user interface, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
The LAN is now visible and re-named ‘PublicNet’ for consistency and ease of identification.

[bookmark: _Toc97322077]Server1 IP Address

[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application, Word

Description automatically generated]

[image: Graphical user interface, application, Word

Description automatically generated]
A static IP address was set up manually to 192.168.10.200.
[image: A picture containing text, screenshot, computer, computer

Description automatically generated]
[image: Graphical user interface, application, Word

Description automatically generated]

[bookmark: _Toc97322078]Server 2

[image: Graphical user interface, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application, Word

Description automatically generated]
The LAN for Server2 was renamed to ‘PublicNet’.

[bookmark: _Toc97322079]Server2 IP Address

[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

[bookmark: _Toc97322080]‘PublicNet’ Test
Both machines booted.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
[image: Graphical user interface, application

Description automatically generated]
With Server2 booted the machine IP address was checked in command prompt
[image: Graphical user interface

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
Successful ping for Server 1 from Server 2

1.2.2. [bookmark: _Toc97322081]‘PrivateNet1’
[bookmark: _Toc97322082]Server 1 Adaptor
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface

Description automatically generated]The second adaptor for Server1 was enabled to create another internal network re-named from the default ‘intnet’ to ‘PrivateNet1’.

Server 1 IP setup for ‘PrivateNet1’
[image: Graphical user interface, application

Description automatically generated] 
[image: A computer screen with a blue background

Description automatically generated with low confidence]
[image: A computer screen with a program open

Description automatically generated with low confidence]
Server1 IP address Was statically set up to 192.168.1.1.

[bookmark: _Toc97322083]
Client1 
[image: Graphical user interface, application

Description automatically generated]
Client1 adapter 1 was set to ‘PrivateNet1’

[bookmark: _Toc97322084]Client1 IP Address

[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application, Word

Description automatically generated]
[image: Graphical user interface, application, Word

Description automatically generated]
[image: Graphical user interface, application, Word

Description automatically generated]

Client1 IP addresses was statically set
[image: Graphical user interface, application

Description automatically generated]


[image: A screenshot of a computer

Description automatically generated]
Ping was unsuccessful as an incorrect IP address was set up for both client 1 and server 1. This was amended to 192.168.1.2
[image: Graphical user interface, text, application

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]
Ping was successful after the amendment.
[image: Graphical user interface

Description automatically generated]

[bookmark: _Toc97322085]1.2.2. ‘PrivateNet2’
[bookmark: _Toc97322086]Server 2

[image: Graphical user interface, application

Description automatically generated]
Server2 second adapter was set up to ‘PrivateNet2’.

[bookmark: _Toc97322087]Client 2

[image: Graphical user interface

Description automatically generated]
[bookmark: _Toc97322088]Client2 IP Address

[image: Graphical user interface, application, Word

Description automatically generated]
The IP address for Client 2 was set up statically to 192.168.11.2
[image: Graphical user interface, application, Word

Description automatically generated]

[bookmark: _Toc97322089]Server 2 IP Address

[image: A screenshot of a computer

Description automatically generated]


[image: Graphical user interface, application

Description automatically generated]
The IP address for server2 was set up to 192.168.11.1
[image: Graphical user interface

Description automatically generated]

[bookmark: _Toc97322090]‘PrivateNet2’ Testing

[image: A screenshot of a computer

Description automatically generated]

The server 2 adaptor was re-named for consistency and ease of identification.
[image: Graphical user interface, application

Description automatically generated]
The client2 adaptor was renamed for consistency and ease of use.
[image: Graphical user interface, application, Word

Description automatically generated]

[bookmark: _Toc97322091]Server2 to Client2 Ping

[image: A screenshot of a computer

Description automatically generated]

Times out response was returned, possibly because of the firewall on client2 being enabled.
[image: A screenshot of a computer

Description automatically generated]

[bookmark: _Toc97322092]Client2 Firewall Check.

[image: A screenshot of a computer

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
The firewall was disabled.

[image: A screenshot of a computer

Description automatically generated]
The ping was successful with the firewall on client2 disabled.



[bookmark: _Toc97322093]Task 2: DEPLOYING A NETWORK DIRECTORY SERVICE AND CREATING AND UNDERSTANDING ACTIVE DIRECTORY NETWORK OBJECTS
2.1. [bookmark: _Toc97322094]Pre-requisites
[bookmark: _Toc97322095]2.1.1. DNS
DNS was not set up prior to task 2.
[image: Graphical user interface, application

Description automatically generated]

[bookmark: _Toc97322096]2.1.2. Firewall
The firewall on Server1 was turned off.
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]

[bookmark: _Toc97322097]2.1.3. DNS Zone name
[image: A screenshot of a computer

Description automatically generated]

[bookmark: _Toc97322098]DNS Zone Server Name
Server1 was re-named to identify it as a domain name service (DNS) provider.
The server name check.
[image: A screenshot of a computer

Description automatically generated]

[bookmark: _Toc97322099]Client DNS Zone Name
[image: Graphical user interface, application, Word

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Client1 was renamed so that can be identified as a member of the DNS zone.
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
Client1 name check
[image: Graphical user interface, application, Word

Description automatically generated]

2.2. [bookmark: _Toc97322100]Active Directory Deployment
2.2.1. [bookmark: _Toc97322101]AD Installation

[image: Graphical user interface, application, PowerPoint

Description automatically generated]

‘Add Roles and Features’ was selected in the Server manager
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated with medium confidence]

[image: Graphical user interface, application

Description automatically generated]
‘Add features’ was selected
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

[bookmark: _Toc97322102]Installation Summary

[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

2.2.2. [bookmark: _Toc97322103]Post-deployment Configuration

[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc97322104]AD Setup
[image: Graphical user interface, application

Description automatically generated]
A new active directory (new forest) was established with the root domain name ‘nosstask’ and the domain type of ‘Microsoft’.
[image: Graphical user interface

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]

[image: Graphical user interface, text, application

Description automatically generated]
[image: A computer screen capture

Description automatically generated with low confidence]

[image: Graphical user interface, text

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]

[image: Graphical user interface, text, application

Description automatically generated]

 All pre-requisite checks have passed successfully.

[image: Graphical user interface, text, application

Description automatically generated] 

[bookmark: _Toc97322105]AD Post-installation Checks

[image: A picture containing text, electronics, screenshot, monitor

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated with medium confidence]
[image: A picture containing text, screenshot, monitor, computer

Description automatically generated]

The NOSSTASK AD was successfully installed and the domain controller (DC) was visible.
[image: Graphical user interface, application

Description automatically generated]
By default a guest user and a guest administrator were created.

[image: A picture containing text, screenshot, computer

Description automatically generated]

2.3. [bookmark: _Toc97322106]User Account Objects
[bookmark: _Toc97322107]Administrative User Object
A second administrator account was created as a ‘fail-safe’ strategy in case the main administrator is unable to access the DNS account.
[image: A screenshot of a computer

Description automatically generated]
[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]
The domain administrator group was showing only one member – the main administrator.
[image: A screenshot of a computer

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
A new user object was created in the ‘user-group’ of the NOSStask domain.
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc97322108]Password
This was set up to meet the complexity requirements for administrative accounts: i.e. longer than the minimum 6 characters (9), not including the username, has a combination of upper and lower case characters, has numbers and alphanumeric characters (Windows Active Directory).


 [image: Graphical user interface

Description automatically generated]
The password was accepted. 
Generally, it is considered a safe practice for a new user to be expected to change the password provided by the administrator at first login with a password of their own choice, however, on this occasion this option is disabled as this new user object is created by the administrator who will use this account for the purpose of fail-safe. http://www.codingthearchitecture.com/2010/03/23/fail_safe.html   
[image: Graphical user interface

Description automatically generated] 

[image: Graphical user interface, application

Description automatically generated]
The user was successfully created.
[image: A picture containing text, screenshot, computer

Description automatically generated]
[bookmark: _Toc97322109]User Login Privileges Check
[image: A picture containing text, screenshot, computer

Description automatically generated]

[bookmark: _Toc97322110]User Membership Check
Attempted login to the NOSStask domain
[image: Graphical user interface, application

Description automatically generated]
The login attempt was unsuccessful, because the user does not have the rights to log-in to the DNS domain, administrative rights are needed.
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
The new user was added to the domain admin group to allow access to the DNS zone.
[image: Graphical user interface, application

Description automatically generated]

2.4. [bookmark: _Toc97322111]Object Attributes
2.4.1. [bookmark: _Toc97322112]Enforcing Domain Policy 
[bookmark: _Toc97322113]Domain Overview
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Current overview of the users
[image: A screenshot of a computer

Description automatically generated]
[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]
[bookmark: _Toc97322114]Domain Users
Two domain users were created.
[image: A screenshot of a computer

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: A picture containing text, screenshot, computer

Description automatically generated]
[image: A picture containing text, screenshot, computer

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: A picture containing text, screenshot, computer, display

Description automatically generated]
Only two out of the four existing users are members of the domain admin group.
[image: A picture containing text, screenshot, computer

Description automatically generated]

2.4.2. [bookmark: _Toc97322115]User Login Hours
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: A picture containing text, screenshot, computer, display

Description automatically generated]

[image: Graphical user interface, application, Word

Description automatically generated]
The user login hours were set up to allow access only between Monday 10 am and Thursday 3pm.
[image: Graphical user interface, application

Description automatically generated]
User is also not allowed to login between 11 and 12 on Wednesday, Thursday and Friday (latter by default).

2.4.3. [bookmark: _Toc97322116]User Password

[image: Graphical user interface, application

Description automatically generated]
[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]
The user cannot change their password.
2.5. [bookmark: _Toc97322117]Adjoining the Domain and Testing User Logins.
2.5.1. [bookmark: _Toc97322118]Computer Object
[image: Graphical user interface, application

Description automatically generated]
The Client 1 host was renamed appropriately to reflect its role in the domain and for ease of identification. 

[image: A screenshot of a computer

Description automatically generated]
New organisational unit was created, rather than a computer container to enable the administrator to organise the domain in a logical and/or hierarchical structure. 
[image: A picture containing text, screenshot, computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]

The organisation unit was named NOSSTaskClientPCs to group all the devices available for use to the domain users. 
The members of NOSSTaskClientPCs (client1) were also named appropriately for consistency and easy of identification as member of the group. 

2.1.1. [bookmark: _Toc97322119]Adjoining the Domain

[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
Client1 was re-named to DomainPC1.

[image: Graphical user interface, application

Description automatically generated]
2.5.2. DomainPC1 membership 	[image: Graphical user interface, application

Description automatically generated]
An error was returned when DomainPC1 attempted to adjoin the domain. The returned error indicates that there is no DNS address specified for the server as domain controller. 
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
The DNS address for DomainPC1 was set up to point to the domain controller’s IP address (i.e. 192.168.1.1).
[image: Graphical user interface, application, Word

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
DomainPC1 was able to adjoin the domain after the DNS address of the domain controller was specified. 
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, website

Description automatically generated]
The device Client1/DomainPC1 displaying both a local account for User 1, as well as a domain login option via ‘Other user’.
[image: Graphical user interface, website

Description automatically generated]
Login attempted on DomainPC1 device by an existing domain user.
[image: A computer screen capture

Description automatically generated with medium confidence]
The login attempt failed due to login time restrictions set up for this user.
[image: Graphical user interface, website

Description automatically generated]
Login attempted by another existing domain user.
[image: A screenshot of a computer

Description automatically generated]

[image: Graphical user interface

Description automatically generated]
The domain user login was successful.
  
[image: A screenshot of a computer

Description automatically generated with medium confidence]
DomainPC1 showing the Client1 machine as a member of the computers object containers.
[image: Graphical user interface, application

Description automatically generated]
The computer object was moved to NOSSTaskClientPCs organisational unit for better management.
[image: Graphical user interface, application

Description automatically generated]
[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]

2.1.2. [bookmark: _Toc97322120]User Privileges Testing
[bookmark: _Toc97322121]Domain user DC Login Attempt

[image: Graphical user interface, website

Description automatically generated]
[image: Graphical user interface, website

Description automatically generated]
The attempt was unsuccessful as this user does not have administrative rights.


[bookmark: _Toc97322122]Task 3 OBSERVATIONS
[bookmark: _Toc97322123]3.1. Hypervisor
A software that allows virtualisation through the re-allocation of physical resources to emulate virtual resources (Portnoy, 2012, p20). Type1 hypervisor is installed directly on a host machine, without an operating system between the physical device and the hypervisor, while the host of type2 hypervisor has its own operating system (Portnoy, 2012, p22). A type2 was used in the above scenario because of the tasks’ complexity, the availability of the chosen product (Oracle VM VirtualBox is open-source software), the host machine operating system (OS) and intended purpose of use. A type1 was not required as the host machine was not solely used for virtualisation, and only four virtual machines (VMs) were created, with just two running at any one time. Despite the added complexity of this approach (f.e., IO requests had to be handed to the native OS), the VirtualBox choice was deemed fit for purpose.
[bookmark: _Toc97322124]3.2. Cloud Computing
Cloud computing has grown in importance because of its ability to offer services remotely. Combined with the concept of virtualisation these services have allowed users to reduce costs and increase the agility and effectiveness of their provision (Thomas, 2013, p.30). Alongside the benefits of increased availability and reliability of services, there are also drawbacks such as increased security vulnerabilities and the risks associated with external outsourcing (Thomas, 2013, p.52). Some providers are Amazon (AWS), Microsoft (Microsoft-Azure), IBM (IBM-Cloud) and Google (Google-cloud). 
[bookmark: _Toc97322125]3.3. DNS
The domain name service allows services and resources offered within a network to be organised in a database of hierarchical tree-like structure. This enables client requests to be directed to the relevant service-provider and resolved (Dauti, 2019, p.22). The second part of this task demonstrated the use of DNS within the implementation of active directory in Server1. Any user, device or service offered within the active directory infrastructure can be identified, managed, and controlled by the DNS server as a domain controller (Dauti, 2019, p.22).
[bookmark: _Toc97322126]3.4. AD Critical Roles
The three main domain-level critical roles of the active directory service are relative identifier (RID), primary domain controller emulator (PDC), and infrastructure master, (Dauti, 2019, p.163). The scenario in task 2 explored only one of these roles - the primary domain controller emulator by creating login credentials and different levels of access to resources (restricted access for domain users and elevated access for domain administrators). The other two roles include relative identifier (RID), which deals with the domain security and entity authentication (Microsoft docs) and an infrastructure master, which deals with other domain objects ( Dauti, 2019, p.163).
[bookmark: _Toc97322127]3.5. Key Terminology 
Ping (Packet Internet Groper) is used to measure the latency in data transfer in networks (GeeksforGeeks). Ping was used to test the connectivity between VMs in the scenario above.
Server Management is the process of effective management of hardware, software, security and data within a network infrastructure (DNSstuff). In the scenario above the ‘Active Directory Users and Computers’ was a particular tool used for managing the Windows Server 2019 . 
Firewall can be software and/or hardware that controls the data traffic to and from the ports of a device connected to a network (Microsoft)
PAE/NX (Physical Address Extension) is used to enable computers with 32-bit processors to access more than 4GB of RAM and be emulated in a virtual machine. (VirtualBox)
OOBE stands for Out-Of-The-Box-Experience and refers to the time it takes to set up a product or a device for the first time (Betawiki). Virtualisation, cloud computing and distributed server management are all seen as contributors in facilitating better OOBE (CWSI).
[bookmark: _Toc97322128]3.6. Reflection (200 words)
The task of building, deploying, configuring and managing a type 2 hypervisor platform-based virtual network was completed successfully. Despite the relatively small scale of the infrastructure and services created, the exercise explored important concepts such as virtualization, active directory, DNS, cloud computing, and others. The primary domain controller emulator was the main focus of investigation, but not the relative identifier and the infrastructure master roles. However, considerations for password complexity and virtual machines system requirements were investigated in more detail to ensure that all optimal functionality and pre-requisite checks are passed successfully. The process helped demonstrate how all these can be implemented to increase the scalability, reliability, security and efficiency of network services. 
[bookmark: _Toc97322129]
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Download VirtualBox

Here you will find links to VirtualBox binaries and its source code.

About VirtualBox binaries
Screenshots. By downloading, you agree to the terms and conditions of the respective license.
Downloads

If you're looking for the latest VirtualBox 6.0 packages, see VirtualBox 6.0 builds. Please also use version
Documentation 6.0 if you need to run VMs with software virtualization, as this has been discontinued in 6.1. Version 6.0 will
remain supported until July 2020.

End-user docs

§ If you're looking for the latest VirtualBox 5.2 packages, see VirtualBox 5.2 builds. Please also use version
Technical docs. 5.2 if you still need support for 32-bit hosts, as this has been discontinued in 6.0. Version 5.2
Contribute supported until July 2020.

Community VirtualBox 6.1.32 platform packages

=Windows hosts
08 X hosts

Linux distributions
Solaris hosts
Solaris 11 IPS hosts

The binaries are released under the terms of the GPL version 2.
See the changelog for what has changed.

You might want to compare the checksums to verify the integrity of downloaded packages. The SHA256
checksums should be favored s the MDS algorithm must be treated as insecure!

- SHA256 checksums, MDS checksums
Note: After upgrading VirtualBox it is recommended to upgrade the guest additions as well.
VirtualBox 6.1.32 Oracle VM VirtualBox Extension Pack

- Al supported platforms
Support for USB 2.0 and USB 3.0 devices, VirtualBox RDP, disk encryption, NVMe and PXE boot for Intel
cards. See this chapter from the User Manual for an introduction to this Extension Pack. The Extension Pack

binaries are released under the VirtualBox Personal Use and Evaluation License (PUEL). Please install the
same version extension pack as your installed version of VirtualBox.

VirtualBox 6.1.32 Software Developer Kit (SDK)
+ Al platforms
User Manual

The VirtualBox User Manual is included in the VirtualBox packages above. If, however, you would like to
take a look at it without having to install the whole thing, you also access it here:
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