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[bookmark: _Toc218586192]The Zero Trust Architecture

‘Zero Trust’ is known as an architectural approach where the typical and essential trust that exists in the security of a network is absent. This then means that the network is presumed to be hostile where all requests have to be verified via the networks access policy.  In this architecture, devices on a network typically shouldn’t be able to access everything, meaning that they must request to access data so that they can be authenticated and authorised against the access policy. This architecture can be considered to be safer as monitoring and detection can be improved. This is because in a typical network, attackers slowly exploit a network from within as everything on the network is trusted to access the rest of the network. Whereas in this architecture, due to the fact that access needs to be constantly verified via the access policy, it makes it more difficult for any attacker [1].
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Within a zero-trust architecture, there are several assumptions that are made. These include the idea that the network is always considered as a dangerous environment, that there are both internal and external threats throughout the network, that location is not an acceptable factor when determining the integrity of the network, every single device, user, as well as all traffic must be effectively authenticated and authorized [2].
Using these assumptions, the zero-trust model can comply with several basic principles.  Firstly, all users that attempt to make use of the network must go through thorough and effective authentication. This can be done by using user information such as location, behaviour, and the user’s device to decide whether the user is who they say they are. Additionally, methods such as multifactor authentication are commonly used as an effective way for users to prove their identity. Multifactor authentication is a method of data security that strengthens the process of users verifying their identity. This can and has been done in several ways by sending a unique code via phone number, email or biometrically, [3]. Furthermore, authentication must not only be done on every user that attempts to access the network, but also every device. This should be for all types of devices including corporate/company devices, personal devices (BYOD), and mobile devices. This can be achieved by establishing access control policies that look into the identity and security of these devices. This would result in only having trusted devices being able to access and use the network and resources. 
Another principle to be considered is the practice of tightening down and restricting the access and permissions that different users have on the network. Once devices on the network have been effectively authenticated, access control can be implemented. This would be based on the specific roles and hierarchy structure of the company to determine the minimal permissions that can be granted to the user for them to still carry out their work effectively. For instance, a standard member of staff may only be able to read or not even access specific files, whereas a member of staff higher up e.g., a manager, could access, read, and edit the same files. Additionally, if a regular member of staff without many permissions gets their user account breached by an attacker, then they would ultimately be limiting the attacker from creating as much damage. This is another great way of further securing a network internally. Finally, information is constantly being produced by users and devices on a network. Acknowledging this, implementing machine learning can be advantageous as a way of creating access policies that are context-sensitive, which means that policies can be adjusted and adapted naturally to fit the context [2].
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Zero trust architecture can be an advantageous security model for an organization when the principles mentioned above have been met. Subsequently, this architecture can offer many key security benefits. Zero trust architecture is able to enhance the ability to more efficiently acknowledge and take action to malicious attacks, which in turn allows for less lateral movements. This is possible via many of the previously mentioned methods such as authentication and policy enforcement. Malicious attacks aren’t able to cause as much damage as the network is more segmented due to access controls. This means that due to the fact that access is based on specific resources as opposed to the entirety of the network, an attacker would be unable to compromise the network from one device. Instead, lateral movement would be blocked and the device in question would be quarantined. Furthermore, due to the use of enforced policies, users or devices that have been compromised can have their permissions and access immediately revoked, which would also further limit the attacker [4].
Zero trust also helps to enhance an organisations visibility on their network, which also means that in comparison to other network security strategies, zero trust advocates effective monitorisation and detection of suspicious network traffic better than any other. Aforesaid, whenever a user on the network requests to access a document or application, these requests are authenticated and authorized. This then means that these requests can be logged and analysed to determine certain factors such as, who accessed what files, the device that the request came from, the time of the request, and the conditions of the request (location, device health, etc). Upon observation of this, an organizations security team can gain a clear and traceable understanding of user and service activity. This idea is something that a traditional flat network usually lacks when an attacker is inside the network [4]. 
Another key point to discuss regarding visibility is the continuous monitorisation of device posture. Device posture is when the health of a device on the network is evaluated to determine several factors. These factors may include whether its operating system is sufficient and up to date, its antivirus and firewall status, if encryption is enabled, etc [5]. The continuous monitorisation of device posture is often carried out in zero trust to ensure that network access is only granted to devices who meet the device health requirements. For the devices that do not meet the requirements, policies are enforced meaning that these devices are blocked or access is made limited for these non-compliant devices. 
Due to the fact that zero trust removes implicit trust across the entirety of the network, it is able to apply security across the entire digital attack surface of the network. This means that security is ingrained into every interaction within the network resulting in the network being further protected. This is advantageous as many methods that attackers typically use to exploit a network are no longer eligible. For instance, if a user’s credentials have been compromised, perhaps via a phishing exploit, then multi-factor authentication comes into play to block the attacker. Additionally, it also means that employees can safely use their own devices on the network (BYOD) if they meet the device posture requirements and are authorized via multi-factor authentication. 
Zero trust also enables organizations to accommodate remote work and cloud environments. This is due to the fact that the architecture removes the dependency for a physical network perimeter and instead replaces it with context-based security that works anywhere. Due to this, this architecture treats every connection on the network as untrusted, this includes connections that are on premises, remote or via the cloud. This means that employees are able to securely work from home/remotely without weakening security. This also gives the network much more flexibility as resources can be securely accessed regardless of the location of the user [4]. 
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Whilst zero trust architecture is able to enhance security and performance of a network, there are drawbacks to discuss. One perhaps minor drawback would be the fact that a zero-trust architecture can result in prolonged times for clients attempting to connect to the server in comparison to other systems. This is due to the fact that every client connecting to the network must authenticate and verify their identity, which can then lead to more time being consumed. This may then also lead to poor user experience possibly resulting in frustration amongst users [6]. 
Additionally, according to [6], the idea of having only one certificate authority to provide and diminish access to services can be disadvantageous. They state that having a single location for the revocation list can create difficulties with design, initial costs, and can create further issues if the certificate authority ever gets compromised. This makes the system more vulnerable as it has a single point of failure, this means that the revocation list can become unavailable due to issues such as, network outage, system failure, or even a DOS attack. If this happens, then it means that access decisions cannot be carried out meaning that legitimate users wouldn’t be able to gain access to the network. Furthermore, due to all access requests being dealt with at one location, it means that the time taken to authenticate and authorise requests can get overloaded by bottlenecks, especially during peak usage times. 
Due to zero-trust being a model that uses access policies to base its security off of, there can be a potential issue where zero-trust produces an immense number of policies. This can make an organizations security management even more complicated than it already is. Even with the use of segmentation and micro-segments to divide data, the number of micro-segments can still be extensive. Instead, it may be more sensible to use an approach where access controls are imposed via applications, this means that the type of access given to users is decided by the semantics of the data [7].
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When making the switch to a completely new architecture, it can be challenging for organizations. This is because employees are typically familiar with the traditional perimeter-based model meaning that employees may run into unexpected struggles with this new architecture. This is due to the continuous verification and idea of less privileges being granted with a zero-trust architecture. With this switch, a cultural shift within the organization would be imperative. This is because management strategies would have to be altered, training would have to be implemented, and clear communication between the levels of the organization would have to be achieved in order to obtain a mutual understanding of the new model and system [8].
With the increase in consistent security measures, a demanding challenge that can be faced is user experience. Due to the implementation of constant verification and access controls, there is the potential for users to experience frustration and possible operational struggles when using the system. To support this issue, it would involve designing and using interfaces that are direct and easy to use as well as making authentication processes as efficient as possible. Additionally, optimizing workflows can mean that user productivity isn’t affected by the addition of these security enhancements. [8] 
Also, the implementation of the zero-trust model can introduce complexity and interoperability challenges. This is because most enterprise networks are hybrid environments, meaning that legacy systems coincide with modern cloud systems. Due to this, it can be difficult for these technologies to be combined into a single zero-trust architecture both technically and financially [9]. 
Another potential challenge to discuss can be resource constraints, especially with enterprises who are small and medium-sized. This is because zero-trust requires an abundance of investment with technology, skilled personnel as well as continuous management. This then means that these enterprises especially will struggle to assign enough resources for the implementation of this architecture. To add to this, the implementation of zero-trust can only be successful if network traffic and user activity can be monitored. However, some organizations don’t have the required tools and infrastructure to be able to oversee and analyse the data thoroughly. This means that these organizations won’t have the same level of threat detection as other organizations by implementing zero-trust [9].
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The goal of implementing a zero-trust architecture is to increase security by eliminating trust between devices, minimizing the dependency on inherent confidence established only on network location as well as disposing of the reliance on singular stagnant defences across large network segments. However, how does it compare to other common models?
The traditional perimeter-based security model is the typically the most common networking model. This model relies on a “trust but verify” basis. This means that it trusts internal users who have once passed the system via network security but is also attentive to potential external threats. Contrarily, zero-trust does not rely on any trust whatsoever and instead reiterates verification without fundamental trust, which even includes internal users. Zero-trust is without doubt the more secure model of the two. This comes down to many factors including, the idea of not believing anything within its environment and always double checking, encryption being used on both channels of data transmission as apposed to only outward communication, as well as continuous authentication [10]. 
However, even though the zero-trust model offers more advantageous security, there is more with setting up. For example, the traditional security model uses predetermined protocols and security standards as a basis for the system, whereas zero-trust uses customizable security rules and regulations that are typically assessed regularly. Furthermore, the traditional model will often make use of an all-round approach to managing security, though zero-trust will strive to use a much more advanced approach to security monitoring [10]. Due to these factors and many others such as, identity integration and device posture, the zero-trust architecture is lot more complex to configure and implement in comparison to the traditional models. This may result in certain levels of expertise within organizations as well as even training programs to ensure staff are up to speeds with the network. 
Additionally, with the use of cloud applications and IoT networks becoming more and more common, it’s becoming unreasonable to use traditional network security measures that prioritize trust with local networks. Zero trust has developed as a way to retain secure and intelligent access management without having trust in networks or devices [10]. 

Finally, zero trust architecture highlights an important shift in cybersecurity, with the architecture moving away from simple traditional models to continuous verification and thorough security. As mentioned, zero trust offers many advantages in comparison to other models, mainly through its ability to impede lateral movement, diminish insider threats, and encourage the use of modern cloud and remote work environments. Nevertheless, these benefits do come with implementation challenges including architectural intricacies, stress on policy management, issues with the compatibility of legacy systems, as well as added operational demands. 
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In this case scenario, I will be proposing a well developed and thought-out approach to meeting the needs of ResilientIntellect Ltd. ResilientIntellect Ltd is a fast-growing threat intelligence and consultancy company who develop their own AI-powered threat analysis software whilst simultaneously using a fully hybrid workforce. They support businesses to proactively defend themselves against real and critical threats from cyber-attacks. This company also provides appropriate tools and solutions to accompany their clients condition of compliance, business continuity, data recovery, and risk management which also takes into account their storage and services via the cloud. 
Furthermore, the objective of this case study is to help them expand into the EU by abiding to DORA and NIS2. To achieve this, a zero-trust-aligned security program will be designed and proposed. 
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Firstly, before exploring and discussing the various intricacies of this scenario, it is important to choose a viable structure that fits the company’s strategy and needs. The company has two core values, their product, which is their AI-powered threat analysis software. The other is their client services, which include consulting the various factors mentioned to support their clients. Due to this, there will be lots of avenues for certain advanced expertise to be used, where they may overlap. This leads to a matrix structure being a viable structure for the company. A matrix structure is where an organization categorizes its employees based on function and product. This means that with there being two areas of focus within the company, employees can be grouped due to their expertise. This still allows them to overlap and work in multiple areas of the company whilst reporting to different managers [11]. 
[image: matrix-reporting-structure]
Figure 1: Matrix Structure Source: Adapted from [12]

Figure 1 shows a very basic form of a matrix structure. This is where the company’s operations are split into different subsections where employees are assigned. Each section has its own reporting manager, and each reporting manger reports to a general manager/director. Having a structure like this can be beneficial as this structure is decentralized and flexible. For this instance, the Cloud & Security Architect would be within its own subsection that primarily focuses on Cloud & Security, where they would then report to perhaps a Chief Technology Officer. Whereas the DevSecOps lead may be within a Product Engineering subsection. These two subsections may report both to the same Chief Technology Officer as areas of interest may overlap. 


[bookmark: _Toc218586200]Policies and Procedures

Policies and Procedures are essential for a company that strives to have adequate structure and consistency. They highlight how decisions are made throughout the company whilst allowing these decisions to be fair and consistent to prevent any inequalities. Furthermore, they outline the expectations that the company has for employees including behaviour, performance, and responsibilities which can help eliminate any misinterpretation. In ResilientIntellect’s case, policies and procedures are especially vital to help handle highly sensitive client data, credentials, and security architectures. Having coherent policies effectively determines how data is accessed, stored, transmitted, and used to eliminate the chance of attacks and misuse. 
The first point to discuss regarding this is the usage of AI. AI is a brilliant tool that can be adopted to serve automation needs, assistance and in this case, to analyse threats. However, it can come with its potential issues. The purpose of having policies in place in regard to AI is to ensure that the AI threat analysis software is used in a secure, ethical and compliant manner, whilst also ensuring that it is efficient. Additionally, the policy will ensure that there is human accountability for decisions that are assisted by AI, as well as reduce the legal and reputational risk for the company. This policy will apply to all employees within the company, as well as any contractors used and third parties, and is effective to any kind of use of AI.
In this case, acceptable uses of AI would include, analysing indications and patterns of cyber threats, aid the monitoring of security, as well as generating reports and insights only with human validation. Adversely, this policy would prohibit the finalisation of security and compliance decisions without human approval, generate or use malicious content or material that is deemed offensive, and the bypassing of security controls or ethical/legal guidelines. Additionally, it would be advantageous to have training programs in place to all employees who use the AI software to ensure that they are capable of using and monitoring it. 
Another policy that would have to be put in place would be regarding the secure configuration and maintenance of Software as a Service (SaaS). The purpose of this policy would be to ensure that there are secure and standardized configuration and maintenance of all SaaS platforms used by the company at all times. This would apply to all of the applications and platforms under SaaS and all users that partake in this sector. Within this policy, all SaaS applications must be approved prior to their use and logged in a central inventory. Additionally, shadow IT is prohibited, this means that any assets that are unknown to the company shall not be used for business purposes due to them being a major security risk [13].
Lastly, a BYOD (Bring Your Own Device) policy will be included. This is the idea of employees bring and using their own personal devices in the workplace for work purposes where the company has ownership of the data and resources used on the device [14]. This policy will be in place to determine what employees are able to do with their personal devices to ensure secure use to protect company systems whilst maintaining flexibility. For devices to fit this policy, they must be running a supported operating system and up to date version, not be modified, i.e. jailbroken or rooted. They must also be completely registered with the company, have the necessary security controls installed, the health of the device must be verified, and adequate malware and threat detection software installed. Additionally, it may be worth implementing multi-factor authentication for every time an employee’s personal device attempts to gain access to the network. This can be another simple security feature that can have a major impact. 
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It is important when trying to maximise security that compliance with certain acts and regulations are met. DORA (The Digital Operational Resilience Act) is a regulation that was introduced to enhance the digital resilience of financial entities in the EU. This act guarantees that certain entities are able to combat and recover from ICT challenges, such as cyberattacks of the failure of systems [15]. ResilientIntellect is a company that offers cybersecurity services and threat intelligence, as well as having reliance on cloud services, SaaS and AI tools. Although this company isn’t classed as a financial entity, it still internally aligns itself with DORA to demonstrate operational resilience. If the company wasn’t fit the fit the requirements of DORA, then it would suffer majorly from cloud outages, system failures including AI and customer dissatisfaction. Additionally, the use of client incident response further complies with DORA as incidents can be reported and responded to in real time to minimise impacts. 
NIS2 is a cybersecurity directive, which came into effect in 2023, and aims to heighten the security of network and information systems within the EU. This is done by demanding the implementation of applicable security measures and reporting of incidents to the relevant authorities within the infrastructure and vital services within the company [16]. There will be action taken by the company to ensure that this is achieved, including regular risk assessments, preventive controls as well as detection and response. These will be relevant to the company’s usage of AI, BYOD and cloud security. Even though complying with this directive is compulsory, this benefits the company as they are able to provide an improved service, more efficient incident response and enhance the trust that our clients have in them. 
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It is important for a company like ResilientIntellect to have an effective governance model to support the complexity of their operations. A governance model is way of offering an oversight of development, deployment and the continuous performance of models and operations by providing an effective structure  [17]. In this case, the governance model for ResilientIntellect will be based on the NIST Cybersecurity Framework (CSF) 2.0. The CSF is a framework designed to support all organizations to mainly handle and minimise their cybersecurity risks as well as other risks, including financial, privacy, reputational, and technological [18].
Before creating a governance model, it is vital to understand the security strategy and business goals of the company. These goals include, delivering reliable AI powered threat intelligence, maintaining solid trust with regulated clients, enabling rapid innovation via cloud and DevSecOps, and supporting a safe hybrid workforce. Furthermore, by implementing an effective governance model, it can help the company improve the impact that security has on decision-making as well as better aligning investment with company risk. 
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	Figure 2: CSF Core Structure Source: Adapted from [18].

The reasoning behind why CSF 2.0 has been chosen for the governing model is firstly because it has strong emphasis on enterprise risk management, business outcomes, accountability on executives as well as being a highly flexible and scalable model for fast-growing organisations. Additionally, this framework introduces dedicated functions such as the ‘Govern’ function. This function clearly recognises that cybersecurity is not only an IT issue, but also a business risk. This means that cybersecurity failures can have a direct impact on client trust and contractual obligations, revenue, and regulatory expose. Furthermore, the governing model can directly map the other functions in the framework for critical business services, where the company can ensure that security controls are prioritised via business impact instead of technical considerations. This governing model is further advantageous as it can allow the company to have executive oversight, support the regulatory alignment with DORA and NIS2 as well as help the company more effectively deliver their AI software and SaaS services. 
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To be able to conduct an effective high-level risk assessment it is crucial to understand what the potential key risks are. Firstly, a crucial risk in this case can be supply chain attacks. These attacks are when third-party tools or services become exploited to access a system or network. This means that these attacks are indirect of the main system or network, in this case ResilientIntellect, as they target their third-party tools [19]. Due to every client that ResilientIntellect works with uses third party tools and software, this risk is definitely dangerous. If a successful supply chain attack was to take place, then it could have a major impact on several environments simultaneously resulting in widespread disruption within the company. This would then lead to customer dissatisfaction and future doubt. 
Another important risk to be considered is in regard to AI, is known as AI poisoning. This is where an AI system, in this case the threat analysis software, is manipulated. This means that the attacker can corrupt the AI’s training data and exploit the potential vulnerabilities in the architecture. This corruption can lead to the system’s ability to perform critical decisions be eradicated or even to allow the attacker to gain access to sensitive information [20]. Furthermore, if the AI software has been poisoned, it can also mean that the accuracy of threat detection can be undermined as well as unauthorized access being gained by the attacker to internal systems.  
In addition to these risks, the misconfiguration of cloud services can pose a major issue as the company heavily relies on the infrastructure as well as SaaS platforms. This could be in the form of publicly exposed storage resources or network controls being misconfigured, which would lead to the unauthorized access of sensitive client and internal data. 
Due to these risks being directly impactful to the company’s ability to offer resilient services and retain client trust, they are heavily prioritised in the risk assessment. This means that to attempt to prevent these risks it is vital to focus on preventative controls, continuous monitoring, and alignment with regulatory expectations. 
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A viable and effective disaster recovery plan can offer the company many benefits in the case of a ransomware attack, as it can offer shorter downtimes, reduced recovery costs, and support the recovery of lost/stolen data. In the case of a ransomware attack where AI training data and source code repositories are encrypted, it would be beneficial to immediately isolate affected systems to prevent any further damage. It is also vital to revoke the access of any compromised credentials, keys, or access tokens to prevent them being used by attackers. Once all points of attack are neutralised, the company’s next step would be to attempt to restore the repositories and datasets, as the presence of these assets is essential in maintaining the integrity and continuity of the company’s platform. 
Recovery can be achieved using offline, immutable backups that are stored independently from live environments. It is vital to validate the integrity of these backups in case there is any malicious presence prior to restoration. Any destroyed or affected infrastructure and environments can be rebuilt using coding templates to ensure that they are consistent with the appropriate configurations. 
Whilst the recovery is taking place, it is worth preserving forensic evidence which can later be used to support possible investigations and regulatory reporting if required. Additionally, internal stakeholders should be regularly kept informed regarding the state of the recovery which includes NIS2 reporting where applicable. Subsequently to this process, a post-incident review should be conducted to identify root causes, assess how effective the response was, and implement further improvements to the recovery plan, backups, access controls, and prevention measures. This review would likely prevent the likelihood of this kind of attack happening again. 
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In this case, CSPM (Cloud Security Posture Management) is a security control that fits the company’s needs and requirements effectively. CSPM is a technology that helps identify and restore misconfigurations and security risks across hybrid cloud environments using automation [21]. This technology is also capable of mapping configurations to security control frameworks or regulatory standards as well as capable of working with SaaS. CSPM is able to offer the company continuous, automated visibility into the cloud environments which can in turn enable real-time detection of configuration weaknesses across infrastructure and platforms. Due to this, this technology can strongly benefit fast-growing infrastructures where constant changes through Infrastructure-as-code and DevSecOps pipelines are being made. 
Furthermore, the use of EDR (Endpoint Detection Response) is another cybersecurity solution that can be advantageous to implement. This solution makes use of real-time data and AI driven automation to be able to safeguard company users, devices, and assets against potential cyberthreats that are capable of bypassing traditional security tools such as antivirus software [22]. However, this is a solution that would take additional resources to achieve. 
Whereas a simple and easy solution that can be implemented is some sort of multi-factor authentication which is phishing resistant. This is an additional layer of security where every user is prompted to verify their identity prior to gaining access to the system, this can be done by verifying their phone number, email address or even biometrically. This is an effective way of implementing another solid layer of security with only the initial setup of it. There is no need for constant monitoring or work to be done like there would be for EDR. 
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To conclude, this case scenario is a demonstration of how a fast-growing, AI-driven threat intelligence and consultancy company can apply cybersecurity governance and a zero-trust security programme to benefit their business strategy. Furthermore, by meting the needs of resilience requirements and reporting obligations the company can increase the trust with their clients and strengthen their operational capabilities. 
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