



Contents
Introduction	1
NIST cybersecurity framework	1
Nmap	1
Wireshark	1
WannaCry	2
TeleRAT	2
Whaling	3
Pharming	3
Network Diagram Topology	3
How to improve implemented network security during operation	4
Certificates	5
Conclusion	6
Appendix	6


















[bookmark: _Toc160394528][bookmark: _Toc160637504]Introduction 
In this report, I will be talking about cybersecurity and many parts about it. I will start off by talking about NIST cybersecurity framework. I will then discuss some tools that will help you analyse your computers and networks. After that I will be discussing about some malwares that you should avoid and how to avoid them. Then I will be talking about techniques cybercriminals use to try and get your data. After that I will be showing a network topology I have designed and ways to improve a network while it’s in operation.
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The national institute of standards and technology also known as NIST is a framework that helps outline some of the best practices to help people decide where they should focus their time in their cybersecurity protection. There are five main areas that it should be used for and those are to “Identify, Protect, Detect, Respond, and Recover.” (Commision, n.d.). Those five areas are what allows the people to choose what their focuses should be. As with identifying you should look at all the devices that your business holds and set policies for areas like which employees and vendors have access to select data. The protection aspect is ensuring that the data is protected this means making sure everything has scheduled and regular backups to ensure no data loss, having logs for when people log onto the network and to see who it is and if they should have access to it, making sure to use security software and the proper type of software, ensuring all security software is up to date training and encrypting all data that would need encryption. The detection is to watch what and who enters the devices for example, monitoring if any devices like USB drivers or if any software is being installed onto the devices to make sure no harmful files are being taken in and no files that shouldn’t be taken out are being taken out. The respond is to make sure that you have a contingency plan for all situations so if your employees or customers data was at risk you would let them know, preparing for attacks and updating cybersecurity software to have a lower chance of being attacked. The last stage is about recovery which means if you are attacked or any of your devices are faulty or broken you should ensure fixing that problem for example letting employees and customers know about how you are going to fix this problem or what steps you are taking for repercussions. These steps are what many people use to layout a safe environment for their network and to allow them to safely traverse through different software’s and websites while being able to still have a safer guarantee of not having the worry of being attacked at any moment they could make a mis click.
[bookmark: _Toc160394530][bookmark: _Toc160637506]Nmap 
Nmap is a free open-source tool that many people use to help check for vulnerabilities and scan their networks. It can also be used to map out your networks. There are six main tools within Nmap that people use to complete their activities which are network mapping, port rules discovery, shadow it hunting, operating system detection, service discovery and vulnerability scanning. One of the most popular parts of Nmap is its port scanning feature which allows the user to select certain ports within their network in which it will then feedback information about that port and subports beneath it. Although Nmap have added another tool that makes it far easier to use this is known an Zenmap and it “adds a graphical interface that makes launching the program and analyzing the returned output it generates much more accessible” (Morillo, 2022)
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Wireshark is another way to analyse your network. It can be used to get real time details of your network and the traffic in your network. It helps capture and display an in-depth view into what activities are actually happening on your network and helps diagnose any issues to do with performance or any possible threats with the security. There are four main features Wire shark offers those being packet capture, real time analysis, filtering capabilities and a graphical user interface. The packet capture is what allows us to know what is happening on the network and it does this by translating the network traffic into a format that we are able to read and understand which allows us to understand the problems it would show us. The real time analysis is what allows you to see a live view of what is happening on the network at the current moment allowing you to monitor ongoing activity on the network. The filtering capabilities allows you to focus on certain types of traffic where you may just want to see certain aspects within the network to attempt to find an issue with a certain area and the graphical user interface is what makes it far easier to use with an easy navigation and effective way to analyse data. The packet capture is the most important tool of wire shark as it “can provide a network administrator with information about individual packets, including transmit time, source, destination, protocol type and header data” (Hanna, 2024). The reason this is so important is that it is what allows cyber staff to figure out potentially fatal flaws with their system that end up disrupting data making it slower or finding harmful threats that could lead to potential attacks or data leaks.
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WannaCry was a ransomware attack that had a peak in May 2017. It was an attack that became so big it was a global level threat. The cybercriminals would use the Wannacry ransomware to hold different organisations hostage and take money from them in the form of crypto currency. Wanna cry is spread using an exploit called EternalBlue which “The eternalBlue exploit, initially developed by the NSA, was stolen and leaked about a month before the WannaCry attack by a hacker group called The Shadow Brokers” (Alexander S. Gillis, 2023). This group has stolen many different exploits and cyber weapons from the NSA. Microsoft had attempted to issue a patch for the vulnerability this exploit would cause although they did manage to get it out a month before it was released many businesses failed to update their systems in time which led to them getting attacked.  There are many ways of defending against this threat. One being ensuring you have scheduled and regular backups to ensure that even if the network is disabled you will lose some data, but you will not lose too much as you are able to do a roll back and get any data loss back. Another is to use anti-virus programs although this is essential for all businesses and people it is an important step in protecting yourself. A third way is to ensure any users are educated into not falling for any threats for example, making sure they are aware of what phishing is and how to avoid it and making sure their passwords are strong enough so they would not get easily hacked into.
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TeleRat is a bot that uses telegrams to communicate with android devices. It’s a malware similar to IRRAT Trojan which uses telegrams bot API for communications. Through this it is able to steal contact information, google accounts registered on devices, your message history and is also able to take pictures on the device from both the front and back cameras. The malware works by creating two files on the device one that contains the information for the device and one that contains the telegram channel and a list of commands for the channel. Through the commands it uses the malware is then able to receive and use those commands to then go grab and retrieve certain data like your contacts, location, downloading certain files, receiving and sending messages, deleting apps or getting photos from your gallery. “TeleRAT is an upgrade from IRRAT in that it eliminates the possibility of network-based detection that is based on traffic to known upload servers, as all communication (including uploads) is done via the Telegram bot API.” (Paganini, 2018). Ways to defend it are by making sure users are trained and know how to figure out whether a source is third party and that the source they are using or installing is official. Making sure to review which apps you give permission to and what permissions they are requesting. Using certain antiviruses as some will refuse to let you install files or let you go on websites as they can detect they are malicious.
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Whaling is a technique that many cybercriminals use to trick people into giving out their personal information and organisations information. They do this through many methods for example “the attackers may send the victim an email that appears to be from a trusted source” (Lutkevich, 2021). This will then trick the less educated people on devices into going onto their links or downloading files in which these files or websites have malicious content then leading the people into giving out their information without even knowing. The reason they are constructed so well and fool so many people is since the attackers will spend longer making them to make sure they are more believable as it has a higher return value compared to other methods. There are a few ways to defend this one being employee awareness, this means making sure that when employees are at your organisation that they will know how to detect or see through and attempts of whaling attacks so that they do not expose any company data. Another way to prevent this is by having software that offers anti phishing tools and with this it will be able to tell if what you are accessing and if it is suspicious therefore giving you an advance into not falling for any schemes.
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Pharming is like whaling although instead of trying to trick you through emails they will send you to the wrong website through manipulating web traffic. After they have led you to the website, they will then attempt to trick you into giving out information such as personal and log in credentials, also the website that it could lead you to also has the chance to load malicious malware onto your computer if it is designed to. “The final goal for cyber criminals is often identity theft” (Eriksson, n.d.). 
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[image: A network diagram of a computer

Description automatically generated with medium confidence]
[image: A diagram of a network

Description automatically generated]
I have made a network topology with multilayer switches so that if one were to fail the network could continue without shutting down. This would then eliminate any points of failures if any of the switches were to fail as the traffic can be divided and shared between the other layers of the switches as they can reroute it. The reason there is 2 screenshots is due to the fact I had improved my old topology is due to the fact if one of the switches were to fail there would be no connection between them but now with the multilayer switches if one were to fail the network would still be able to operate.
[bookmark: _Toc160394537][bookmark: _Toc160637513]How to improve implemented network security during operation

There are many ways to improve the security of a network and a simple one is to make sure you have a separate network for guests and mobile access. The reason for this is if you allow guests to access your main network line, they could easy import any malicious files onto the network which could then lead to you losing data or them stealing data. If it is a private network, you could also limit which devices that can access your network and only make it so devices you own, or trust can access it so you will then know what is accessing and the fact it won't be used to upload anything you don't want. Making sure that the way you access the network is secure for example, if it is a password make sure that the password is secure and strong so that no one can easily crack it and gain access if it is done through a wire or port make sure that port and wire is hard to get to.
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Introduction to packet tracer
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After this report I have learned about organisations should keep all their technologies up to date and keep their employees notified and educated in the new malware and attack types to avoid losing any data or exposing any personal information or company secrets. I have also showed ways that you can use combat these techniques so that you can stay safe from these malwares I have also showed tools that you can use to help monitor your network to give it another way of being safe.
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