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Dear Pop-Eye, owner of Olive-Oyl,
In this document, you will find a host of information relating to the recent security breaches in your company, Olive-Oyl. I will talk about the potential security breaches, ill explain what threats and vulnerabilities are, and ill give a brief guideline on how staff and customers can use the system and network safely and correctly.
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[bookmark: _Toc77943411]Possible Security Breach - 1:
Complimentary Wi-Fi – Running the complimentary Wi-Fi on the same network as all business applications.
In the above scenario it was stated that after you appointed Wimpy as Market head and gave Wimpy the responsibility to increase the businesses  income by 30%, this placed Wimpy in a tight position and when creating and implementing his new idea of complimentary Wi-Fi for all customers, Wimpy refused to invest in an infrastructure where the Wi-Fi would be on a separate network and instead used the same network that runs the business applications to grant users free Wi-Fi.
The reason this could be a potential breach for the Olive-Oyl company is because if anyone is able to connect to the complimentary Wi-Fi this is run on the same network that the business applications are run on which include business stocks, sales and accounting software. If someone were to infiltrate the network all they would need access to is the Wi-Fi to has access to all of the business applications and could shut down the company, steal information or even hold the company ransom.
[bookmark: _Toc77943412]Possible Security Breach - 2:
Disgruntled Employees, both past and present, or internal actors may want to get revenge on you and Olive-Oyl as a company itself based on past experiences they may have had with yourself and the company.
In the above scenario it was stated that Bluto, a competitor for your business was closely watching the growth, and is not happy with the exemplary growth. He is thinking to bring down your business. He came to know about the Sales Head positions being withdrawn at the retail showroom. He hires Jack, one of the Ex-Sales Head at your retail showroom and Alice, a professional hacker. Bluto’s team worked out a plan and on a fine morning, one of the “Olive-Oyl” retail showroom workstations had all its important documents/ services encrypted with “.meds” file format.
The reason this can be a potential breach for yourself is by having all your files encrypted in the .meds file format, including very important and business critical files, can place you in a very vulnerable position where you may find yourself having to pay the attackers or even losing your data – this is called a ransomware attack, and is one of the most popular types of attack in the world, with almost 51% of companies and organisations being hit by one [1]. Disgruntled or internal actors play a massive role in this by knowing the systems and data that your company holds, so it makes it easier for the attackers as they already have the information needed, rather than brute forcing it.
[bookmark: _Toc77943413]Possible Security Breach - 3:
Phishing Attack – when a hacker attempts to gain access through vulnerable people in the company, such as your staff.
In the above scenario, it was said that Wimpy decided to diversify his job responsibility to the Sales Executives. This forced Wimpy to give all Sales Executives full access to all business applications. Literally, at this point all the users of this business have full access to all the business applications.
The reason this could lead to an attack is the Sales Execs may be stressed, over worked from the new workload, and may not have adequate Cyber Security training due to time or financial constraints. This can mean an attacker could send a malicious email to the sales execs (but not just limited to them, it can happen to any member of staff – you included) pretending to be from one of the system suppliers requesting them to log into the systems ‘webpage’ to verify their identity or reset their password etc. Once the staff member logs into this fake page, the attacker has all the information that the colleague has entered into the site, to access your systems. In 2020, 86% of organisations like yours had at least one user try to connect to a phishing webpage – meaning the user actually had clicked on the link [2]. According to a recent Microsoft security intelligence report, more than 45% of malware requires some form of user interaction, suggesting that user-targeted email, designed to trick users, is a primary tactic used by attackers to establish their access.
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[bookmark: _Toc77943415]Threats 
A cybersecurity threat is a malicious act that seeks to damage data, steal data, or disrupt digital life in general. Cyber threats also refer to the possibility of a successful cyber-attack that aims to gain unauthorized access, damage, disrupt, or steal an information technology asset, computer network, intellectual property or any other form of sensitive data. Sometimes, like in the Oxford Dictionary, a cyber threat is seen as a possibility, but in the industry its seen as an actual attack.
Cyber threats include computer viruses, data breaches, Denial of Service (DoS) attacks, social engineering, ransomware, third party software, cloud computing vulnerabilities and cryptojacking.
Network threats are usually 2 types - Passive Network Threats, which is activities such as wiretapping and idle scans that are designed to intercept traffic travelling through the network, and Active Network Threats, which are activities such as Denial of Service (DoS) attacks and SQL injection attacks where the attacker is attempting to execute commands to disrupt the network’s normal operation.
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A vulnerability in cyber security is a weakness that can be exploited by cybercriminals to gain unauthorized access to a computer system. After exploiting a vulnerability, a cyberattack can run malicious code, install malware, steal sensitive data and even render the network, systems and equipment paralyzed and unable to be used [3]. The official definition of a cyber security vulnerability from ISO 27005 is “A weakness of an asset or group of assets that can be exploited by one or more cyber threats where an asset is anything that has value to the organization, its business operations and their continuity, including information resources that support the organization's mission” [4]. There are many causes of vulnerabilities including, but not limited to:
· Complexity
· Familiarity
· Connectivity
· Poor password management
· Operating system flaws
· Internet usage
Software bugs
· Unchecked user input
· People

[bookmark: _Toc77943417]“.meds” file format attack
Meds is malicious software that belongs to the Djvu ransomware family. This ransomware adds the ".meds" extension to all encrypted files. For example, "familyphoto.jpg" becomes "familyphoto.jpg.meds". An example of the ransom document is below.
[image: Meds decrypt instructions] [5]
In a usual case, it is often impossible to decrypt files without specific tools held only by the ransomware developers, unless the ransomware has bugs, flaws, etc.
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[bookmark: _Toc77943419]Intro to Packet Tracer Certification
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Here are some brief guidelines, or ‘top-tips’ for customers and staff to be safe online and to try and evade any potential threats and vulnerabilities.
Limit personal information entered online
Keep your privacy settings on and to the maximum setting possible
Practice safe browsing, and be mindful to use only protected and trusted sites such as ones with HTTPS protection
Be careful with what you download online
Choose the strongest password possible, and do not write these down or re use them on multiple sites / systems
Be careful with what information you post online
Ensure that your device has the latest updates and anti-virus software installed.
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ATTENTION!

Don't worry, you can return all your files!

ALl your files like photos, databases, documents and other important are encrypted with
istrongest encryption and unique key.

The only method of recovering files is to purchase decrypt tool and unique key for you.
This software will decrypt all your encrypted files.

What guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrypt only 1 file for free. File must not contain valuable information.
You can get and look video overview decrypt tool:

https://we.t1/t-ZFjRnIfcof

Price of private key and decrypt software is $980.

Discount 50% available if you contact us first 72 hours, that's price for you is $490.
Please note that you'll never restore your data without payment.

Check your e-mail "Span" or “Junk" folder if you don't get answer more than 6 hours.

To get this software you need write on our e-mail:
gorentos@bitmessage. ch

Reserve e-mail address to contact us:
gerentoshelp@firemail.cc

Your personal ID:
162Ad768734uygdfgiArDfWUYFMGtnaE41mg INSBXGAK1APCOBTEOCBA
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