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Student 1: Geminiano Aguilar
Overall, the score for my contribution was a 5. This is because I communicated with other members of the team and assisted them when needed. 
Student 2: Ethan Matthews
Ethan’s score was a 5, this is because he provided the team with the necessary screenshots to parts of the task which other members were not able to share. 
Student 3: Cameron Brown
Cameron’s score was a 5 because he provided help to other members with setting up the VM’s as he has previous experience with configuring them. 
Student 4: Jack Kennedy
Jack’s score was a 1, this is because he has not contributed much to the tasks as he was absent from the lab lectures.




Part 1 – Practical teamwork

TASK 1 - 1.1 (VM Creation and Operating System Installation)
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This is the creation of the Client 2 virtual machine that the user made from the 4 that were/are going to be created. In the above photos the only difference that would be made would be the name of them as the memory size between all four of the virtual machines is the same. 

As a side note, the storage for both servers would be different compared to the storage of the client virtual machines (25gb for server and 20gb for client). Also, the operating systems installed on them are different as shown in the first photo. For client two we have selected the Windows 10 operating system but for the servers it would be Windows Server 2019
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Here are the installations of the ISOs to the selected servers and clients, as you can see between both photos one has the Windows 10 ISO and the other has a Windows Server 2019 ISO, this allows the user to properly install the required operating systems and run the software. 
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Here in the above three photos would be the installation for the Windows 10 operating system that appears on client two. Client two is the only one included here as the procedure to install the operating system on the servers is exactly the same process as the clients, the only difference in selecting the right operating system (Windows Server 2019 & Windows 10 (Client) Enterprise).
















[image: ]TASK 1 - 1.2 (Virtual Network Configuration)
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For task 1.2 (Virtual Network Configuration), the internal network for all VM’s were updated. Client 1 and Server 1 were on the same network, and Client 2 and Sever 2 were on the same network. Both servers belong to the same network called PublicNet, they both also have their own network, Server 1 has one called PrivateNet1 and Server 2 has one called PrivateNet2. Client 1 and Client 2 are each connected to one PrivateNet respectively.
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The IP addresses have been configured for Client 1 and Server 2 according to the specifications stated in the worksheet - Client 1 (172.16.1.2) - Server 1 (172.16.1.1) and Client 2 (172.16.2.2) - Server 2 (172.16.2.1). The PublicNet for the servers were also configured as shown on the diagrams above. Server 1’s PublicNet network was configured to 10.10.10.1 and Server 2 was configured to 10.10.10.2.
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Due to the OOBE for the VMs rejecting ICMP requests, the firewalls had to be disabled on both clients and both servers. Then in order to test that the networks were set up correctly, a ping request between the different networks was done. In which a successful attempt can be seen above.





Task 2 - 2.1 (Prerequisite)
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TASK 2.2 - Deploying Active Directory
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TASK 2.3 - Creating user account objects using Active Directory Users and Computers snap-in console.
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TASK 2.4 - Object attributes of interest.
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TASK 2.5 -Adjoining the domain and testing user logins.
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PART 2 – Observational Task

Type 2 Hypervisors also known as “hosted hypervisors” were used in the practical task because type 2 hypervisors run on the operating system of the physical host’s machine [1]. The practical task only involves 4 virtual machines, Type 2 Hypervisors is a suitable choice as it is a small environment which contains two servers and two client virtual machines. Type 2 Hypervisors are primarily used on personal computers and a small environment which makes the use of Type 2 Hypervisors for this practical task appropriate. Additionally, the practical task was to configure and deploy a total of four machines in a network which does not contain much sensitive data or applications. This removes concerns about security and data protection. 
Type 2 Hypervisor Benefits 
· Type 2 Hypervisors are primarily used for testing purposes. They are efficient for performing tests on different operating systems simultaneously. For example, users may want to access features on a Linux based system while working in a host system which is in Windows. This boosts performance and productivity [2]. 
Type 2 Hypervisor Limitations
· A Type 2 Hypervisor is installed directly on top of an existing operating system which makes accessing the computer’s hardware slower compared to a Type 1 Hypervisor. This can have an impact on the performance of the computer.

In contrast Type 1 Hypervisors also known as the ‘bare metal approach’, are implemented by large companies with much larger workspaces containing several servers. Type 1 Hypervisors directly lies on top of the hardware of the machine meaning that calls to the host’s hardware will be more efficient compared to a Type 2 Hypervisor which lies on top of an already existing operating system. The software of a Type 1 Hypervisor rests between the hardware and the server. No software has been installed prior to the Type 1 Hypervisor [3].
Type 1 Hypervisor benefits 
· A Type 1 Hypervisor is effective in workflow as it directly installed on the computer’s hardware.
Type 1 Hypervisor Limitations 
· A Type 1 Hypervisor requires another machine to manage different VM’s and provide control access to the host computers hardware.

DHCP
DHCP (Dynamic Host Configuration Protocol) automatically assigns devices unique IP addresses to enable them to communicate across the network. Properties that DHCP servers offer to clients that are sending a request are a unique IP address, subnet mask, default gateway, and a DNS sever. DHCP enables devices to connect to a network dynamically which can be efficient. This is because if IP addresses were configured manually or statically, it would be time consuming and highly error-prone. DHCP can be seen as significant compared to static allocation because of its convenience [4].
Shown below is an illustration of the process involved in a DHCP server and client communication.
1. The client sends a DHCP discover packet out to DHCP servers.
Firstly, the client broadcasts a discover packet to DHCP requesting an IP address so that it can communicate and share resources across the network. 
Discover packet




Server 
Client 

                       
2. The server receives the packet and sends the client a “Offer” packet.
Afterwards, the server has received the packet that the client has broadcasted. The server goes within it’s DHCP pool of IP addresses and sends back an IP address and other networking properties to the client.
Offer 



IP Address, subnet mask, default gateway, DNS Server

Server 

Client 




3. The client requests the offer.
The client will receive the offer from the DHCP server containing a list of the network connections. Afterwards, the client will request the offer which contains an IP address, subnet mask, default gateway, and DNS server.

Requests offer


Client 

Server 


4. The DHCP server acknowledges the request packet from the client.
The client has now been assigned the network properties to enable it to communicate across the network. The DHCP server stores the clients network properties information in its database.                 
ay, and DNS server.

Acknowledges 


Client 

Server 



Overall, DHCP allows devices to communicate in a network by assigning them with network properties. DHCP is an effective protocol to assign several devices to a network as it allows dynamic allocation. 






Active Directory
Active Directory is denoted as a live directory or a service to manages and controls privileges, network configurations, network resources and account management on a windows device [5]. Data within the active directory are referred as objects. These objects are grouped together respective to their type. The importance of Active Directory is to govern which users are able to access specific resources in the network. Active directory provides user validation and checks to ensure that the user has privileged rights to access certain information. 

Active Directory structure 
Active Directory approaches a hierarchical structure that groups related data together. Domains, trees, and forests form the structure of the Active Directory. 

The uses of Active Directory 
1. Creating and updating networking information and resources in a single machine.
Active Directory enables administrators to execute tasks in a single machine. For example, an administrator can create accounts and delete accounts that are stored in the system at once. Active Directory saves time and effort, this is because executing tasks can happen on a single computer instead of several computers. 
2. Active Directory provides a network with security.
Administrators are able to control which users have access to certain information in a network. Active Directory can provide with data integrity. 
3. Password resetting 
It is common for users to forget their passwords. Administrators can go to the Active Directory to help users recover and reset their passwords. 


Ping and Firewalls
Ping
Ping is a process that computers use to test end connectivity with one another. It verifies whether a packet being sent by the sender has reached the receiver successfully without any errors. Devices implement a protocol that is called ICMP (internet control message protocol). Packets are sent and the trip to the receiver is calculated [6].

Firewall
A firewall manages and filters data that is being shared in a network. Unwanted data or traffic will be monitored and be prevented from accessing the network by the firewall. A firewall provides security in a network as it prevents unauthorised packets from entering the system [7]. 


Reflection on the tasks
The task was to implement and deploy a type 2 hypervisor on a windows virtual machine. Firstly, tow servers and two clients were created in the virtual machine. The IP addresses on all machines were configured to the correct address to enable the clients and the servers to communicate with each other. The configuration process was implemented on all machines in the network settings. Afterwards, since the network is rather small and not at high risk, the firewalls were configured to ensure that all data is being sent to the receiver. Then, the active directory was configured. This gave permission to certain users on the system. Afterwards, the ping test was performed between the client and the server, the ping was successfully executed. 
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