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Abstract- Modern organizations face numerous challenges in safeguarding their IT systems and infrastructure amidst evolving threat landscapes. This paper critically evaluates the need for creating a safe environment that protects, detects, reacts, and safeguards applications within these organizations. Emphasis is placed on the importance of integrating physical security with cybersecurity frameworks, highlighting their roles in a comprehensive security strategy. The research examines current challenges, reviews key security frameworks such as ISO/IEC 27001 and NIST SP 800-53 and discusses emerging technologies and future trends in physical security.
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[bookmark: _Toc173229239]Introduction
Modern organizations are increasingly dependent on their IT systems and infrastructure, making the protection of these assets a top priority. Physical security encompasses measures designed to prevent unauthorized physical access, damage, and interference to premises and resources. Despite the focus on cybersecurity, physical security remains a critical aspect of a comprehensive security strategy. This paper delves into the various facets of physical security, including its importance, relevant security frameworks, technologies, implementation strategies, and emerging trends. Additionally, the paper explores the historical context of physical security measures, the convergence of physical and cyber security, and the financial implications of implementing comprehensive physical security systems.

[bookmark: _Toc173229240]Importance of Physical Secuirty
Physical security is the first line of defense in protecting an organization's IT infrastructure. It involves measures intended to prevent unauthorized physical access to facilities, equipment, and resources, thereby safeguarding against theft, vandalism, and natural disasters [2].

[bookmark: _Toc173229241]Protecting Critical Assets
Physical security is important in protecting critical assets such as server rooms, data storage devices and other hardware from loss, theft, and vandalism. If assets are not protected securely in modern organizations, there could be potential disruption to business operations. 
[bookmark: _Toc173229242]Ensuring business continuity
Disruptions caused by physical security breaches can lead to significant operational downtime. By safeguarding physical assets, organizations can ensure continuous operation and minimize downtime caused by incidents like break-ins or environmental hazards.
[bookmark: _Toc173229243]Regulatory compliance 
Many businesses are subject to regulatory requirements that mandate specific physical security measures. Compliance with standards such as PCI-DSS, HIPAA, and GDPR is crucial to avoid legal penalties and protect sensitive data.
[bookmark: _Toc173229244]safeguarding personnel
Beyond protecting physical assets, ensuring the safety of employees and visitors is a critical component of physical security. Measures such as controlled access and surveillance contribute to a safe working environment.
[bookmark: _Toc173229245]Security Frameworks relevant to physicial seecurty
[bookmark: _Toc173229246]ISO/IEC 27001

[bookmark: _Toc173229247]Overview
The ISO/IEC 27001 international management system standard aids organizations in establishing and sustaining an Information Security Management System (ISMS) at the organizational level [3].

[bookmark: _Toc173229248]Physical and eviromental securtiy controls
This section of ISO/IEC 27001 outlines controls for securing physical areas, equipment, and facilities. It includes guidelines on securing entry points, protecting against environmental threats, and ensuring proper disposal of equipment [4].
[bookmark: _Toc173229249]Key Components
· Context of the Organization: Understanding the organisation and its context, including the needs and expectations of interested parties.
· Leadership: Emphasizes the importance of leadership and commitment, establishing an information security policy, and defining roles and responsibilities.
· Planning: Involves actions to address risks and opportunities, setting information security objectives, and planning to achieve them
· Support: Covers resources, competence, awareness, communication, and documented information necessary for the ISMS.
· Operation: Focuses on operational planning and control, including risk assessment and risk treatment.
· Performance Evaluation: Involves monitoring, measurement, analysis, evaluation, internal audit, and management review.
· Improvement: Addresses nonconformity and corrective actions, and continual improvement of the ISMS [4].

[bookmark: _Toc173229250]NIST SP 800-53

[bookmark: _Toc173229251]Overview	
The NIST Special Publication 800-53 aims to protect organizational operations, assets, individuals, and the nation from a variety of threats, including cyber-attacks, human errors, natural disasters, and privacy risks. The NIST Special Publication 800-53 provides a catalog of security and privacy controls for federal information systems and organizations [5].	
		
[bookmark: _Toc173229252]Physical and enviromental protecion family
The Physical and Environmental Protection (PE) family in NIST Special Publication 800-53 Revision 5 focuses on safeguarding systems, buildings, and supporting infrastructure against physical threats. The PE family aims to protect information systems and their operational environments from physical and environmental hazards [4].

[bookmark: _Toc173229253]Key Controls
· Physical Access Authorizations (PE-2): Ensures that only authorized individuals have physical access to systems and facilities.
· Monitoring Physical Access (PE-6): Involves monitoring and recording physical access to detect and respond to unauthorized access attempts.
· Visitor Records (PE-8): Maintains records of visitors to facilities to ensure accountability and traceability.
· Emergency Shutoff (PE-10): Provides mechanisms for emergency shutdown of systems to prevent damage during critical incidents.
· Power Equipment and Cabling (PE-9): Protects power equipment and cabling from damage and tampering.
· Fire Protection (PE-13): Implements fire protection measures to safeguard systems and facilities.
· Water Damage Protection (PE-14): Protects systems from water damage through appropriate design and controls [5].


[bookmark: _Toc173229254]Comaprison and evaluatin of framweworks
Both ISO/IEC 27001 and NIST SP 800-53 provide robust guidelines for physical security. ISO/IEC 27001 is globally recognized and widely applicable, making it suitable for international organizations. NIST SP 800-53, primarily used by U.S. federal agencies, offers detailed and specific controls that are beneficial for organizations requiring stringent security measures. ISO/IEC 27001 focuses on a comprehensive management system approach, while NIST SP 800-53 provides a more granular control structure. Implementing either framework can enhance an organization’s security posture, but the choice depends on regulatory requirements, industry standards, and specific security needs.

[bookmark: _Toc173229255]Physical Security techologies
[bookmark: _Toc173229256]Survilenace systems
[bookmark: _Toc173229257]Cctv camera
CCTV surveillance cameras are utilized in both public and private settings for various purposes. In public areas, their main goal is to prevent personal and property crimes. They also support police efforts in detecting and apprehending suspects, prosecuting offenders, enhancing police officer safety, and ensuring compliance with the law. Additionally, CCTV helps in detecting and preventing terrorist activities. The primary focus here is on the effectiveness of CCTV in crime prevention, as there are few high-quality evaluations on its other uses. Modern CCTV systems provide high-definition video, night vision, and remote access, allowing security teams to monitor premises in real-time [6].

[bookmark: _Toc173229258]Motion sensors
Motion sensors detect movement in restricted areas, triggering alarms or alerts to security personnel. Advanced sensors can differentiate between human movement and other environmental factors, reducing false alarms. The use of Pyroelectric Infrared (PIR) sensors is widely used for detecting human motion due to their cost-effectiveness, energy efficiency, and low electromagnetic radiation compared to ultrasonic sensors. They are commonly applied in automatic lighting control systems in corridors and toilets [7].

[bookmark: _Toc173229259]Access conrol systems
Access controls should be implemented to control access to organisations and the IT systems and infostructure.
 
[bookmark: _Toc173229260]Biometric authenticaton
A biometric system is a pattern recognition system used for identifying or verifying a person by measuring specific biological or behavioral traits and matching them against stored templates in a biometric database. It can function as either an identification (one-to-many) system, where a biometric sample is matched against the entire database, or a verification (one-to-one) system, where a sample is matched against a claimed identity. Biometrics such as fingerprint, iris, and facial recognition offer high security by ensuring that only authorized personnel can access sensitive areas. These systems are resistant to common security breaches like card cloning [8].
[image: ][bookmark: _Toc173229308]Figure 1- General Biometric System [8]


[bookmark: _Toc173229261]Card based systems
Access cards embedded with RFID or smart chips control entry to secure zones. These systems log entry and exit data, providing a record for audits and investigations. Access control systems and identification badges are essential for security in various areas. Delivery entrances should be controlled by locked gates when not in use and staffed by security personnel when unlocked. ID cards or badges may be issued to drivers for proper identification and registration, and delivery trucks might need escorts to enter restricted areas. Entry is based on the access control roster and personal recognition [9].
[bookmark: _Toc173229262]Enviromental controls 
[bookmark: _Toc173229263]Fire suppression systems
Fire suppression systems encompass several types, including wet and dry sprinkler systems. Wet sprinkler systems are equipped with switches and flow-detection equipment that require continuous monitoring and management. Similarly, dry sprinkler systems feature pressure switches that are also monitored and managed. Additionally, fire suppression systems incorporate monitoring and supervision equipment to ensure overall effectiveness and safety [10].

[bookmark: _Toc173229264]Temperature and humidity monitoring

These systems ensure that environmental conditions remain within safe parameters, protecting sensitive equipment from damage due to overheating or moisture. Monitoring temperature and humidity can also contribute to the overall security and integrity of the facilities by maintaining optimal conditions for equipment and personnel. Proper climate control in data centers is crucial. HVAC systems maintain optimal temperature and humidity levels, preventing overheating and ensuring the longevity of IT equipment [11].
[bookmark: _Toc173229265]Implementation strtergies for  Physiical security 
[bookmark: _Toc173229266]Conduction risk assessments
A thorough risk assessment identifies potential physical security threats and vulnerabilities. This process involves evaluating the likelihood and impact of various threats and prioritizing mitigation strategies [12].
[bookmark: _Toc173229267]Designing security plans
Security plans should be tailored to the specific needs of the organization. This includes selecting appropriate security technologies, establishing policies, and defining roles and responsibilities for security personnel [13].
[bookmark: _Toc173229268]Training and awareness programs 
Regular training ensures that employees are aware of security policies and procedures. Awareness programs help in recognizing security threats and responding appropriately.
[bookmark: _Toc173229269]Incident response planning
An effective incident response plan outlines the steps to take in case of a security breach. This includes immediate actions, communication protocols, and post-incident analysis to prevent future occurrences [13].
 
[bookmark: _Toc173229270]Case study - Maintaining Physical Security and Security Frameworks at TechInnovate Inc
[bookmark: _Toc173229271]Incident Overview

In early 2022, TechInnovate Inc., a leading technology company, faced a security breach when unauthorized individuals accessed a restricted server room, resulting in the theft of critical hardware and potential exposure of sensitive data.

[bookmark: _Toc173229272]Measures Taken

[bookmark: _Toc173229273]Enhanced Physical Access Controls

· Multi-Factor Authentication (MFA): Implemented biometric systems (fingerprint and facial recognition) and RFID-enabled smart cards to ensure only authorized personnel could access critical areas.

[bookmark: _Toc173229274]Surveillance Systems
· High-Definition CCTV Cameras: Installed with night vision and motion detection, integrated with a centralized monitoring system for real-time surveillance and automated alerts.

[bookmark: _Toc173229275]Environmental Controls
· Fire Suppression and HVAC Systems: Implemented to maintain optimal conditions in server rooms, equipped with sensors for continuous monitoring and quick response to anomalies.


[bookmark: _Toc173229276]Incident Response Plan
· Comprehensive Plan: Developed to outline immediate actions, communication protocols, and post-incident analysis to prevent future occurrences.

[bookmark: _Toc173229277]Employee Training and Awareness Programs
· Regular Training: Conducted to ensure employees were aware of security measures and could recognize potential threats.

[bookmark: _Toc173229278]Integration with Cybersecurity Measures
· Unified Security Approach: Integrated physical security measures with existing cybersecurity frameworks for comprehensive threat detection and response.

[bookmark: _Toc173229279]Outcomes
· Reduced Incidents: Unauthorized access attempts reduced by 95%, with no successful breaches reported post-implementation.
· Enhanced Monitoring: Continuous monitoring and quick response capabilities improved.
· Regulatory Compliance: Achieved compliance with ISO/IEC 27001 and NIST SP 800-53, enhancing credibility and customer trust.
· Improved Employee Safety: Safer working environment with reduced anxiety about security threats.
· Business Continuity: Minimal disruption to business operations due to a robust incident response plan.

[bookmark: _Toc173229280]Lessons Learned

· Comprehensive Risk Assessment: Essential for identifying and addressing physical security vulnerabilities.
· Integration of Security Frameworks: Combining physical and cybersecurity measures enhances overall security.
· Continuous Monitoring and Evaluation: Crucial for maintaining security effectiveness and adapting to new threats.
· Employee Involvement: Training and awareness programs contribute to a culture of security within the organization.

[bookmark: _Toc173229281]Challenges and future trends
[bookmark: _Toc173229282]Integrating physcial and cyber security 
The convergence of physical and cyber security is crucial for a holistic approach to threat management. Integrating these disciplines ensures comprehensive protection and improves incident response [14].
[bookmark: _Toc173229283]Emerging technologies
Ttechnologies such as AI, IoT, and blockchain are revolutionizing physical security. AI enhances surveillance capabilities, IoT devices provide real-time monitoring, and blockchain offers secure, immutable records of access logs [15].
[bookmark: _Toc173229284]Adapting to new threats
As threats evolve, organizations must continuously update their security strategies. This includes staying informed about new vulnerabilities, adopting innovative technologies, and revising policies to address emerging risks [16].
[bookmark: _Toc173229285]Conclusion
Physical security is a vital component of an organization's overall security strategy. By implementing robust security frameworks, leveraging advanced technologies, and adopting best practices, organizations can effectively protect their physical assets, ensure compliance, and create a secure environment. Continuous evaluation and adaptation to new threats are essential to maintaining effective physical security measures.
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Report on Establishing a New Information Security Unit at MeahTech Inc.
[bookmark: _Toc173229287]Introduction
As a manager tasked with establishing a new information security unit at Meah Tech Inc., this report outlines a comprehensive approach to meet the company’s security needs. The proposed strategy will address organizational structure, policies and procedures, data protection compliance, security standards, contingency planning, governance, strategic planning, and risk management.
[bookmark: _Toc173229288]Organization Structure/Chart
Objective: Create a clear and effective organizational structure to support the information security unit.
Proposed Structure:
1. Chief Information Security Officer (CISO)
· Responsibilities: The Chief Information Security Officer (CISO) is essential in understanding the organization’s industry to identify key assets and assess threats. They align security strategies with business goals, ensuring that security needs are integrated into business processes. Responsible for designing and managing risk-based security measures, CISOs optimize resource allocation for effective security [1].
· Reports to: Chief Executive Officer (CEO).
2. Security Operations Center (SOC) Team
· Roles:
· SOC Manager: Oversees daily operations and incident response.
· Security Analysts: Monitor security systems and respond to incidents.
· Incident Responders: Handle and mitigate security breaches.
· Penetration Testers: Conduct regular security assessments and vulnerability testing.
The (SOC) is essential for an organization’s cybersecurity. It detects and responds to threats like malware and phishing attacks through real-time monitoring, incident investigation, and remediation. Staffed by security professionals, the SOC uses technology and processes to manage incidents, and works with IT and compliance teams to enforce security policies. Its role is critical for reducing risk and ensuring rapid response to cyber threats [2].

3. Compliance and Governance Team
· Roles:
· Compliance Officer: Ensures adherence to regulatory requirements [3]. 
· Governance Specialist: Develops and maintains security governance frameworks [3].
4.  IT Security Infrastructure Team
· Roles:
· Network Security Engineer: A network engineer manages an organization’s network infrastructure, including setup and configuration of devices like servers and routers. They handle hardware, operating systems, security software, and networking protocols. [4].
· Systems Security Engineer: Secures servers, endpoints, and cloud services. They maintain a comprehensive system view, use threat data for decision-making, and provide evidence for system trustworthiness [5]. 
· Application Security Specialist: Ensures security in software development and deployment processes [5].


[bookmark: _Toc173229309]Figure 2 Organization chart







[bookmark: _Toc173229289]Policies and Procedures
Developing comprehensive policies and procedures is vital to guide the information security unit’s operations and ensure consistency in implementing security measures.
[bookmark: _Toc173229290]Key Policies
1. Information Security Policy
· Purpose: Establishes the overall security strategy and objectives for MeahTech Inc.
· Contents: Definitions of roles and responsibilities, security principles, and the scope of the policy [6].
2. Access Control Policy
· Purpose: Manages access to information systems and data.
· Contents: User authentication methods, role-based access controls, and periodic access reviews [7].
3. Incident Response Policy
· Purpose: Provides a framework for responding to security incidents.
· Contents: Incident classification, response procedures, communication protocols, and post-incident analysis [7].
4. Data Protection Policy
· Purpose: Ensures the protection of sensitive and personal data.
· Contents: Data handling procedures, encryption standards, and data retention policies.
5. Acceptable Use Policy
· Purpose: Defines acceptable use of the organization’s IT resources.
· Contents: Guidelines for employee behaviour, prohibited activities, and consequences of policy violations [9].








[bookmark: _Toc173229291]Procedures
1. Incident Response Procedure
· Steps:
1. Preparation: Establishing and maintaining incident response capabilities, including developing and testing incident response plans, and training staff.
2. Detection and Analysis: Identifying and understanding potential incidents through monitoring and analysing security alerts and data.
3. Containment, Eradication, and Recovery: Implementing measures to contain and mitigate the impact of the incident, removing the cause, and restoring systems to normal operation.
4. Post-Incident Activities: Conducting a thorough review of the incident to learn from it, improve response strategies, and update security policies and procedures [10].
2. Access Control Procedure
· Steps:
1. Identify Assets: Determine which resources need protection.
2. Define Access Requirements: Specify who should have access and under what conditions.
3. Create Access Control Policies: Develop policies outlining access rules and conditions.
4. Choose Access Control Models: Select appropriate models (e.g., Role-Based Access Control).
5. Implement Controls: Set up authentication and authorization mechanisms.
6. Assign Roles and Permissions: Allocate roles and permissions based on access needs.
7. Monitor Access: Regularly check and review access logs and activities.
8. Conduct Training: Educate users about access policies and security practices.
9. Handle Incidents: Establish procedures for managing and responding to access control issues [11].
3. Data Protection Procedure
5. Steps:
1. Data classification and labelling.
2. Encryption and secure storage.
3. Data access monitoring and logging.


[bookmark: _Toc173229292]Data Protection Compliance
Compliance with data protection regulations is essential to avoid legal penalties and ensure the trust of customers and stakeholders.
[bookmark: _Toc173229293]Key Regulations
1. General Data Protection Regulation (GDPR)
· Requirements: Data subject rights, data breach notification, and data protection by design and default.
· Compliance Measures: Appoint a Data Protection Officer (DPO), conduct Data Protection Impact Assessments (DPIAs), and ensure lawful data processing [13].
2. UK Data Protection Act 2018
· Requirements: Specific provisions for handling personal data in the UK, in conjunction with GDPR.
· Compliance Measures: Implement appropriate technical and organizational measures, ensure data subject rights, and conduct regular compliance audits [14].
[bookmark: _Toc173229294]Implementation Strategy
1. Data Protection Officer (DPO)
· Appoint a DPO to oversee compliance efforts and act as the point of contact for regulatory bodies [13].
2. Data Protection Impact Assessments (DPIAs)
· Conduct DPIAs for new projects involving personal data to identify and mitigate privacy risks [14].
3. Regular Audits and Assessments
· Perform regular internal and external audits to ensure ongoing compliance with data protection regulations [13].







Security Standards
Adhering to established security standards provides a framework for implementing effective security measures and achieving industry best practices.
[bookmark: _Toc173229295]Key Security Standards
1. ISO/IEC 27001
· Overview: An international standard for Information Security Management Systems (ISMS).
· Implementation:
1. Establish an ISMS scope and context.
2. Conduct a risk assessment and implement controls.
3. Perform internal audits and management reviews.
4. Achieve certification through an external audit [15].
2. NIST SP 800-53
· Overview: Provides a catalogue of security and privacy controls for federal information systems and organizations.
· Implementation:
1. Select appropriate controls based on risk assessment.
2. Implement and document the controls.
3. Monitor and assess the effectiveness of controls.
4. Update controls as necessary to address new threats [16].
[bookmark: _Toc173229296]Benefits
· Enhanced Security Posture: Implementing these standards will strengthen our security posture and reduce vulnerabilities.
· Regulatory Compliance: Adherence to recognized standards facilitates compliance with various regulatory requirements.
· Customer Trust: Demonstrating commitment to security through certification and adherence to standards enhances customer confidence [16].




[bookmark: _Toc173229297]Contingency Planning
Effective contingency planning ensures that the organization can quickly recover from disruptions and maintain critical operations.
Key Plans
Disaster Recovery Plan (DRP)
Disaster Recovery (DR) is vital for information security and business continuity. It involves activities such as data backup, network repair, and site rebuilding. DR planning prepares for recovery from disasters, whether natural or man-made. Sometimes, an incident escalates to a disaster if the response is inadequate. A DR plan helps organizations become resilient, enabling them to respond, resume, recover, and restore operations effectively, thus minimizing financial losses and downtime. A comprehensive DR plan is essential for recreating critical business functions and ensuring employee safety during a disaster. The plan should be clear yet flexible. Disasters lead to costly corporate downtime, including loss of business, credibility, production, financial control, and data. To manage DR, an organization should form an incident responder team that considers organizational, technical, and managerial factors [17]. 
Business Continuity Plan (BCP)
Business continuity (BC) is essential for ensuring that an organization can recover from unexpected events, such as the destruction or uninhabitability of its primary location, which falls outside the scope of disaster recovery plans. A BC plan enables an organization to relocate if necessary, maintaining 24/7 service availability to meet customer demands and ensuring long-term viability. It encompasses more than just IT, addressing employees, business processes, and products to minimize disruptions. A BC team, with balanced business process knowledge, management, technical skills, and leadership, is crucial for its success. The BC plan includes goals like creating a CEO succession plan, training employees for emergency roles, establishing offsite meeting points, ensuring alternative communication methods, involving all organizational levels in BC training, forming partnerships with emergency agencies, evaluating performance, and regularly testing the plan [17].
Crisis Management Plan
The Crisis Management Plan (CMP) is crucial for anticipating and efficiently responding to crises. Key components include the Crisis Communication Plan and the Crisis Management Team (CMT), ensuring all members know their roles and responsibilities. Effective crisis management requires swift action, advanced planning, and a balance of strategic and defensive approach. Crisis communication plans, a micro-level focus of CMPs, are increasingly necessary for initiative-taking and strategic crisis management [18].
[bookmark: _Toc173229298]Implementation Steps
1. Risk Assessment
Risk assessment involves analysing the likelihood and impact of risks to determine management strategies. This process evaluates both the inherent risk (without intervention) and the residual risk (after mitigation efforts)[19].
2. Training and Drills
· Conduct regular training sessions and drills to ensure that employees are familiar with the plans and can execute them effectively.
3. Review and Update
· Regularly review and update the plans to reflect changes in the business environment and emerging threats.

[bookmark: _Toc173229299]Governance and Strategic Planning for Security
Effective governance and strategic planning are crucial for aligning security initiatives with business objectives and ensuring continuous improvement.
[bookmark: _Toc173229300]Security Governance Framework
1. Security Steering Committee
· Establish a committee comprising senior management and key stakeholders to oversee security initiatives and provide strategic direction.
2. Security Policies and Standards
· Develop and maintain comprehensive security policies and standards to guide the implementation of security measures.
3. Performance Metrics and Reporting
· Define key performance indicators (KPIs) for security and regularly report on performance to the executive team [20].
[bookmark: _Toc173229301]Strategic Planning
1. Risk-Based Approach
· Adopt a risk-based approach to prioritize security initiatives based on the potential impact and likelihood of threats [19].
2. Continuous Improvement
· Implement a continuous improvement process to regularly review and enhance security measures.
3. Integration with Business Objectives
· Ensure that security initiatives align with the overall business objectives and support organizational goals [21].
[bookmark: _Toc173229302]Risk Management
Risk management is a critical component of the information security unit, ensuring that potential threats are identified, assessed, and mitigated effectively.
[bookmark: _Toc173229303]Risk Management Process
1. Risk Identification
· Identify potential security risks through threat intelligence, vulnerability assessments, and risk assessments.
2. Risk Assessment
· Evaluate the likelihood and impact of identified risks to prioritize mitigation efforts.
3. Risk Mitigation
· Implement appropriate controls and measures to mitigate identified risks.
4. Risk Monitoring and Review
· Continuously monitor the risk environment and review the effectiveness of risk mitigation measures [19].
[bookmark: _Toc173229304]Key Areas of Focus
1. Vendor Risk Management
· Assess and manage risks associated with third-party vendors through regular audits and security requirements.
2. Operational Risk Management
· Address risks related to day-to-day operations, including human error, system failures, and process inefficiencies.
3. Strategic Risk Management
· Consider long-term risks associated with business strategies, such as mergers and acquisitions, market changes, and technological advancements [19].
[bookmark: _Toc173229305]Conclusion
Establishing a new information security unit within our organization requires a comprehensive approach that addresses various critical aspects. By implementing a robust organizational structure, developing comprehensive policies and procedures, ensuring compliance with UK data protection regulations, adhering to security standards, planning for contingencies, establishing effective governance, and managing risks, we can create a secure environment that supports our business objectives and protects our assets.
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