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	CLASSFICATION

	OFFICIAL SENSITIVE












	MTCBC
Reference
	SWLRF Risk Reference
	National Risk Register
	Risk Type
	Risk Type
	Risk Rating

	MTRA02
	SWLRF082
	R028-DHSC
	MALICIOUS
	Cyber attacks on wider Public Sector
	Very High


(South Wales Local Resilience Forum 2022/23, P17)





Reasonable worst-case scenario 
Ransomware spreading swiftly throughout the internal systems would cause a major disruption in systemic services. Organisations would go to offline services and systems would become unreachable. There would be widespread data loss along with compromised or stolen data. From backups, certain data would not be recoverable. Ransomware would affect at least 50% of the Authority, but 100% of the Authority would be affected if systems were down and/or there was data loss or compromise.

Specific assumptions
The Revenues and Benefits department authorise housing benefit payments, may result in tenants not getting rent or social benefits paid. This may also have an impact on human welfare. The Authority may also face hardship financially as well as the public, for example payments systems being taken out of action, leading to council tax, waste invoices bills etc not getting paid to the authority. 

Critical departments such as social services, who handle personal and extremely sensitive information which would have an impact on security of that data. Data breaches would also incur large fines in relation to GDPR. Loss of telephone systems in public facing departments may leave critical services non contactable which could cause harm to the public. 

Merthyr Tydfil County Borough Council- Specific Location 
[bookmark: _Hlk165998518]The population size in Merthyr Tydfil is currently around 58,800 with an average of 25,000 Households (Office for National Statistics 2023)







Primary impacts
Closure of critical infrastructure eg, Day care centres, Schools, local drop in centres
Social services being uncontactable- harm to life
Data breaches
Refuse collection delays- health implications
Unable to provide emergency payments 
Loss of housing provision

Secondary impacts
Delay of eduation, chidren returning to school- miss exams
Social Services assessments backlog
Signifcant delay in collecion of refuse- recycling penalities/fines
Delay in organsiational responses- missed deadlines (eg freedom of information requests)
Loss of highly confidental and personal information
Loss of staff productivity
Insurance claims, loss of earnings, incurring costs.





Risk Rating -Pre mitigation.

[bookmark: _Hlk166068252]Pre mitigation scoring on the matrix came out as high in impact with the likelihood high.
	[bookmark: _Hlk165994149] 
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The Matrix supports the assessment and evaluation from the risk caused from the threat of a Cyber Attack at a local level. (Using the worst-case scenario as guide) The risk assessment assists MTCBC in prioritisation for the emergency management to support the preparation, response, and recovery.
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	Risk Rating
	Risk Priority

	Green 
	Low
	=
	3
	=

	Yellow 
	Medium
	=
	2
	=

	Amber  
	High
	=
	1
	=

	Red 
	Very High
	=
	1
	=











Mitigation/Control measures

	1. Risk appetite

	
It is important to highlight to all staff and councillors the importance of their own responsibility to ensure the safety of the authority, it doesn’t fall to just Information and Communications Technology (ICT department) or Corporate Management Team (CMT) it’s as much an individual responsibility and encourage the risk appetite.


	Owner- Risk Manager 

	2. Training 


	Regular online and face-to-face training carried out by professionals in the field and completion of training is recorded by HR department and a reminder will be sent to Staff and Councillors to review their training annually and a consequence of failing to complete the training results in the staff member being blocked from their log in credentials and reported to the Senior Leadership Team. (SLT).

	Head of ICT. HR (Human Resources), SLT, Local Resilience Unit.

	2.b Training

	The ICT Department to provide ad hoc, reactive, and proactive workshops to help service areas prepare for cyber-attacks and advise department leads to review their Business Continuity plans from the perspective of a cyber-attack.


	
Owner – ICT, Local Resilience Unit, HR

	3.Communication 

	Human Resources Department work closer with ICT in advising when staff have left the Authority, gaps identified were lack of communication with ICT in notification of termination, leaving their work accounts open and possible vulnerable to an attack.


	HR, ICT 

	3.a Communication

	HR to provide additional context of cyber facts, and more general advice on the staff intranet highlighting good practices in the workplace.
Posters in staff rooms corridors etc and online blogs to the staff page to be monitored and updated with new cyber incidents events etc.


	ICT, Emergency Planning, ICT, Cooperate Communications (comms)

	4. Equipment 

	Members of staff to hold strong password on their accounts. Compulsory added symbols and numbers.

Staff are reminded of how to store their workplace equipment whilst working from home and travelling. This function will be via a message on opening screen of laptop.


	HR, ICT

	5. Business Continuity

	Preparation via each departments Business Continuity Plans to ensure cyber mitigations/considerations are recorded. Business Continuity Officer to review plans annually. ICT also facilitate ad hoc, reactive, and proactive workshops to help service areas prepare for cyber-attacks and advise department leads to review their Business Continuity plans from the perspective of a cyber-attack.

Consideration of alternative service provision in the event of a prolonged period without access to online services. Testing of the plan is also vital and will be carried out via ICT, along with the LRU, who will simulate a scenario that will disable that department for a certain period of time.


	Local Resilience Unit (Business Continuity Officer) ICT Lead. SLT to Heads of Services.

	6. Disaster Recovery/Major Incident Plan

	
Gaps in the disaster recovery plan were identified. Whilst the Head of ICT and Emergency planning both hold versions, some discrepancies were identified and modified for symmetry.

Action cards have been produced by the LRU and ICT making it easier for management to work from.
This testing will be fed back to LRU and ICT and learning outcomes will be recorded. 


	
ICT, Local Resilience Unit. Risk Manager.

	7. Internal Systems 

	Hardware/Software. The Head of ICT has reviewed and updated software.
This was forced to be reviewed rapidly during the COVID-19 pandemic, and the live testing of this has helped improved online safety over the last 4 years. This is continuously reviewed and updated (annually).


	ICT Infrastructure team. Finance Department.


(MTCBC Major Incident plan, 2023), (MTCBC Business Continuity Management Policy, 2018), (ICT Business Continuity Management Plan, 2024)
















Control Measures/Risk Summary sheet.







	Risk identification
	Regular Risk assessments to identify vulnerabilities. 

	Access control
	Malware Software/ Strong authentication mechanisms to prevent unauthorised access.

	Data protection 
	Encrypt sensitive data. Data protection officers to monitor. Back up critical data that can be restored in the event of a ransomware attack.

	Network security
	Use of firewalls/anti software to safeguard against network attacks. Include cyber security requirements in contracts and agreements with vendors.

	Training
	Provide annual cyber security training, educating staff around common threats, best practice, and reporting.

	Testing
	Develop an incident response plan and test, outline clear roles/responsibilities. Conduct phishing simulations to reinforce employee’s ability to recognise an attack.

	Monitoring 
	Tools to monitor network traffic, user activity and signs of suspicious behaviour. ICT to be notified of a terminated contract. 















Example of an internal risk assessment front cover of a working document.

[image: ]


Example of an individual risk assessement for the control measures (above) and what I used for the purpose of the matrix:
[image: ]

Risk Rating-Post mitigation
Post mitigation scoring on the matrix came out as medium in impact with the likelihood medium.
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The overall risk assessment has been calcuated including the preperation of implementing and maintaining the above control measures, response, and recovery assumptions.
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NCSC Assured Board-Level Training
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Agenda

1. Introduction and current concerns

2. The evolving local authority Cyber context in Wales

3. Five Pillars of Cyber

1. Risks and Harms

2. Defend As One

3. People and Culture

4: Build Secure for the Future

5: Exemplary Response and Recovery

4. Tools to Take Away

@
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World Class Track Record — Advising Government & Industry @
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Before we begin...

What have been the main
cyber challenges in the last
18-24 months?

S

Pandemic
Transformation

Digitisation/New systems

New suppliers

Participation Reduced Funds

Strategy
Capacity/demand
Ways of working
Integration
Partnering Compliance

New Legislation

H@
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Board Curious Questions

Do you know your business critical information assets and what the
vulnerabilities are?

Have you assessed your cyber resilience and have you a plan in place
to address any issues?

Have you set a risk appetite for information and cyber and how data
is used in the organisation?

Are information and cyber risks understood and managed across the
organisation and supply chain?

Culture: is Cyber Security embedded into your structure, business
processes, policies, objectives and reward?

Do you lead from the top?

© 2024 Templar Executives. All rights reserved.
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The Evolving Local Authority Cyber Context
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Large Scale Transformation

Mission 1 - Digital Services
Mission 2 - Digital Inclusion
Mission 3 - Digital Skills

Mission 4 - Digital Economy
Mission 5 - Digital Connectivity
Mission 6 - Data and Collaboration

Priority Area 1: Grow our cyber ecosystem
Priority Area 2: Build a pipeline of cyber talent
Priority Area 3: Strengthen our cyber resilience
Priority Area 4: Protect our public services

@
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Welsh Government focus on Data and on Cyber Security @

Cyber Action plan for Wales — 3 May 2023
aughan Gething MS as Economy Minister
‘ Vaughan Gething MS as E Mini

|

CymruSOC Plan — Part of the Cyber Strategy

Security Operations Centre for the Welsh public sector, encompassing Local
Authorities and Fire & Rescue Services...bring these services, together with
Government, the NCSC, and a specialist Managed Service Provider (MSP), to
collectively detect and respond to threats and engage in shared incident handling.

|
\ \
{

‘ Fusion Cell and Cymru WARP (Warning, Advice and Reporting Point)
Both groups are designed to reinforce local authority resilience and draw upon
input and guidance from the NCSC. The Fusion Cell enhances the response to

minor incidents, while the WARP allows for information sharing on threats,
incidents and solutions.

© 2024 Templar Executives. All rights reserved.





Merthyr Tydfil County Borough Council Vision

TS 0 pay rauncil x®
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Resident Business Council Nevrs B e et A

Merthyr Tydfl
News w il s b et af

Resident Busingss

Do It Online

ek = Open Data

Online, Saves Time S .

Open Data

W2 are pammisten £ prblshing Increasng ameunts at our dala 10 arorote apannees and ranspanticy

yr Tydfil have the opportunity and aspiration rn and
op their skills to maximise their potential;

eople in Merthyr Tydfil benefit from a strong, sustainable and diverse
economy;

People, who live and work in Merthyr Tydfil are supported to enjoy a

Single Integrated Plan.... “The focus
should be the constructive use of
the information by partners to

manage their CO//CIbOI’CItiVE : — althier and better quality of life; . . : :
eopie live ustainable place inw o live
performance and deliver results” j |f Ih e i i
. work, have a

(' Merthyr Tydfil Council achieves cyber security
accreditations

Merthyr Tydfil County Borough Council is pleased to be the first Local
Authority in Wales to achieve ‘Cyber Essentials Plus’ certification and 'IASME

~t N\
Governance Standard (Gold Award)’ via a Welsh Loca... Content last @ @
updated: 20 july 2022
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Context

 What constitutes Cyber Security?

* Does Merthyr Tydfil have a definition and if so is
widely understood?

* Does Merthyr Tydfil have a culture that supports such
a definition?

© 2024 Templar Executives. All rights reserved.






Cyber Security... @

Cyber Security is how individuals and organisations reduce the risk of
a Cyber attack

NCSC define Cyber Security as ‘the protection of devices, services and
networks — and the information on them — from theft or damage’.

Cyber Security is now commonly referred to as Cyber

We need to recognise that, “Cyber is a business risk, not technology”

© 2024 Templar Executives. All rights reserved.





Every Network Connection Counts

MERTHYR
County Borough Co
Cyngor Bwrdestre!
MERTHYR TUQ
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Cyber isn’t just Tech @

Finance — Councils needing to replace Windows 7 and the budget needed for this

Services — Including social care and education with potential user harm when local
authority records are deleted by hackers

Workforce — Unable to recruit to cyber and digital roles (in councils and wider
y public sector) due to the lack of talent

Strategy and Operations — Significant services damage, financial and reputational
damage

Commercial - Vulnerable suppliers being awarded local authority contracts (access
to data and pathways etc.)

@ Technology - Cyber Security policy not keeping pace with innovation (Al, APPs etc.)

@
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A Platform for Quality Services
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Holistic Cyber Security: The Winning Combination @

People

Technology





Risks and Harms:

External Threats

© 2024 Templar Executives. All rights reserved.











Cyber Incidents Disrupt Service Delivery

Yber incigen,

(@© 20 Noverm2et =5 Publisp, t u i \\\\\\\,\
Oldh o ° . _ ©d on ednesdayg,».\ . pdate' 3 April 2 o i —
am Council facing 1u,uv . ©mnue,,, 7520 024
gttacks a day, report says | 00 & 5@
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NCSC Annual Review 2023

Cyvber a1¢.
“The new front line is online.” ‘ YDER attack Will legve
nalogue jtepyg ¢ o) Ol Needing gy
J 1’ z i, . 1 b e ] |
Methods of attack are proliferating. The nu Peputy pyjy,, Minister <. : Sﬂu& Olu'er DOWden " |
such tools is growing. Products like 4 bzulur\'-;:l.:‘tfn\;hm”d Prepare for ; ital ‘ 'l
Y Powered ;i tigite

The ways in which countries, organisations
democracy, to hacks disrupting our public |
expanding.

Artificial intelligence is accelerating the
barrier to entry. As a result, the Cyber w:

Given the pace of change, it is vital tht
the right mitigations are in place befor ¢

We need a whole-of-society approach,
as one - to make us all more resilient as a nation.

- The Rt Hon Oliver Dowden CBE MP o -

e
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NCSC warns of intensified Threat

April 2023 NCSC alert highlights risk to CNI from state-aligned
groups — particularly those sympathetic to Russia’s invasion of
Ukraine.

Groups could launch 'destructive and disruptive attacks' with
less predictable consequences than those of traditional cyber
criminals.

CNI organisations strongly encouraged to follow NCSC advice on
steps to take when cyber threat is heightened.

April 2023 NCSC report highlights growing longer term threat to UK
industry, public services and society from hacker-for-hire tools and
services.

https://www.ncsc.gov.uk/news/cyber-experts-warn-of-rising-threat-from-commercial-hacking-tools-over-the-next-five-years

@
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‘5 Eyes’ vs The Top 4 International Threats

China

ok

North Korea

Russia Iran @ e
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3rd August 2023

2023 NAT) ONAL_RISK_REGISTER_NRR.pd f

+ Download = Print

@ Save to OneDrive
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Threats — Understanding the Motives

Spies and Espionage Hackers and

Hacktivists

Criminals

Terrorism and Competitors, Innocents and

Warfare Insiders 6@

Templar Executives
T
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Threats — The Tactics @

Phishing
Spear Phishing

Worms Botnets

Trojan Horses People: Blackmail, Coercion, ,
Socially Engineered and Physical 6@

%
Templar Executives
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Vishing, Phishing and Smishing and Qishing @
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'\'j“? TARIAN HOME  WHAT IS CYBER CRIME?  ORGANISATIONS  EDUCATION  ABOUT  INSIGHTS  CONTACT "7 CYMRAEG

@TARlAN

Spot the Difference?

maybank2u.com is not the same as
maybank2u.com
—————

citibank.com is not the same as
citibank.com
(the first one is correct, the second one

is from hackers)
The “a" in the later url is a cyrillic ) O n

alphabet.

HOME WHAT IS CYBER CRIME?

An average internet user can easily fall
for this. Be careful for every mail ~
requiring you to click on a link. S0

Please Stay Alert

Templar Executives
Tybe Amiasdy Nod Mead b Mhabaima
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Ransomware Attacks @

Internet » Cyber Crime & Security

Annual share of organizations affected by ransomware attacks worldwide from 2018 to

2023 Alarm Bells into 2024:
% |l Pomudso * Supply Chain Attacks
. oy | OS5 O3 OO0 05 g MSPs/Cloud providers
o wv ) - .+ Double Extortion

R * Ransomware as a Service

o Relemedus (Raas) — exfiltration (smash
teion and grab)
survey tme period * Unpatched Systems

al A —— * Phishing

1,200 respondents

speclproperties . Russia financial sanctions —
wiper malware attacks

orFanizations with more than 500 emgpiovees v

80-90% of all successful ransomware compromises originate
through unmanaged devices.  Microsoft Digital Defense Report — Oct 23 @@

Templar Executives
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Social Engineering through Social Media
"
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LinkedIn!

n NordVPN’ Pricing Features Servers WhatlsaVPN? Download VPN Blog Business VPN

NordVPN loge |

Ldld DITACIITS TUU IVIUSL IrICpaic rul pcivuic cvuco

Follow « Q

Worrying reports

According to a report by Check Point Research, 52% of all
phishing attempts in the first three months of 2022 involved the

Linkedin Ac

networking and social media site LinkedIn.

count? On,y

'n the ark Web'

This is the first time it’s topped the list, thanks to a staggering

increase of 44% from just 8% in the previous quarter. In a distant
second place is DHL, the courier service, which currently

accounts for 14% of attacks during the same period.

ED-TECH ARTICLES
Real Work Experience
Published Jan 19, 2023

Templar Executives
Tybe Amiasdy Nod Mead b Mhabaima
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——

Source: inc.com

Remote Interview and Employment Scams

Candidates searching answers during the interview.

The Candidate is being fed the answers.

The bait and switch. One person interviews and gets hired, but a totally
different person shows up on the first day of employment.

Moonlighting. The candidate already has an existing job — potentially with a
competitor company.

Nefarious intentions. Some fake candidates apply for a job to gain access to
personal staff or customer data and/or proprietary information.

© 2024 Templar Executives. All rights reserved.





Top 5 Scams of 2023 @

1 The “Hi Mum” Scam 2 Lloan Fee Fraud 3 OnImeSIVIarkethace
cams

 Scammers create fake ads for
high-value items, copied from
genuine ads elsewhere online.

* Prospective buyers are told the
items can't be seen in person and
asked for an upfront payment..

e The scammers and their ads
vanish after receiving payments.

¢ Scammers exploit parental * Scamme.rs set up ff':lke.loa.n.
instincts, pretending to be their companies, targeting individuals

distressed child. in desperate need of payday
loans.

e They congratulate victims on
loan approval, then claim a
‘small upfront fee’ is needed.

* Worried parents often pay out
thousands within minutes of
initial contact.

@
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Top 5 Scams of 2023

4 Animal Butchering

e Scammers initiate seemingly
innocent conversations, often as
friendship or romance.

* They build trust over weeks or
months, luring victims into fake
cryptocurrency investments.

* Once victims invest, the
scammers vanish.

5 Social Media
Account Hacking

* Victims receive messages claiming
social media accounts hacked.

e Scammers demand payment to
regain access to accounts.

* The scammers will have changed
the password and all contact
information.

© 2024 Templar Executives. All rights reserved.
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The Rise of Deepfake @

BANK ROBBERS STEAL $35 MILLION Elirope'an MPs targeted by deepfake
BY DEEPFAKING BOSS'S VOICE 'video calls imitating Russian opposition

Politicians from the UK, Latvia, Estonia and Lithuania tricked by

FrdLudsters I.Ised NG st toml \/ESTIGATORS SAY THAT “DEEP fake meetings with opposition figures
CEO’s Voice in Unusual ECH WAS USED IN THE HEIST

Cybercrime Cdse

Scams using artificzl Inlsligence gre a new challengs for companies

Al tool deepfakes your voice to save you

"8 from lengthy phone calls with customer
Ml service ~ k
' ¥ Commen t |
9 Anugraha Sundaravelu i
| Friday 6 Jan 2023 2:37 pm |

! A series of senior European MPs have been approached in recent days by
individuals who appear to be using deepfake filters to imitate Russian

o L ’
B 3 g |
T 7 £

4 ; :

. » - 02
e — - commn § = /\\. (:. I‘i -
- f B 4 = - ‘
- By o el
P 2 S p
+

_— e e annaatinn houres dusring videa calic

‘Deepfdke of Celebrltles Ilavc Begun Appearmg in Ads, With or Without =
e Their Permission &

alsused nrrificial intelligenl - Digital simulations of Elon Musk, Tom Cruise, | eo DiCaprio and others have shown up in ads, as the image-melding technology grows

Crimina
executive’s voice and demand a 3 2 P :

Vareh i what mbererime mnerd | T1O7€ pOpular and presents the marketing industry with new legal and ethical questions

intalligence being vsed in backing.
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Risks and Harms

Internal Vulnerabilities

© 2024 Templar Executives. All rights reserved.






UK Data Incidents Reported by Sector

Healtn I 5
Education and chiidcare | <
Finance, insurance and cre... _ 10%
Retail and manufacture _ Qo
Lega! [N /5
General business _ 79
Charitable and voluntary _ 5o
Land or property services _ A9
Central Government _ 4%,
Transport and leisure _ 394
Online Technology and Tel... - 204,
Social care - 204
Justice - 204
Membership association - 1%
utilities [l 1%
Religious I 094
Regulators I 0%
Media J] 0%
Marketing I 024
Political J| 0%
Unassigned | 0%
Unknown | 0%

ICO, Data Security Incident Trends up to Q3 2023
https://ico.org.uk/action-weve-taken/data-security-
incident-trends/
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Hybrid Working: Digital vs Cyber Maturity

Declaration of Pandemic

cybe’

January February March  April May June July  August September  October November  December

Templar Executives
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Risks of Hybrid Working

Printing documents at home and recycling rather than
shredding them.

Forgetting that SIRI or Alexa are listening in.

Being overheard or overlooked in a public place.

Recording meetings or consultations over Teams, that are
then subject to FOI or Subject Access Requests.

Shadow IT — devices and software that have not been
authorised, and therefore cannot be protected, by your IT
team.

) ’ H@

Templar Execut!ves
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Insider Risk

(0)
No motive to harm QSA’

of cyber
incidents are

caused by human error

Deloitte, Future of Cyber 2023

2024 Templar Executives. All rights reserved.





Insider Risk — Shadow IT

The use of systems, devices, software, apps, and services without explicit IT department approval.

Such as:

8 Personal email accounts being used to conduct business;

Third-party software outside the control of your IT department (eg

DropBox);

% Unsanctioned Bring-Your-Own-Devices (BYOD);

(g? Unauthorised messaging apps.

FREE Vendor ‘free trials’ of application software.

© 2024 Templar Executives. All rights reserved.
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Insider Risk — Shadow IT

2% of public gector € ployees felt they had to frequent\y or occaS\ona\\y go around
the'\r organ\zat\on 1 security po\'\c'\es {10 A0 their jobs ‘
52% US€ unapproved devices for work ‘
are of cloud tools for work
issues since workind ‘

o 51% Of public sector employees are spend'\ng
from home |
Leak
od WhatsApp messages ishow council

officer broke impartiality rules’

n2023 X4 minutere ad

nini
injaOne — December 2023

Q08

WhatsA

SAPP MesS

m e8¢ W
e — bgl espsgl;i ~+ teachers

© 23 November 2023

©2024T
em
plar Executives. All rights re
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Insider Risk — Open Al @

Chat bots are powered by large amounts of data and
computing techniques to make predictions to string words
together in a meaningful way.

They tap into a vast amount of vocabulary and information and
understand words in context.

The Problem: People voluntarily (and unlawfully) uploading sensitive information in order to generate insights.

* One report found over 4% of employees have already tried to put sensitive company and PII
data into the model

* Cyber experts have proven that an attacker can get the system to recall, verbatim, sensitive
information it has been given.

@
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https://www.darkreading.com/risk/employees-feeding-sensitive-business-data-chatgpt-raising-security-fears
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Al — Current Guidance

ABOUT RCSC cisp REFO

HQ Business Directory More ¥

Home News
Home Information for.. Advice & guidance Education & skills Products & sarvices Nowv

Introducing the guidelines for
Events SRR secure Al

& Case studies

New guidelines will help developers make informed decisions about the design,

ial Intelligence (Al) development, deployment and operation of their Al systems.

Home > Everything You Need to Know About Artific

Everything You Need to Know About
Artificial Intelligen G-

Resources » introdu

Home > Keeping safe online »

Introduction to Cha

CONTENTS

What is an Al chatbot? Schools o sUpport
Al chatbats. |he gude outlines some of mp satety
::::L\L::nn:mus shout M conparns for children and young pecpie, alongside P4 SA ER
the functionai and fun benafits. SCHOOLS
Top tips

@
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https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development/guidelines/secure-design

https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development/guidelines/secure-development

https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development/guidelines/secure-deployment

https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development/guidelines/secure-operation-maintenance



UK Office for Artificial Intelligence @

Home > Organisations

& Department for Science, Innovation and
Office for Artificial Intelligence Technology

Part of Department for Science, Innovation and Technology NationaLALStrategy

Invest in Al Scholarships

Ethics, Transparency and Accountability Framework for Automated
Decision-Making
29 November 2023  Guidance

Cr @
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Insider Risk: Prevention and Deterrence @

National Protective About NPSA v Protective Security v Advice & Guidance Vv

Security Authority

Home | Advice & Guidance | Personnel & People Security | Insider Risk | Reducing Insider Risk

Reducing Insider Risk

This collection of NPSA guidance and tools is designed to help organisations reduce the risk of

an insider by undertaking good personnel security practices

Last Updated 23 May 2023

https://www.npsa.gov.uk/reducing-insider-risk Ge

Templar Executives
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Vulnerability — Proximity ‘Man-in-the-Middle’ @
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Supply Chain Vulnerabilities

Suppliers connecting to your systems

;” b v.\
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Supply Chain Vulnerability

The tail of the MOVEit hack mé\/ be longer
than we realize L

insor Juby 18,2023 Bitsight January 2023 Businesses affected by

‘r—'— supply chain attacks
r‘

T mpl r Executives
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Supply Chain Vulnerability Management @

Augment the DPIA process to include cyber/network-related assurance - Use the DPIA early.
Review Standing Financial Instructions — an item does not have to be expensive to represent a cyber risk.

Augment central framework contracts to ensure your local data or cyber security concerns are covered -
i.e. beware of standard COMMERCIAL Frameworks.

CONTACTR
cisp  REPORT AN INCIDENT
ABOUT MCSC

Nmona\ Cyber S i s, blogs. events-
"&g&\‘amﬂul’ﬂ ) Centr® o qus  Products8senico

ation
Advice & guidance S

HOMS |n(ormmmn {or-

How to asSess and Qarpw chain

" in your S
confidence [
cyber security ——

e e— @
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Third Party App Vulnerabilities

K4
Depariment for
& Technology

Policy paper

Code of practice for app store operators
and app developers (new updated

version)

Updated 13 October 2023

@
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Near Miss Vulnerabilities:

Weak passwords

No Multi Factor Authentication
Systems out of support and

unpatched

Joiner/Mover/Leaver processes

© 2024 Templar Executives. All rights reserved.
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Implications

» Business disruption —i.e. Copeland Attack 2017;
» Incident response cost;

» Financial loss;

» Damage to reputation;

» Impact on capability;

» Impact on capacity;

» Contingency planning;

» Fines, legal and/or regulatory issues.

© 2024 Templar Executives. All rights reserved.





2024-2025 Looking Ahead

Technical — Ransomware/Computing power/ Al / Deepfake J

Phishing sophistication; Threat Actors & Insider Threat J

Supply Chain Security J

Welsh Government Cuts }

@
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Cyber Security Priorities

Confidentiality

Cyber Security
&

Information
Assurance

Availability

@
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Board Priorities

Statutory obligations
under GDPR

Confidentiality

Cyber Security
&

Information

Assurance .
Corrupted data endangers Growing dependence on

patient care and undermines digital capability to deliver
resource planning services

Availability

@
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Defend as One: Data Legislation and Regulations

R

COMPLIANCE

GUIDELINE
RULE

AW
STANDARD

CONSTRAINT
CONDUCT

PROCEDURE






UK GDPR and Data Protection Act 2018 @

Protecting personal information, in a connected world which raises real challenges.

Applying data protection principles in practice: instigating reasonable measures

Applying the right legal basis for the processing of personal information

Distinguishing between Controllers and Processors for compliance and contractual arrangements

Being accountable

Improving data protection and operational effectiveness (the leadership challenge)

Having good processes, e.g. Data Protection Impact Assessments (DPIAs) and Subject Access Requests
Having a nominated Data Protection Officer

Communicating well with stakeholders and addressing their expectations.

Having a defensible case (when a breach occurs)

@

Templar Executives
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Data Breach Consequences

© 2024 Templar Executives. All rights reserved.





Legislation and Proposed Changes @

Network and Information Systems Regulation (NISR)
e Applies to all organisations that comprise Critical National Infrastructure.
* NIS compliance — cornerstone to improve cyber resilience.

* Proposed amendments to the legislation put forward (SC, MSPs, incident reporting). Legislative
timetable to be confirmed.

UK GDPR: Data Protection and Digital Information (No. 2) Bill (amending legislation)

Updated 23 Nov 23: Common sense changes (pointless paperwork/cookies) to safeguard the public,

prevent fraud, and unlock post-Brexit opportunities; from the Commons to the House of Lords
(committee stage).

Transforming Public Procurement Programme
Updated 5 Dec 23: The Procurement Act 2023, regime goes live Oct 24:
create a simpler and more flexible, commercial system that meets UK’s needs.
e open up public procurement to new entrants such as SME’s and social enterprises.

* embed transparency throughout the commercial lifecycle so that the spending of
taxpayers’ money can be properly scrutinised.

© 2024 Templar Executives. All rights reserved.






Network and Information Systems Regulation @

The UK has implemented the EU Directive on the security of Networks and Information Systems

Who does it apply to? Non-compliant organisations may be

Operators of Essential Services (OES) £ 17
or Competent Authorities (CAs) fined up to m

e 6 ® D =

Energy Water Health Digital Transport
infrastructure

The Directive became UK law in May 2018. All organisations deemed OES must comply
NIS is embedded in the Cyber Assurance Framework

Cr @
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Connected Devices and NIS2 @

If the price of a device seems too good to be true, it probably is.

Risk:

* ‘buying in’ additional vulnerabilities
* Ongoing cost of remediating and managing cyber flaws.

Consider:

* Augmenting the DPIA process to include technical cyber security questions
e Ensuring early engagement of your SIRO, CTO and Procurement
e Cyber Security training and awareness for procurement teams and contract managers

Cr @
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Freedom of Information Act @

Problem: FOIA requests seeking details about Council network and device security

According to the ICO:

* The Freedom of Information Act 2000 gives public access to information held by public
authorities.

* The Act carries exemptions including national security (exemption 24).
e ‘National security’ means the security of the United Kingdom and its people.

* The ICO states that “safeguarding national security also includes protecting potential
targets even if there is no evidence that an attack is imminent.”

@
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Defend as One: Government Cyber Security Strategy @

Vision
Core government functions — including delivery of public services — are
resilient to cyber attack, strengthening the UK and cementing its
authority as a democratic and responsible cyber power.

Aim
Government’s critical functions to be significantly hardened to cyber
attack by 2025; whole public sector resilience no later than 2030.

Cyber Assessment Framework (CAF)
Helps to assess how cyber risks are being managed.
Also applies to government suppliers.

© 2024 Templar Executives. All rights reserved.





Defend as One: Welsh Cyber Action Plan May 2023 g@

VISION
Wales prospers through Cyber resilience, talent and innovation

Priority Area 1. Grow our Cyber ecosystem
Priority Area 2: Build a pipeline of Cyber talent
Priority Area 3: Strengthen our Cyber resilience
Priority Area 4: Protect our public services

IMPLEMENTATION
The Welsh government will invest £3m in the Cyber Innovation Hub.
£12m in the National Digital Exploitation Centre.
Digital Competence is embedded in Curriculum for Wales. Creating a CymruSOC.
Creation of Cyber Technical Advisory Cell (CTAC)

Templar Executives
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Central Guidance on Knowledge Asset Management @

Guidance on the effective management of public sector knowledge and
innovation assets. Published January 2022.

All public sector organisations should have a strategy in place to support the
effective management of knowledge assets. This will include measures to:

* identify knowledge assets
e consider and execute appropriate protection of knowledge assets
* support exploitation of knowledge assets

It is recommended that all organisations:

pocenpet 2071

* develop a strategy for managing their knowledge assets, as part of their wider
asset management strategy (a requirement of Managing Public Money).

* appoint a Senior Responsible Owner (SRO) for knowledge assets who has clear
responsibility for the organisation’s knowledge asset management strategy.

management-in-government-accessible-webpage

Source: https://www.gov.uk/government/publications/knowledge-asset-management-in-government/the-rose-book-quidance-on-knowledge-asset- :

Templar Execut!ves
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Defend As One: Know Your Information Assets @

An Information asset is a body of information defined and managed so it can be
understood, shared, protected and exploited effectively.

An information asset has a recognisable value, associated risk, content and lifecycle.

ldentify what you care about

Common types of information assets:

B | & @ 3

Personal/Sensitive Business ) lintellectual Supplier
.. Commercial i
Personal Data Critical Systems Property Information

© 2024 Templar Executives. All rights reserved.





Information Asset vs System Asset

Information assets relate to the data and content.

This is distinct from the software and devices that carry the content..

An Analogy

+ The stationary cupboard holds paper. * Someone takes the paper and writes on it.

It is now an information asset.

e Th ' M k [ :

e Satonay Marager KSR NN 1t mustbeandled appropriately, o b
P ' the Information Asset Owner.

* i.e. Physical Assets @ @

Templar Executives
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Business Critical Information Assets (BCIAs) g@

Information on which an organisation depends.

J

A body of knowledge or information that if lost, stolen or compromised
or if you were denied access to that information, then

<

The organisation would cease to function
or would be unable to operate for a period of time.

© 2024 Templar Executives. All rights reserved.





Assets — Security of Information @

Do NOT share your
vulnerabilities!

uuuuuuuuuuuuu
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People and Culture
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Leadership, Accountability and Authority

Leadership + Accountability + Authority = Reduction in Cyber Risk

Local Authority Reputation, Service User Outcomes

‘We are all leaders’

© 2024 Templar Executives. All rights reserved.
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Key Considerations

Leadership

Accountability

Ownership  EEREEEE ) E,f

Engagement

@

Templar Executives
Tyl odad £y Wi Mrad hor Mhabainn

© 2024 Templar Executives. All rights reserved.





Leadership: Key Decisions

Working

policies

Ensure board level commitment to
cyber resilience

Develop cyber incident reporting
measures and link to wider ICT/digital
and business continuity plans

Define the standards relating to cyber
resilience for procurement of goods and
services

Ensure the safety and security of online
shared services systems

Embed cyber risk and resilience
assessments when developing new
products, services, and processes
Consider shared development or
procurement of cyber resilient systems
and tools

Merthyr Tydfil Cyber Resilience Strategy 2021-2024

@
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Cyber Security and Leadership

Cyber Security impacts all organisations, all industries
This is not a technical issue; this is a Board room and business issue
Cyber Security is a business risk and business enabler

Best practice Cyber Security is holistic — people, processes, policy, culture, IT
The traditional view of this as an IT issue is no longer the case

Many breaches are avoidable through setting leadership direction and tone;
good practices and training; and good Cyber hygiene

Cyber Security needs to be integral in how the business operates

Lead by example, clear information risk governance structure/reporting lines
NEDs, Audit and Risk Committee have a critical role to play.

© 2024 Templar Executives. All rights reserved.
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Leadership — Governance Structure

Stakeholders Regulators

ﬁRO Role and responsibilities: COI?AlliAIDI;TTEE
*  Own the overall information risk
policy and risk assessment process SECURITY
* Lead and foster a culture that BOARD COMMITTEE
values, protects and uses
information securely;

* Advise on the information risk/set
Risk Appetite within the
organisation and throughout the

\ supply chain.

Information & Cyber
Resilience Champion
Exec & Non-Exec

Information
Asset Owners

Information Users

Information

Information

Asset Owners Asset Owners

@
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The Senior Information Risk Owner (SIRO) @

ﬁ)wn the overall\ ﬁead and foster aﬁ Kl-\dvise on the \

information risk culture that information
policy and risk values, protects risk/set Risk
assessment and uses Appetite aspects
process, test its information for of business
outcome, and corporate good delivery within
ensure it is used the organisation
and throughout

the supply chain

/
4
- Y p— . 2
v
4
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How the Board can Support the SIRO

Board

~N

a )

Organisation

Be role models —
lead from the top

Promote openness
and fairness

Set and support
the right
governance

Go wider than IT

\_ J

-

\_

Governance

Engage in setting
risk appetite

Embed information
risk in all decision
making

Benchmark and
monitor progress

Seek assurance

~

© 2024 Templar Executives. All rights reserved.
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Stakeholders

Engage with the
appropriate
stakeholders

Be an advocate for
good news

Listen to feedback
from stakeholders
and feedback

Be aware of legal
developments

S
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The Information Assurance Family @

If you have an incident who can people to turn to and what corporate advice are they aware of?

Chief Information Chief Technology
Officer (CIO) Officer (CTO)

Data Protection Officer IT/Cyber Security
(DPO) Officer
SIRO
Chief Information Non-Executive Director
Security Officer (CISO) (NED)

Information Governance
Manager (IGM)

Cr @
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Information Asset Owner @

Roles and responsibilities:

* Lead and foster a culture that values, protects and uses
information for corporate good

 Know what information the asset holds, and what enters and
leaves it and why

 Knows who has access and why, and ensures their use of it is
monitored

 Understands and addresses risks to the asset, and provides
assurance to the Board-level owner of Information Risk

 Ensures the asset is fully used for corporate good, including
responding to requests for access from others in and outside
the business

b Ledas Wi Mt b
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Cyber Security Processes and Policies

('S 1‘
e

Embed into Embed into : ~ Measure
. : : Embed into
decision making Contract with Performance and

Employee Lifecycle

& Policies third parties Compliance

- \\‘\\.
\
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A Positive Cyber Security and IA Culture

Do Leaders value information?
Do Leaders provide direction and set a

positive tone/culture?
Do Leaders role model best practice? Have I received the right training, at the right time?

Has my understanding been tested?

* Do |l understand consequences:
Reward and Sanctions? ®

Home > Digital > Cyber resilience, skills and innovation > Cyber sacunty advice and guidance

GUIDANCE

Cyber security advice and guidance
@
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A Cyber Security culture can be defined as... @

* The knowledge, beliefs, perception, attitudes, assumptions, norms and
values adopted by individuals and an organisation.

* Changing a culture remains a leadership challenge both at a systematic
and organisational level within any organisation.

* This can be delivered by changing the narrative to show the business
need, so that employees don’t wait until they have been hacked to
understand the issue.

 Employees require practical actions and support that are simple to
implement.

© 2024 Templar Executives. All rights reserved.
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Build Secure for the Future

© 2024 Templar Executives. All rights reserved.
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Governance, Cultural (people/training), Processes & ICT ‘ e
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Resilience: Standards Versus Maturity @

Hard on the outside,
soft on the inside: Favours
a Standards Approach

J

Layered security: Favours a
Maturity Approach

Templar Executives
B e
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Building a Cyber Strategy — “know what you have” @
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ASSESSMENT

Reporting \\\\
and ‘ Vulnerabilities
monitoring :

S

/ Y
e BCGA
' 2 SECURITY 4
STRATEGY

%

.. Risks and

© 2024 Templar Executives. All rights reserved.
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Outcomes from a Cyber Security Implementation Plan @

' o
Technical cyber
controls in place
across the whole
organisation —
layered
approach

Cyber Risks
embedded into
Decision Making

& Policies

Cyber risks
explicit in
contracts with
third parties

Cyber awareness
and behaviours
embedded into

the Culture

Performance and
Compliance
reporting and
Assurance

171

z"mautwm;iE’YBER

OFFENSIVE pusmm
=~

Resilience to
Recover from
Cyber Attacks

On-going reduction of cyber risks

Templar Executives
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Information Risk Management @

Information Risk Management: The policies, procedures and technology one adopts to reduce the threats,
vulnerabilities and consequences that could arise if information is not protected.

Make cyber
risk a priority
for your Board

Set up your risk
management regime

@
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How to Assess the Risk @

1. Identify Assets

2. Identify Vulnerabilities
3. Assess Impacts

4. Assess Likelihood

5. Rank the Risk

Information Risk Register

Name Vulnerability Likelihood Impact Priority Risk appetite | Treatment / Last assessed
action

High cost of... H H H H IAverse | Reduce cost n/n/2021

Sy'stem 1 M H M Cautious Review IT n/n/2021

failure...

Supplier v v v 1 Averse Manage by n/n/2019

breach... exception

Data Cautious Review n/n/2018

corruption... L M L L backups

@
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Definition of Risk Appetite

A series of boundaries which give each level of the organisation

clear guidance on the limits of risk which they can take

* For threats, risk appetite embraces the level of exposure which is considered tolerable and

justifiable should the risk be realised. Including legal and regulatory obligations.

* For opportunities, the concept embraces consideration of how much one is prepared to

actively put at risk in order to obtain the benefits of the opportunity.

Cr @
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Risk Appetite Categories

Classification Description

Averse Avoidance of risk and uncertainty is a key Organisational objective.

Preference for ultra-safe business delivery options that have a low degree of inherent risk and only have
a potential for limited reward.

Minimalist

Cautious Preference for safe delivery options that have a low degree of residual risk and may only have limited
potential for reward.

Willing to consider all potential delivery options and choose the one that is most likely to result in
successful delivery while also providing an acceptable level of reward (and value for money etc.).

Open

Eager to be innovative and to choose options offering potentially higher business rewards, despite
greater inherent risk.

Hungry

@
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Secure by Design, Secure by Default, Secure in Deployment @

I%] I%] * Doyou consider DPIA, Data sharing and processing agreements, Information Assets
=9 =® and Flows Register and Privacy Notice.

{@} * Do you have a Technical Design Authority to control changes and manage the
F:a introduction of new capabilities?

e Standing Financial Instructions - are DPIAs mandatory irrespective of budget
spend?

* Do you apply relevant terms in contracts — including services called off central
frameworks?
d * Do you follow NCSC supply chain guidance?

D e

~

Have you linked your information asset register to your contracts register to
enable ongoing monitoring and management?

¥
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Y
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Assessment Tools @

Several assessment models

o,

Key principles NIST

[ Independent assessment preferable to self
assessment

d Maturity based models identify baseline, gap and
ambition

d Assessment should be against holistic criteria,
not just technology based. Include:

* Leadership and Governance

* Enterprise Systems and Processes
* Technology

* People

* Supply Chain

Repeat to assess progress and inform strategy/plan
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NCSC CAF guidance

The Cyber Assessment Framework (CAF) provides guidance for organisations

responsible for vitally important services and activities.

Pages
NCSC CAF guidance

Introduction

NIS Introduction

CNI introduction

Cyber & stafaty
Introduction

NCSC & regulators

CAF - Principles and
guidance

Cybar Assessment
Framawork

fable view of principles
and related guidance
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CAF - Principles and Guidance @

[Objective A: Managing security risk ]

Appropriate organisational structures, policies, and processes are in place
to understand, assess and systematically manage security risks to the
network and information systems supporting essential functions.

[Objective B: Protecting against cyber attack ]

Proportionate security measures are in place to protect the network and
information systems supporting essential functions from cyber attack.

@
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CAF - Principles and Guidance @

[Objective C: Detecting cyber security events ]

detect cyber security events affecting, or with the potential to affect,
essential functions.

/‘\ Capabilities exist to ensure security defences remain effective and to

{Objective D : Minimising the impact of cyber security incidents ]

Capabilities exist to minimise the adverse impact of a cyber security

(IQJ incident on the operation of essential functions, including the

restoration of those functions where necessary.
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Performance Monitoring and Assurance @

* CURRENT THREATS

* PROGRAMME UPDATE

 KEY TRENDS

* LEGAL COMPLIANCE

* SUPPLY CHAIN ISSUES

« SPEND ON CONTROLS

* SIGNIFICANT BREACHES

L S € € £ < £ ¢

Example Information Security Executive Dashboard:

r/a

Enterprise Information Security Posture

Example assessment for each area:

Compliance & Data Protection
Control

Infrastructure - Applications

Governance & 3rd Party Vendor
Risk Management Risk
Legal & - Security Awareness

Regulatory & Education @ . e

Templar Executives
B e

© 2024 Templar Executives. All rights reserved.





Pillar 5. Exemplary Response and Recovery
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Board Role: Reputation and Trust @

v" Individual and Organisational Reputation

v Prepared and tested; Plans tested, lessons learned and updated BCP with

lessons learned

v" Committee Structure e.g. Include Legal, HR and Comms

v Reporting of progress — evidence and public publishing

v Stakeholder Management e.g. regulator, patients, employees
v" Board Assurance Frameworks

v" Media Training and Spokesperson

v Media and Crisis Management protocol with suppliers and partners
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Business Continuity Planning @

* Preparation and Plans to overcome serious Cyber incidents and

resume normal operations within a reasonably short period.

* Plans, policies and procedures in place, with roles and
responsibilities allocated and communicated - with clear Governance

and escalation.

* Plans tested, lessons learned and updated — a scheduled programme

- of activity in place.

e Assurance and public confidence - ‘lines to take’

* Reporting and Stakeholder Management

Co
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On Site and Off Site

Business Continuity for home workers
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Governance is Key






Lessons Learned: Redcar and Cleveland Borough Council Q

* Ransomware attack in February 2021.

Locked down current data and back-ups.

Struck when parents were waiting to hear which secondary school their children were to attend.

Cost £11.7m to rectify. Full restoration of council services took almost a year.

Watch the video: perspectives from IT, Business Continuity Manager, Communications and Managing Director.

https://www.youtube.com/watch?app=desktop&v=dooodX681HA&feature=youtu.be
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A Platform for Quality Services
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Tools to Take Away

H@

Templar Execuuves
© 2024 Templar Executives. All rights reserved.





Communication: Language is Important

“Scary Russian Cyber buffer overflow SQL injection ...
nobody cares, nobody in that Board room cares about that
stuff.”

It’s more about being able to say something like:

“We have 1 million records meeting the definition of
personally-identifiable information.

We know that they’re worth about $200 apiece if you’ve got
to clean up a data breach.

That’s $200 million in potential liability.

Can | have $50,000 for controls to reduce that risk in half?”

Source - https://www.sandiegouniontribune.com/news/health/story/2021-07-10/amid-increasing-ransomware-attacks-many-call-for-security-experts-to-become-boardroom-fixtures Q

Templa Execulives
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Board Curious Questions

Do you know your business critical information assets and what the
vulnerabilities are?

Have you assessed your cyber resilience and have: EQ lace
o ]
to address any issues? e

N

Have you set a risk appetite for.is \ 6 .yber and how data

is usesr &e .on?

Are informatioxn O\)‘ .nderstood and managed across the
O \\ .ion and supply chain?

Culture:is\ _r Security embedded into your structure, business
processes, policies, objectives and reward?

Do you lead from the top?

@
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Further Resources

??fl) THE
Omi "o CYBER Mphmone
O -0 RESILIENCE
o =0 CENTRE
(5 <!) :5 FOR WALES

The National Cyber Security Centre

Helpirg Lo ke Ui UK Ll sabes) place (o live and do Buginess arling

é%ﬁ"i National Cyber
ware | Security Centre

a part of G0

NCA
National Crime Agency

Information Commissioner's Office

National Cyber Crime Unit

o)

ActionFraud
s Ao W s (3w (vt Pryr oy Conibe A Foud i wveg ey ek
& & A" 0300 123 2040 W T 00 e e et

National Protective
Secu'rity Au'thonty ActionFraud is the UK's national fraud

The smsbes: may b wpert et e e

and cyber crime reporting centre e e
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Building resilience to national security threats
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Holistic Cyber Security Vision






Q & A and Thank You

Templar Executives

Cyber Security Resilience For Business

enquiries@templarexecs.com

Tel: 020 3542 9075
83, Victoria Street, London, SW1H OHW

http://www.templarexecs.com

@templarexecs
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Templar Executives: Further Support, including... @

Leadership and Governance

Board Training and Executive Mentoring

Support to develop/refresh Cyber Security Strategy

Review of Board level policies

NCSC Certified SIRO Training

SIRO mentoring and support

NCSC Certified IAO workshop tailored to client

NCSC Certified IAO elearning

Cyber Assurance Framework training, elearning (and implementation/assessment)
|G Suite of elearning e.g. GDPR/DPA 2018, DPIAs, SARs, FOI, Records Management

~

Operational / Technical

Cyber Security Awareness training e.g. NCSC Cyber Security and Hybrid Working
Cyber Essentials Plus Guidance

Review/Support: processes and technology for sharing information; network segregation; secure configuration; patch

management; logging solutions; Enterprise Architecture; Technical Design Authority

Cyber Security training for roles/transformation programmes; Cyber Security elearning for IT, HR, Finance, Procurement, Comms

Incident Management, Business Continuity and Crisis Exercises

© 2024 Templar Executives. All rights reserved.
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Templar Executives: Further Support, including... @

Information Flows N

Capture of best practice to promote Cyber safe solutions and innovation
Tailored workshops for key roles
NCSC Certified Cyber Security Awareness elearning

J
Supply Chain
Review of Cyber resilience in the supply chain, including procurement processes
NCSC Certified Procurement and Supply chain workshop tailored to client
Communication and Culture N
Cyber Security culture transformation guidance including development of communications strategies and related artefacts.
Communications and crisis media training
J
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Date of Risk Assessment Location of Hazard Task being risk assessed

Risk Assessment carried out 

by - PRINT NAME

Risk Assessment carried out 

by - ROLE DESIGNATION

Time Risk Assessment carried 

out

Assisted by Name and Role

25/03/2024 Online, internal systems Internal cyber attack Leanne James Emergency Planning Officer

Risk Assessment Shared with:

Chief Executive 

Remedial action required - if yes, please document below

All Departments to review their Business Continuity Plans to include cyber. Review completion to be 

signed off by Head of Service and training provided to all staff. Online Bobs Business Training  to be  

completed by June 2024, mandatory training by new starters and recorded by HR.Cyber Insurance 

to be considered.
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Risk 

No

Hazard Who might be harmed and how?

Likelihood

Severity

Score

Likelihood

Severity

Score

2

A Cyber attack affecting critical 

service functions.

Staff, Councillors,members of public 

Internal / External systems , 

reputational damage.

4 4 16

Coporate major incident plan updated to 

include key stakeholder contact details. 

.Internal Business to include Cyber 

attacks continunity plans signed off by 

Head of Service and reviewed 

annually/adhoc., ICT procedural plans 

and guidance reviewed and tested. 

Bobs Business and staff training to be 

completed by current staff and new 

starters and results recorded by HR 

completed 

3 3 9

Trust Gold Group, IT 

Senior Management, 

Heads of Department, 

All staff  

Monitored constantly Ongoing

Hazards

Who needs to carry 

out the action

When is the action 

needed by?

Completed date / 

time

Original Risk

Control Measures

Residual Risk
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