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In this report I will be covering on how moved towards the use of Cloud Computing and this will be covering on how this has affected the industry. Also, the different services which may be provided by the cloud or even services which should be considered by businesses to implement that would be beneficial for the user experience.
[bookmark: _Toc153504876]Cloud computing’s impact on the industry

Cloud computing has had a massive impact on the industry on how corporate businesses function as one of the main reasons that cloud computing has become relevant and relied and is becoming mandatory is that the ease of access which it provides users to have access of resources from anywhere and on any device which has the software of the application available. The due to the shift to cloud computing ease of access of the software information can be easily stored on the cloud for other users to access and to store meaning information is always backed up and losing data is unlikely to be lost as the cloud provides reliability to the users and not needing to rely on hardware storage device to hold data for years without failure. [2] Another huge factor which has impacted the industry is how effective collaboration has become due to cloud computing as users can create and upload documents for users onto the cloud for them to work on the document in real time, and due to this businesses are able to promote job roles for employees to work remotely and this can increase the participation levels for users to work on documents leading to the business having more fresh and new ideas as well productivity. [2] Another important factor which cloud computing has is the security and privacy as there are security practices which cloud computing offers such as protection against internal and external threats as one of the ways they overcome these threats is that it is always being monitored and if attacks are being attempted the users or business will be notified of these attempts from the software and usually bigger the business the more safety precautions are being placed to avoid attacks happening but going back to the software notifying the attacks being attempted it will provide reports on the vulnerabilities of the system which is majorly helpful for businesses to act fast to minimise or eliminate the problem.[1] And this factor has been a major impact to the industry because not only security measures can be placed internally in a business, but the services the business use have security measures placed ahead of time when the services have been purchased meaning less work for users to do and worry. It is very important that businesses make a shift towards the cloud as already many businesses have taken imitative in moving to the cloud and was heavily increased when COVID-19 was at a peak. [5]

[bookmark: _Toc153504877]The Challenges which Network Professionals need to face to the transition to the Cloud.
The job role of network professionals has changed to meet the requirements of the cloud as firstly, the network professionals will need to put a plan for the design of the cloud architecture as well for the implementation and due to this for some network professionals it can be a drastic change for them to fathom or even try to overcome, but as the cloud is increasingly becoming used it make sense for the implementation of cloud services as the architecture of the cloud ensures that scalability redundancy and availability is met with the architecture. [14] One of the challenges which may be met from using the cloud is that cloud services you usually get billed based on a usage charge, so network professionals would need to plan or organising the costs before implementing cloud services to the network to become a lot of cost efficient or even becoming more resourceful with what should be stored on the network. Another technical challenge which may be met by network professionals is that monitoring and optimising the network performance and they would need to understand the network configurations which are used and the reason to why they’re used and to tweak any adjustments to fit or to improve the allow the user to fulfil their experience. [15] But for network processionals it can be a tough learning curve for them to know the reasons for the adjustments or to even know the best solution which means they would most likely need to have a deeper look into the topic to fully understand. Another difficulty which network professional may face when making a transition to the cloud is that SDN (Software-Defined Networking) has become a major aspect to a cloud infrastructure as network professionals will need to learn the SDN principles to being effective when configuring the network.

[bookmark: _Toc153504878]How RESTful Web Services create these changes

The RESTFUL web services have been used as REST is an architectural style which is used to either create or enhance the performance, scalability and modifiability. As using REST API became so popular as one of the benefits is that it allows different web applications to communicate to each other even when the programming languages are different in the web applications. Another huge impact which using REST has made which is more related to cloud computing is that it is compatible with the Cloud which allows a huge flexibility to the users which are creating or enhancing the web applications becoming a lot more accessible and due to this the development and deployment of the applications can be released a lot sooner meaning a faster arrival time to the market keeping up with competitors. As well, thoroughly thought through designs and the implementation of the RESTful web services can improve the security from practicing the correct practices which are necessary, due to this it can make it an extra barrier for attackers to try to overcome the encryption to get access to the core of the RESTful web service applications on the cloud. Another way RESTful webservices have made the benefit to the cloud is that the RESTful webservices allow cross-platform when in development, meaning they different devices and operating systems are able to run applications meaning there is a wide range of compatibility when developing the applications and a high room for flexibility for users.[16] RESTful web services also make it mandatory for authentication between the cloud services as it is crucial that sensitive data isn’t easily accessible for others without the correct authorisation or even resources which can affect the development in applications. Service integration is used in RESTful webservices as they integrate different cloud services and components, and this allows businesses mesh different builds and put them into one combined build, and this is helpful as multiple of cloud services are being used this allows for a more in depth build which can include more information.
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SDN also known as Software Defined Networking has been relied on heavily by the industry because it holds a lot of benefits and out ways the negatives which are included. As one of the drawbacks to the change of SDN is that the employees will be forced to adapt to a new way of doing tasks by using SDN. But as there are many benefits of using SDN in a business, one of the benefits which are identified is the scalability which it provides to a business, as businesses can grow and this is more likely to businesses which have other locations which are based in different areas in the country or world and due to SDN it makes it a lot easier for businesses to expand and manage their networks and this is due to the architecture of SDN as it separates the control plane and data plane as it makes it easier to breakdown the network due to complexity. [7] A benefit which makes it easier for the adaptation for network engineers is the network programmability as it allows the network engineers to monitor and program the behaviour of the network using API’s meaning it is a lot easier to adapt when a business is implementing changes which are required to be changed by the network engineers. Another reason why businesses rely on SDN is that as businesses are starting to use and adapt with cloud computing, as SDN can efficiently integrate with the cloud as the resources which are used in SDN can easily be managed in the cloud, as managing a network with SDN controller is a software entity meaning it is the core of the architecture and its purpose is to communicate with networking devices which are present in the data plane and then this decides how to handle the network traffic depending on the overall network policy and having the SDN on the cloud can make it a lot more accessible to access the resources. [13] SDN is also heavily relied on because for the network security which it provides more control for the network engineers and a lot more coverage when monitoring over the network traffic and both of these features are important as network engineers can look back prepare a plan in place for implementing security policies which need to put in place if there are certain areas which do not meet the requirements of the network and the centralized management of security policies will drastically be improved and the centralized management of the network acts as the backbone of the network and if the security is weak and easy to intrude it can become detrimental for the network. Another feature which SDN provides which I mentioned before is that it provides centralized management and centralized management provides a view of the network from a more in-depth view and this allows the network engineers to inspect and manage the network resources from a singular point. Centralized management also enhances the visibility and from this it makes it easier for the network engineers as the network management tasks will now be simplified as there is more visibility for them to view the network. [12]

[bookmark: _Toc153504880]Standards JSON and REST
The standards json and REST are selected by businesses to be used as firstly, json is a language-agnostic data format and due to this the json can communicate seamlessly with systems which have been developed in different languages. Another reason why businesses may opt in JSON is that the syntax for JSON Is very simple for humans and computers to read and write, due to simplicity of JSON employees will be able to adapt to the JSON a lot quicker and development on software can be produced or modified easily due to the simplicity. [8] REST API uses a set of operations which are already made in which the user does not need to create, the operations which are premade are GET, POST, PUT and DELETE and due to this it provides the user a consistent set of operations which the user can follow when adding, moving or deleting data in the software. [9] Also REST API are designed to be loosely coupled which means individual components can evolve independently without causing any affects to the system and due to the components being able to evolve induvial they do not need to be updated at the same but can be updated at different times. [6] Another reason why businesses would use the standards JSON and REST is the tools and libraries which are available, as there is a widespread of tools which can be accessed for these standards it makes it far easier for the users to develop software and simplifies the development the product to work at the end of development. [11] As well with JSON and REST they both are provided with a large community which uses these standards and due to this information and practices are sharded amongst others to improve or fix problems with the development in software and improves the result of the software. [10]

[bookmark: _Toc153504881]Conclusion 
To conclude the essay the overall purpose of this report was to cover on how cloud computing has affected the industry with businesses moving to the cloud and why using cloud services is the future the different services which complement the cloud or enhance the experience for the users. Relating back to the introduction I think I have covered the points which were necessary for this report and gave the reader an understanding for my objectives for this report. 
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