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[bookmark: _Toc135344139]Transmission Control Protocol
TCP, or transmission control protocol, is one of the primary protocols used when transmitting data over a network. When both the TCP and Internet Protocols, or IP, are used together, they are able to carry out two different functions that work in at the same time. IP is responsible for dealing specifically with data packets, and TCP is used to establish a stable connection between two hosts in order for them to be able to exchange data over a network. TCP is also able to guarantee that the packets that are delivered over the connection are going to be received in the order that they were sent in. (1) This is done by ensuring that the data that is being exchanged is not damaged, lost, duplicated, or delivered out of sequence. (2) As a result of this, TCP tends to be slower at transferring data as a result of it ensuring the data is received in the order it in sent in, whereas UDP, or user datagram protocol, is quicker, less reliable, and connectionless. (3) UDP is used in instances where data must be delivered in real time, such as in a video game, using Voice Over IP (VOIP) communications or in a DNS (domain name system) server for mapping domain names to IP addresses. (7)	Comment by Andrew Green: How?	Comment by Andrew Green: No need to discuss UDP here.
Features of TCP include how it uses a segment numbering system by keeping track of the segments that are being transmitted over a network and assigning a number to each segment. Some other features of TCP are that it has flow control which is used to limit the rate at which a user can transfer data over a network, error control to be able to reliably transfer data, and congestion control for monitoring the amount of congestion on the network and the amount of data that is being sent by a specific user. (4) 
TCP has its own model that combines different processes of the OSI model into single tasks. For example, the TCP model combines the application which allows for access to the network’s resources (5), presentation and session layer into a single layer called the application layer. The transport and network layers remain separate and are used for providing a reliable method pf processing message and error delivery and moving packets from a source to a destination respectively. (5) Finally, the data link and physical layer of the OSI model are combined into the network access layer (6) which is responsible for the transmission of data between two devices on the same network. (5)	Comment by Andrew Green: Fine, reasonably compared but not explained in terms of purpose.
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TCP is used across a wide variety of different types of applications, such as text communications, file transfer Protocol (FTP), Hypertext Transfer Protocol (HTTP), and Simple Mail Transfer Protocol (SMTP). TCP is used across all of these different types of applications due to its ability to consistently deliver the complete set of data that was sent by a user, some of this data could include passwords or other forms of identification which is why it must be intact when it is received. This is something that UDP is not able to carry out to the same extent due to how UDP does not carry out error checking. (7)	Comment by Andrew Green: To an extent
Some advantages of using TCP include how it contains flow control, error control and congestion control in order to attempt to optimise the amount of traffic being sent over a network so there is as little strain as possible on a network, and also to ensure that the data being transferred is received in the same order it is sent. However due to TCP ensuring the network is not being overloaded and that the data is received correctly, it causes TCP to be slower compared to UDP, but this is a worthy trade-off in many cases. (7)
TCP uses something that is referred to as a three-way handshake which is the process of communication between multiple devices over a network and how a TCP connection is established. The three steps involved in the three-way handshake are as follows: (8)
· SYN (Synchronise) – The client tries to establish a connection to a server and sends a TCP packet with SYN which will inform the server that a client is going to start communication and with what sequence number it begins the segments with.
· SYN + ACK (Synchronise + Acknowledgement) – The server makes a response to the clients request with a SYN-ACK. The ACK confirms the response of the segment that is received, and the SYN shows with what sequence number it is most probable to start the segments with.
· ACK (Acknowledgement) – Client acknowledges the response that the server gave, and both establish a connection to begin the transfer of data.	Comment by Andrew Green: Fine, 3 way handshake is described.
The importance of how data must be received in the same order it was sent can be represented by the two generals problem. This problem refers to how two generals need to coordinate an attack against their opponent, however they are only able to communicate through a messenger that might get lost or deliver the message late. As a result of this, neither general can guarantee each message is being received on time or at all. This means that if either general decides they should attack without the confirmation of the other, they run the risk of attacking by themselves or at a different time to the other general, and thus losing the battle. In addition to this, if either general wait for a response from the other, they also run the risk of missing the opportunity to attack. This creates a difficult situation as neither of the generals are able to guarantee the ability to coordinate an attack due to the inconsistency and unreliability of the message delivery. (9) As a result of this problem, it shows the importance of how reliable message delivery and how TCP can help deal with these issues however does not completely solve them either.
	Comment by Andrew Green: Fine, reasonably related although perhaps starting with this would have been better.
[bookmark: _Toc135344140]Impact of MTU Size on Transfer of Data
In the event that data packet is sent over a network of connected device by using TCP and without fragmenting the data, there is a limit to the amount of data that is able to be sent over a single packet, and this value can be measured using the maximum transmission unit (MTU) and is able to be determined using the underlying network technology and can be configured on devices like a router or a switch. If a packet exceeds the maximum transmission unit, that data packet will be fragmented into a multitude of smaller data packets to be transmitted over the network and then reassembled at the destination of the data. As a result of the fragmentation, it could also cause additional processing and network traffic which can have a considerable impact on the performance of the network. The maximum transmission unit is usually measures in bytes and it can also vary depending on what network technology is being utilised, such as using Ethernet which has a maximum transmission unit of 1500 bytes, whereas some wide area network (WAN) technologies can have a maximum transmission unit of 9000 bytes or even higher. (10) (11) The maximum transmission unit impacts the transfer of data by allowing the operating system to send fewer data packets when the maximum transmission unit size is high, while also being able to reach a similar network throughout as using a smaller maximum transmission unit size. Having a larger packet size means that the amount of processing required is reduced considerably as the packets will not need to be defragmented when they reach their destination, however this will have little impact if the workload sizes are small, and the workload must allow for larger messages to be sent for it to have any considerable impact on the transfer of data over the network. (12) 	Comment by Andrew Green: Correct
A protocol data unit, or PDU, is the name for the information that is stored on each layer of the OSI (Open systems interconnection) model, it contains information that is specific to a certain protocol. The protocol data unit name within the application, presentation and session layer is known as data. In the transport layer it is called a segment and contains the TCP/UDP headers and port numbers. The network layer it is called a packet and contains the TCP/UDP headers and IP addresses of the sender and receiver. The data link layer it is called frames and contains MAC addresses and physical addresses of the sender and receiver and in the physical layer it is known as bits and is made of zeroes and ones. (13) IP fragmentation could be beneficial to the transfer of data over a network by segmenting a large IP datagram into several smaller pieces of data. Fragmentation is necessary to do when an IP needs to send a packet that exceeds the maximum transmission unit of a network. However, due to this fragmentation it could mean that the data might not arrive at the destination as it was sent as a result of lost or out of sequence data. (14)
	Comment by Andrew Green: A diagram would help here.	Comment by Andrew Green: Not over TCP
[bookmark: _Toc135344141]Synchronicity and Asynchronous
Synchronous and asynchronous communications are two of the primary methods of communication that occur between devices on a network. A synchronous data transmission is where data is sent in a continuous stream while being accompanied by timing signals. The timing signals are used to make sure that the data transmitter and the receiver are both synchronised and that both communications are received without an interval in between. Asynchronous data transmission sends data between two devices using a flow control method and only allows for 8 bits of data to be sent at any given time, as well as having a start and stop bit, adding up to 10 bits total. Asynchronous data transfer does not use a clock system to synchronise the data between the two devices. (15) Both types of communication are used across a wide range of different types of applications in different industries. Some examples of applications that make use of synchronous data transfer include video and/or voice chat, telecommunications and transferring large files. Examples of applications that use asynchronous data transmission include email, forum websites and radios. The primary differences between the two different methods of communication include how synchronous transmission is considerably faster than asynchronous, this is because the traffic load is comparatively higher when using asynchronous transmission. However, it is also more cost effective to use asynchronous transmission as synchronous transmission is more complicated. (16) Asynchronous transmission is good that it is a highly flexible way of communicating data, it helps the user transmit signals from different sources that have different bit rates, and it is simple to implement. Asynchronous transmission also only allows for the transmission of data to continue when the byte transmission is available. However, the issues with asynchronous transmission are that requires the additional start and stop bits which can result in a slower rate of transmission on the data over the network. Timing errors might also take place during asynchronous data transmission as it is difficult to be able to determine the synchronicity of the data. The advantages of synchronous data transmission are that it allows the user to send large amounts of data at once, as well as being able to send data in real time between multiple devices that are connected over a network. Each byte is also sent without a gap between the following byte, and it also reduces the timing errors found when the data stream is not synchronised. However, some of the issues with synchronous data transmission include how the accuracy of the data that is received depends on how accurately the receiver can count the bits. The transmitter and the receiver also need to be able to operate at the same time while also achieving the same clock frequency. (15)	Comment by Andrew Green: Fine.	Comment by Andrew Green: Radios?
The I/O, or input and output, dispatch models are different methods that are used to handle I/O operations, these models are also used to determine how the operating system will manage and schedule different I/O requests from different devices. The different types of I/O models include the blocking, the non-blocking, multiplexing, signal driven, synchronous, and asynchronous. (17) The blocking model is used when the client attempts to make a request to connect with a server, and the thread that handles the connection is blocked the thread from doing anything until the operation has been completed. The non-blocking model uses a single thread to handle one or more concurrent connections. (18) The multiplexing model is used for telling a kernel whether one or more I/O conditions are ready, such as whether data is ready to be read or if a descriptor is able to take more output. The signal driven is used to tell the kernel to notify user process with SIGIO (signal input and output) signal when the descriptor is ready. Asynchronous I/O model works by telling the kernel when it should start an operation and notifies the process when it has been completed, whereas signal driven tells the process when it has been initiated. (19) Finally, in the synchronous I/O model, a thread starts an I/O operation and then enters a wait state until the I/O request has been completed. (20)

[bookmark: _Toc135344142]Interoperability in Network Applications
Interoperability is the ability for different types of systems, devices, and applications to be able to communicate using a meaningful and coordinated method, while also having little to no involvement with the user. The functions of components that can be used in an interoperable manner include having data access, data transmission, and cross organizational collaboration. Using interoperable components means that organisations are able to obtain a higher operating efficiency and a better holistic view of their information. There are different types of interoperability, these include syntactical interoperability, semantic interoperability, and cross domain or cross organisational interoperability. Syntactically interoperable systems are able to communicate using compatible format protocols. Tools that use syntactic interoperability use standard formats such as XML or SQL. (21) Semantic interoperability is where the data that is exchanged between multiple systems is interpretable to each system involved. The information that has been exchanged would also be more meaningful as semantic interoperability requires results that are useful and defined by the users of the system. (22) Cross domain or cross organisational interoperability refers to the standardised practices, policies, foundations, and requirements of different systems. It also refers to the non-technical aspects of an interoperable organisation. (21) 
Interoperability is able to be achieved in two different ways, by either having two different networks to confirm a common protocol standard, or by determining a standardised interface in which each network must adhere to or have a gateway that will translate the data that is transmitted over two different protocols. (20) Achieving interoperability makes sure that the data that is being transmitted between devices is understood across the network even if different protocols are being used to transfer the data. Interoperability can be achieved at different points in the development process by using a wide range of methods. The first that interoperability can be achieved in is before a standard is implemented, achieving interoperability at this point will reduce the number of issues that could be encountered during the process of implementation. The issues that could arise at this point in development can include the use of proprietary standards and structures that are becoming increasingly more complex with each iteration. The next stage is focusing on an appropriate standardised approach, this is done as interoperability can be achieved in a multi-network and multi-service environment. The specifications of these standardised approaches must also cover the architecture, requirements, and the protocols that are used. The final stage is testing, which is done to ensure the equipment and the network conforms to the standards that have been established. (22) Despite the importance of implementing interoperability for a standardised method of communication across devices on a network, it also comes with its own challenges when going through the process of implementation. Some of the challenges include the increased cost that comes with implementing interoperable network and applications, as well as the complexity of achieving and managing network compatibility. Interoperable networks and applications also require more power to compensate for being able to provide backwards compatibility for different protocols and standards. (23)
	Comment by Andrew Green: 2733 words - within 10% of the word count but with room for more detail.
[bookmark: _Toc135344143]Task 2

Introduction
The application that has been created is based on rock paper scissors, where both players will make a choice consisting of the aforementioned objects and the winner is determined based on which object beats the other, for instance paper beats rock but scissors beats paper. This application consists of a client which will be playing against a server. The application was built using the console .NET application framework. The Sockets package that comes included with the .NET framework was used in order to be able to establish a connection between the server and the client to achieve the transfer of data between the two using TCP. The Sockets package was also used to access the SocketException which is thrown when a socket error would occur such as when the server is not active, and the client attempts to connect to the server. The SocketException helps considerably when it comes to narrowing down the problem in the event the application would crash as a result of a socket error. The System package was also used as it provides access to the console and the methods that are used to interact with it, such as reading and writing to the console. Another package that was used was the System.Net package, which provided access to the necessary tools for developing a networked application, such as the IPAddress and IPEndPoint data types. These data types were necessary for the client in order to be able to connect to the server and for them to exchange data. The integrated development environment (IDE) that was used throughout the development of this application was Visual Studio, this is because it comes with support for C# by default as well as having the .NET framework built in as well. A console application was also chosen as there was no requirement to have a graphical user interface (GUI) for this application, as all of the data that was required was exchanged using text and nothing else. However, the lack of using a user interface greatly limits the possibility of expanding upon the applications due to how much more simplified the development process is for console based applications as opposed to an application that has a GUI framework such as Microsoft Forms. Comments have also been put in for each significant block of code explaining the function it carries out and whether it is communicated with the server or not, this has been done so that should there be a possibility where these applications are revisited in the future, the comments will give a good idea as to what everything does without the developer having to determine the function of each block of code themselves.	Comment by Andrew Green: WALOR
Requirements
There is data that was required to achieve the desired functionality of the application and for the game it is designed to play. From the beginning, the application must have the port number that the application will be listening to, as well as the IP address the server will be hosted on and the client will be connecting to. Both the port and IP address will be combined into an IP end point which is what will be used for the client to connect to the server. The next bit of data that was used in the application, despite not being strictly a requirement, is the name that the client is prompted for, which is sent to the server and displays that user has connected to the server using the name they provided. Another piece of data that was used was the client and the server’s choice of either rock, paper, or scissors, which was necessary to be able to determine the outcome of the game, between the server or client winning, or the game being a tie if they both chose the same option. In other to be able to send both the name of the client and the choice of the client and the server, a new byte array buffer was created and encoded, and is then send exchanged over the connection using the send() method that comes with the Socket class. In order for either the client or the server to receive any of the data, a similar technique is used where a byte array buffer is created but instead of using the send() method, the received() method is used and the data is then decoded and turned into a string so that it can be printed to the console. Both the server and client’s choice are then exchanged in order for the winner to be determined.	Comment by Andrew Green: Reason for selected buffer size?	Comment by Andrew Green: Reason for using the blocking methods rather than the async??
Application Logic
Flow charts were created in order to give a visual representation as to how the application was going to function from start to finish. This was done to show each necessary step in both the server and the client for them to be able to communicate with each other and exchange the data that was required for the application to function. The steps are laid out in order of what needs to be done first, such as the client connecting to the server before asking the user the user to input any data, as without a connection to the server, none of that data would be sent to the server. The data that is being exchanged between the server and the client must also be created before the exchange takes place, such as the client giving their name before it is sent to the server.	Comment by Andrew Green: 903 words - within 10% of the word count.
[image: A screenshot of a flowchart

Description automatically generated with medium confidence][image: A diagram of a server

Description automatically generated with low confidence]

Application Demonstration
https://www.youtube.com/watch?v=pjU_GevZpfw
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