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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

Jaromir Pauer
University of Wales Trinity Saint David
Computer Architecture and Networks (ACCD4001)



Introduction.
The aim of this report is to examine various features of the Internet Protocol, Version 6 (IPv6) and identify systemic improvements, especially on the earlier IPv4 version. The report will address issues such as expanded addressing capabilities; header format simplification; types of addresses, auto configuration, and related security issues.


The exponential growth in demand for internet addresses has resulted in the IPv6 Protocol, which is gradually superseding IPv4 Protocol. The IPv6 incorporates a 128-bit addressing space that can deliver 340 undecillion unique addresses, which outperforms the 32- bit, or over 4 billion unique combinations of the IPv4 standard  [1]. The Greater addressing capacity of  IPv6 is facilitated by the use of hexadecimal values. It is likely that many users will continue to rely on the Network Address Translation (NAT) standard whilst they manage the transition from IPv4 to IPv6. However, the multiplicity of IP addresses made available by IPv6 will in time make NAT redundant as there will be no need for it to connect numerous internal end-devices to one or a small number of public facing IP address. Do the expanded addressing capabilities provide additional security? The official view is that brute force address scanning attacks remain infeasible [2], although this is not an absolute answer to the question posed. Regrettably, the attackers have met the addressing challenge of IPv6 by attacking IPv6 address patterns, which is an issue that is considered later in this report. What is concerning is that the authorities believe that scanning attacks on IPv6 will become more sophisticated in the future [2].

The simplification of the header format is based on the principle that only information necessary for every IPv6 packet should be set out in the IPv6 header, which has a fixed length of 40-bytes. Optional IP information is incorporated in the extension headers. The IPv6 header has been reduced to 8 fields, compared with 12 in the IPv4 version, and the number of fields that need to be processed by an intermediate router has been reduced from six to four [3]. This streamlining of the header format has increased efficiency, reduced bandwidth and reduced processing costs. As most packets are processed through the main header, the additional costs of using the extension headers are confined to a small proportion of the whole traffic [3]. 
Most IPv6 extension headers are not examined or processed by any router during a packet’s progress until it reaches its destination, which also improves efficiency [4]. IPv6 stipulates that extension headers can now be of varying lengths and the number of options conveyed in packets is no longer confined to forty bytes. IPv6 provides the flexibility to add further options to the extension headers [5].
IPv6 and IPv4 both make use of Unicast and Multicast types of addresses, which are means of sending packets from a host to either a single host or from a host to a selected group of hosts respectively. Additionally, IPv6 introduces a new feature known as Anycast, which can be assigned to multiple devices (Introduction to Networks,p364). Essentially, Anycast is a network addressing and routing method used in circumstances where there are multiple routing paths available to a number of different nodes that share the same IP address. Routers perform a process whereby a node is selected on the basis that it is the most efficient to use as it provides the optimum pathway for the packet to take, after taking into consideration matters such as distance, number of hops, cost of the activity, speed, or congestion  [6]. Any-casting is often utilised to balance traffic loads between servers that are geographically separated. The advantages of Anycast include speedier connectivity, economy and load spreading. Additionally, it is frequently deployed to mitigate or localise the impact of Distributed Denial of Service (DDOS) attacks [7]. On the other hand, the efficiency of Anycast has been questioned by a study that found that it did not always route packets to the nearest nodes, even when these were the obvious choices [8].
IPv4 did not include a straightforward auto configuration capability [9], but this deficit has been addressed in IPv6 Standard 2462 [10]. In accordance with the standard, auto configuration of addresses and certain other information can be achieved through a Stateless mechanism, Stateful mechanism, or a combination of the two. The standard sets out how the Stateless auto configuration approach can facilitate the generation of Link-Local, Site-Local and Global addresses. What is especially useful is that the Stateless mechanism can be used to connect to the internet without the assistance of a Dynamic Host Configuration Protocol (DHCP) server [11].  However, the host does obtain interface addresses or other information from a server if it is determined that the Stateful mechanism should be used [12]. In certain circumstances it will be appropriate to use both the Stateless and Stateful mechanisms for auto configuration, for example the former to configure an address and the latter to gather other information [12]. In the absence of a router the host can only produce Link-Local addresses. The use of any Link-Local address is confined to communicating with other devices on that local link (Introduction to Networks,p366). The standard also sets out how IP addresses can be renumbered and reallocated. A problem has occurred regarding mobile equipment used at numerous locations. The constant nature of the interface Identifiers, which are part of the IPv6 Stateless configured IP addresses, can potentially be a means of tracking network activity, exposing the type of hardware being deployed and disclosing the user’s online activity. Such security concerns are addressed in Standard RFC 4941 [13], which introduced an algorithm for Privacy Extensions. The standard provides temporary addresses that alter at regular time intervals. However, operators are aware of the vulnerability of the algorithm referred to in RFC 4941 and are therefore using random numbers instead to provide sufficient security protection to their mobile users [14]. Indeed, earlier this month the authorities issued draft protocol ietf-IPSec-v6-21, in which they acknowledged that this security risk remains a real threat, pp5 and 6 [15]. The security of addresses therefore remains a concern.



Conclusion.
Clearly the availability of a greater number of IP addresses is invaluable in an age were consumer demand for these is on the increase. There is evidence that various IPv6 features have increased efficiency, reduced costs and effectively eliminated certain security risks. However, network attackers are ingenious people who have responded to IPv6 developments by devising new ways of attacking the system. It is clear from official documents, referred to in this report, that the authorities remain concerned about the level of security offered by the IPv6 standard. 
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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