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1. Executive Summary
Ransomware has become one of the most disruptive cyber threats faced by modern organisations [3], [4]. It works by encrypting critical data and demanding a ransom payment for its release. One well-known example is CryptoWall, a ransomware Trojan that caused significant financial losses to businesses worldwide [1], [2].
This report explains what ransomware is, examines CryptoWall as a case study, and recommends a practical backup strategy that ensures business continuity. The strategy follows the “three different places” principle [8], which protects company data through multiple, secure storage copies. The aim is to help management understand the risks and implement safeguards that can prevent a single cyber incident from halting operations.


2. Introduction: Understanding Ransomware
Ransomware is a form of malicious software designed to block access to a user’s files or systems until a ransom is paid to the attacker, often using cryptocurrency to hide their identity [3]. In some cases, attackers also threaten to release stolen information publicly, a tactic known as double extortion [9].
For a small company, the consequences can be devastating. Beyond data loss, ransomware can cause long periods of downtime, customer distrust, and legal problems if personal data is exposed [4]. Most attacks begin with phishing emails, infected attachments, or outdated systems that allow attackers to gain access unnoticed [6].

3. Ransomware Overview
Ransomware attacks follow a predictable pattern. Attackers usually gain entry through phishing or exploiting unpatched software, then silently encrypt files, network drives, and backups [3], [5]. Once encryption is complete, a ransom message appears demanding cryptocurrency in exchange for a decryption key.
The impact extends beyond file loss. Many ransomware operators also steal data before encryption, threatening to leak it publicly if the victim refuses to pay [9]. This “double threat” approach increases pressure on organisations to pay quickly. For small companies, such incidents can lead to severe financial and reputational damage [4].

4. Case Study: CryptoWall Trojan
The CryptoWall Trojan was one of the first large-scale ransomware threats, emerging around 2014 [1], [2]. It spread through phishing emails, malicious advertising (malvertising), and compromised websites [7]. Once installed, it encrypted files using strong cryptography and displayed a ransom note demanding Bitcoin payment.
CryptoWall also deleted Windows “shadow copies” — local backups automatically created by the system — making it much harder for victims to recover their data [1]. Later versions of CryptoWall even renamed files and changed their extensions to disguise them.
The lesson from CryptoWall is clear: once ransomware takes hold, recovery without secure backups is extremely difficult [2], [3]. Even though CryptoWall’s activity has declined, many modern ransomware families, such as REvil and LockBit, still use the same core techniques [9].

5. Backup Strategy: The “Three Different Places” Rule
The most effective protection against ransomware is a solid backup plan. Experts recommend the “three different places” approach, meaning there should be three separate copies of data stored in distinct locations [8].
1. Primary (live) copy: this is your day-to-day working data stored on company systems.
2. On-site backup: a local backup kept on a secure device (such as a NAS) for quick recovery after accidental deletions or hardware issues [5].
3. Off-site or cloud backup: a separate copy stored in the cloud or on removable drives kept off-site, ideally with immutability enabled so that ransomware cannot modify or delete it [8].
These layers of protection ensure that even if ransomware encrypts the main system, or a physical disaster occurs, your company can still restore operations. Regular testing of these backups is vital; a backup is only useful if it can be restored [4].

6. Disaster Scenarios and Recovery
Every business faces the possibility of losing data, whether through a cyberattack or something as simple as human error. A well-planned backup system helps the company recover quickly and avoid major losses when things go wrong.
The most serious situation is a ransomware attack, where files are encrypted, and staff can no longer access their systems [3]. If this happens, the affected computers should be disconnected from the network immediately to stop the infection from spreading. Rather than paying the ransom, the company should rely on its secure, off-site or cloud backups created before the attack [4], [8]. After cleaning and rebuilding the systems, data can then be safely restored and operations brought back online.
Hardware failure is another frequent cause of downtime [5]. Servers or drives can fail suddenly, but having recent on-site backups allows rapid restoration of data to new hardware or virtual machines, keeping disruption minimal.
Accidental file deletion is also common and usually caused by human error [5]. Versioned or daily backups make it simple to recover the previous copy of a file within minutes.
Finally, physical damage or theft—such as fire, flood, or burglary—can destroy computers completely [4]. Having off-site backups ensures that data remains safe and can be restored onto new equipment, allowing the business to continue with minimal disruption.


7. Incident Response and Prevention
If ransomware strikes, the first step is to isolate infected systems and disconnect them from the network [3]. The next step is to preserve evidence and contact cybersecurity professionals or law enforcement.
Paying the ransom should always be a last resort, as there is no guarantee that files will be restored and it may encourage further attacks [9].
Prevention is equally important. Keeping software up to date, training staff to recognise phishing attempts, and enforcing multi-factor authentication can all significantly reduce the risk [4], [6].
Regular staff training is one of the most effective ways to reduce the risk of ransomware. Many successful attacks start when an employee clicks on a fake email or attachment. Holding short awareness sessions, using simulated phishing exercises, and promoting a “think before you click” culture can dramatically cut the number of successful infections [4]. In addition, maintaining strong password policies, automatic updates, and reliable antivirus tools ensures that even if a mistake is made, the overall system remains resilient.

8.Practical, short-term actions you can implement this week (prioritised)
1. Ensure offline/off-site backup exists and is recent — rotate one offline copy off-site.
2. Ensure critical accounts (backup admin, cloud consoles) have MFA and unique passwords.
3. Patch exposed services and close unused remote access (RDP) ports; enable network segmentation for servers.
4. Start daily backup verification and schedule a restore test for one server.
5. Subscribe to a managed endpoint protection with ransomware detection and EDR alerts.


9.Limitation and future considerations 
While no backup or recovery plan can completely remove the risk of ransomware, understanding potential weaknesses helps organisations improve. Future strategies may include the use of immutable cloud backups, automated patching, and AI-driven monitoring systems that detect ransomware behaviour before it encrypts files. As threats evolve, small businesses must treat cybersecurity as an ongoing process rather than a one-time investment.
10. Conclusion
Ransomware such as CryptoWall shows how a single cyberattack can bring an entire business to a halt [1], [2]. The best defence is not only to prevent infections but to prepare for recovery. By following the “three different places” backup rule [8], regularly testing backups, and maintaining strong security practices [4], [5], a small business can recover quickly and avoid paying criminals for access to its own data.
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