1.  
The Nist cybersecurity framework (National Institute of Standards and Technology) Is a set of standards provided to private sector businesses to ensure safeguarding of sensitive digital information.
To accomplish this the cyber security team involved will follow a framework to ensure the implementations are efficacious. The framework includes the following:
Stage 1- Identification 
During the identification stage the teams involved familiarise themselves with the business building an understand of the core assets and resources, these include.
· Asset management.
· Risk assessment.
· Supply chain risk management.
· And the overall business environment	
This stage is incredibly important to the overall framework as creates the initial understand and ability to plan the future steps. What is the NIST Cybersecurity Framework? | IBM
Stage 2- Protection
At this stage, the focus is on controlling and limiting the effect of cybersecurity risks. The measures implemented can include.
The CSF 1.1 Five Functions | NIST
· Identity Management and Access Control (both physical and remote access)
· Delivering workshops or training to improve awareness.
· Implementing new procedures regarding data security and privacy.
· Providing regular maintenance to machines ensure device security.

Stage 3- Detection
The main goal of the detection stage is to easily recognise the occurrence of a                        	   cybersecurity event in order to make any necessary resolutions. Ways of 	        	   achieving this include.
· Ensuring anomalies are discovered and then investigated highlighting their level of impact.
· Continuation of previously implemented processes to improve understanding of anomalies and how to detect them.

Stage 4- Response
The overall theme of this stage is to respond to any events quickly and reduce          the levels of impact. The importance of appropriate response is communicated, and new procedures are implemented these may be.

· Taking measures to ensure all cybersecurity events are followed up on and any processes are executed.
· Mitigation talks and measures are explored to avoid any expansion of an event or further events.
· Meetings or further workshops may be held to improve from mistakes and avoid similar risks.

     Stage 5- Recovery

The final stage is based on the recovery of the organisation and the ability to maintain the NIST framework in future. This is also the time to bring any services or processes that the organisation lost due to the impact. Ways of achieving this are.

· Implementation of processes and improvements based on events and reviewing any current strategies and how efficacious they are.
· Communications with internal and external stakeholders are conducted and staff are followed up with.

Following these steps not only allows an organisation to improve their overall understanding of cybersecurity but implements a framework that is recognised worldwide, allowing for implementation and recovery strategies to be achieved with ease. Why Use the NIST Cybersecurity Framework? | Scarlett Cybersecurity Services









2.
Reconnaissance is the initial stage of any cyber security attack, during this initial stage information is extracted about the target. “This includes details like the target’s infrastructure, employees, technology stack and potential vulnerabilities.” The Cyber Kill Chain: How To Map And Analyze Cyber Attacks - Kraven Security
Nmap is a prominent tool used in the reconnaissance stage, its main use is to discover holes or potential entry points for cybercriminals, also known as penetration testing. Nmap accomplishes these tests by sending packets to system ports and recording their responses. The responses are then used to identify which ports are open and which are filtered or unfiltered. From there an organisation can react appropriately and decide if they need to remove or block access to certain devices or users, monitor which devices are being used and their locations. What Is Nmap, Why and How to Use It? - MS Cyber Security
WireShark is also another prominent tool used during the reconnaissance stage, similarly to Nmap it also based on the analysis of packets which allows organisation to make educated changes. WireShark captures packets by listening to the network in real time, this can also be done on a large-scale capture copious amounts of communications at one time. It is then presented to the user where filters can be used to focus on certain sets of the data found. It can then be used to focus on any suspicious communications, visualising patterns of influxes of network traffic which is also analysed and used to create appropriate changes to the organisation and as a result lowering the potential risk of attacks due to the increase of security provided by the changes. What Is Wireshark and How to Use It | Cybersecurity | CompTIA


WannaCry, is a form of malware used by cybercriminals who target users of the Microsoft Windows Operating System. It uses encryption to either lock valuable files so you can no longer access them or lock you out from your computer entirely, once this step has been accomplished the attacker will then demand a ransom usually in the form of cryptocurrency for your files/computer to be restored. Effective ways of mitigating this involve keeping operating systems up to date, and updating software regularly, avoiding suspicious links and or downloads and one of the most effective backing up your data to the cloud or another place of storage such as a USB, this would make the attackers vendetta useless as you would still have access to the data, they are gatekeeping. Ransomware WannaCry: All you need to know (kaspersky.co.uk)
NEED TO DO TELERAT Android Trojan Leverages Telegram for Data Exfiltration - SecurityWeek


Phising attacks are a common way that cyber criminals extract information for individuals they are usually preformed on a large scale by sending out deceiving communications to the population and hoping that someone will release information or transfer funds, Whaling is a type of phising attack that follows a more sophisticated approach and instead specifically targets people of a higher status in an organisation such as a CEO, these people usually have larger access to sensitive information which makes it ideal for the cyber criminals to target. As mentioned earlier on these attacks are more sophisticated and therefore can be highly deceiving and the preparators may even been impersonating someone else. To avoid or minimise the impact of these Whaling attacks have, an organisation may try to include:

· Multi-Factor Authentication (MFA) by using this even an account is compromised, the user will not be able to access the system as a second authentication is required.
· Installing Advanced Malware Protection (AMP), to produce a multi layered security solution to the organisations email.
· Producing regular training or education sessions regarding data and cyber security.

What Is A Whaling Phishing Attack? - Cisco

Another example of a Phising attack is Pharming, farming involves using a DNS Server to route individuals to a fake a website, upon arrival, targets of the attack may be unsuspecting of the website as it looks authentic and enter their personal details, from this point there is little the victim can do as their personal details have been received and are likely to be used for identity theft or fraud. To avoid this, there a few ways individuals and organisations can proceed and strategies they can implement, these may include:
· Keeping system Operating Systems up to date
· Clearing the cache history on your browser
· Using a VPN where appropriate
· Having antivirus and antimalware software installed on each device.
· Having bookmarks for frequently visited websites to avoid routing to a fake alternative. What is pharming? (techtarget.com)


















