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In this report, we look at what the National Institute of Standards and Technology Cyber Security Framework (NIST CSF) is and how this affects the Cyber Kill Chain performed by an attacker, gain an understanding of the different types of security software or hardware there is and what they do, what certain types of phishing attacks are, also malwares and how these could both be identified and combatted. How we can secure a network using a topology to demonstrate.
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The aim of this report is to identify the various security protocols used within the NIST CSF and gain an understanding of what the Cyber Kill Chain is and how an attack could be prevented by making use of the CSF. The report looks at the different measures that could be implemented to protect against cyber threats or network security breaches. Research around the different types of phishing attacks have been carried out by using various websites and articles. 
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The National Institute of Standards and Technology Cyber Security Framework (NIST CSF) is a non-regulatory agency, which governs the standards and protocol or guidelines to various organisations to enhance the management of all cyber-security risks posed against them. The CSF is designed with adaptability to be able to be used within different organisations and industries [1]. The NIST CSF plays an imperative part in safeguarding digital assets and personal data. As technology is advancing the way cyber-attacks are performed are also differing and advancing. The CSF core functions are five steps that are utilised by: Identifying any potential risks there are posed against an organisation by assessing the risk inducing areas and gaining an understanding of how the organisation is acting on those risks to mitigate them, engaging defensive protection that will mitigate the damage capabilities and lower the exposure in any potential attacks, detection of any abnormal occurrences within the infrastructure aims to provide an alert towards these odd behaviours allowing efficient time to defend against the attack and eliminate the risk, ensuring response protocols are followed when the cyber-security incident takes place is performed imminently and effectively to lower the impact of the event avoiding further damaging effects, the protocols to recovering from any security infiltration and losses of data will enable the organisations to return to normal reducing after the event impacts [2]. Fundamentally the functions of this framework provide critical guidelines in the approaches and protocols of building a strong cyber-security infrastructure and succeeding against cyber-security attacks and risks. The cycle, “Cyber Kill Chain” is commonly used by cyber-criminals. The 7 stages are: Reconnaissance, Weaponisation, Delivery, Exploitation, Installation, Command and Control, Actions on Objectives. This model of cyber-attack life cycles has been recently developed by Lockheed Martin in 2022 [3]. Each stage of an attack aims to achieve:
· Reconnaissance – the first stage of the chain is where attackers are planning who their targets are and how to attack based on what vulnerabilities and weaknesses they find and will use these to their advantage.
· Weaponisation – the second stage of the attack is where the cyber-attackers will form their weapon of choice and design the attacking tool.
· Delivery – the third stage where the attack commences, and the weapon of the cyber-attack is either sent or initiated to infiltrate the source.
· Exploitation – the fourth stage is where the attacker has reached the point of using weaknesses identified in prior stages to move the invasion further into the source of the attack.
· Installation – this fifth stage is where the attackers begin installing tools, they can use to take control of the source of the victims and gain full access thereby accessing data that is normally protected.
· Command and Control – the sixth stage is where the installed malware now enables attackers to command the malware and have full control on the attack.
· Actions on Objectives - the final stage of the attack follows on from all previous stages and this stage is the stage the attackers aim to complete the main objective of this whole cyber-attack. 
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In the Reconnaissance stage of the Cyber Kill Chain the Nmap and Wireshark tools are used by cyber-criminals as part of scoping tactics to collate information about the data source. Network Mapper (Nmap) is a tool that is advantageous to attackers because it provides fast and full scanning providing information of the network, devices, servers, routers etc. It also has the functionality to identify vulnerabilities within the network and devices and contains scripts that can be utilised and edited to attack systems [4]. The Wireshark tool is used to capture data from packets sent across the network and provide an inside view of how the network runs and provide a full understanding of the networks communication protocols and what happens when there are issues within the network how the system performs. By making use of this tool, it provides an opportunity for attackers to gain full and complete understanding of a network and all the information related to the network to assist in their plans of how they will perform the attack, when to initiate the attack and who or what source they will be targeting as their victim [5]. For example, the Nmap tool could be used in a cyber-attack at the Reconnaissance stage to scan the network, devices, servers, and routers to locate where all the vulnerabilities are within the infrastructure and additional information about the devices and network that will provide attackers with critical information to plan their attack as well as additional scripts they can use to attack. The Wireshark tool could be potentially used by cyber-criminals to analyse the network packets discovering the protocols and communication methods via packets of information being sent from one source to another, these packets could also contain critical data that could lead to giving attackers access in later stages.
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The WannaCry Ransomware operates by infecting a large network of computers with software applications such as file encryptions to encrypt any data stored on the computers. The cyber-criminal will then use the encrypted data to demand some form of payment from the victims to release the files by de-encrypting them [6]. This type of attack can infiltrate devices on a network by making use of any vulnerabilities within the old version of Windows. A widely known example of this attack, which was the WannaCry Ransomware cyber-attack in 2017 on the National Health Service (NHS) network in England. The description of the attack was under investigation within the National Audit Office (NAO) and provided a report to investigate, how the NHS responded to this attack and what impact this attack had on the NHS. To eliminate or reduce the risk of this type of attack devices and networks should be kept up to date with the latest supporting operating systems. Although Operating systems could be the unsupported versions, protection from ransomware attacks spreading through various networks could be put in to place by ensuring that the management of firewalls are efficiently secure [7]. The TeleRat malware is a Trojan that is used to attack android devices and it is an upgraded version of the IRRAT. The way this trojan operates is through a Telegram Bot API and it installs 2 malicious files to the victim’s devices and will give attackers complete control over your device by running in the background it can consistently collect old data and files as well as new ones. The way this type of malware TeleRat works means that it can avoid detection on networks, unlike the older version IRRAT, which could be detected [8].  Effective ways to reduce the risk of these types of malware are: To ensure that official applications are installed and not to install applications from un-official sources, make sure that Wildfire is in place as this level of protection works alongside a firewall on a network to analyse and detect any oddities such as background installation of TeleRat files, also setting up traps on the network which can identify and block APK files which are in connection with the malwares. Another means of protection against this type of malware is to install or enable and configure Microsoft Windows defender for Endpoint on android which will also detect and eliminate this risk [9].
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The phishing attack, pharming is an online fraudulent attack, where the cyber-criminal attempts to hack victims with codes. These corrupt codes will then automatically redirect victims to an unsecured version of the site, which imitates the legitimate versions. Cyber-attacks such as these infiltrate the Domain Name Server (DNS) to achieve this creating the phishing site. The objective of this attack is an attempt to commit fraud by collecting personal and or sensitive information from the victim, whilst exploiting the vulnerabilities using malicious coding to send the victims to illegitimate sites without them knowing or having realisation that this has happened. The result of this type of attack commonly is where the attackers will use this information collected to commit the act of fraud by stealing the victim’s identity or financial fraud. Effective counter actions against pharming attacks are: re-configuring wireless access points or routers from the default settings, ensuring anti-virus software is the latest version, ensuring the legitimacy of websites by checking the URLs and security of them and using a reliable Virtual Private Networks (VPN) [10]. Whaling which is also another type of phishing attack aims to attack main targets for example senior executives in a larger organisation. By aiming their targets at the ’top’ they can infiltrate most if not the whole company in one attack rather than going through the extensive efforts of targeting many individuals, who may not have the same level access as perhaps a director hypothetically. Whaling attacks are usually performed by sending a ’legitimate’ email to the hierarchy of an organisation that usually have email addresses that look like they have come from someone within the organisation, which aims to have the receiver provide personal or business information to the attacker, request transfer of funds, links for the receiver to select, which contain malware giving the attacker leverage to use the data to hack into organisations. This type of attack requires little to no knowledge on the technical aspects of a cyber-attack and utilises the method of Social Engineering [11]. Similarly, this specific attack can be carried out through other channels such as via phone or social media with the same intention. Mitigating Whaling attacks can be achieved by training and raising awareness within an organisation on what social engineering attacks are, how to identify illegitimate contact with malicious intents, and ensuring that Anti-Virus software is in place and up to date [12].
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[bookmark: _Toc140693704]Figure 1 - Network Topology Diagram
Utilising Cisco’s Packet Tracer a network topology has been designed with provisions for a reliable crossover pathway for the packets to communicate from end to end and therefore, removing any single points of failure. In the topology as shown in Figure 1, the design shows application of multiple connections to the switches providing a reliable back up plan should one of these connections fail. Trunking 2 of the ports in S3 means that the packets will travel through the other 2 switches. However, if the connections between S1 and S2 switches both fail the switch S3 ports that are currently trunked, are available to be changed to giving access which, will allow the networking packets to travel through this switch. Using the ping command, a check has been carried out in this topology to ensure packets are able to be sent between the end devices, this performed as it should. 
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Software and Hardware technologies that could be implemented to enhance the security of networks are: Firewalls – This type of technology filters packets being sent into a network by identifying packets that are a potential security risk therefore firewalls act as a controlled access software to the network preventing unwanted packets from any attackers attempting to gain access to the network [13], Anti-Virus Software – Anti-Virus protection software will help to detect anomalies attempting to gain access to a network and aim to eliminate these attacks autonomously,  Virtual Private Network (VPN) – Using a VPN will encrypt any data being sent via packets over the network making it difficult for hackers to track or trace the data and locations on the network [14], Access Control – Similar to firewalls this is hardware technology aims to only allow certain levels of access or preventing access to some users and requires authorization and authentication to be given to users to gain access [15], Intrusion Prevention Systems (IPS) – Are Technologies that aims to prevent attacks by continuously analysing networks and detecting any potential threat with the goal of eliminating any risks and blocking cyber-attacks by deploying built-in defensive tools [16],  Network Segmentation – Is a strategy used as a defensive method against cyber-attacks by defining segments within a network and zones for end devices in the network, means that if there is an attack on the network it would be contained and not spread to the other segments within a network thus preventing a larger scale attack [17].
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[bookmark: _Toc140693705]Figure 2 - CISCO Certificate of Completion
https://www.credly.com/badges/86f38a42-8418-422d-8014-15cf0e9eaf3d/public_url
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[bookmark: _Toc140693706]Figure 3 - Palo Alto Cybersecurity Foundation Certificate
Cybersecurity Foundation Student Certificate (paloaltonetworksacademy.net)
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[bookmark: _Toc140693707]Figure 4 - Palo Alto Network Security Fundamentals Certificate
Network Security Fundamentals Student Certificate (paloaltonetworksacademy.net)
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To conclude, this study has identified how different types of attacks operate with a strong focus on phishing attacks and how cyber-criminals typically behave when conducting attacks. An understanding on the different types of security measures that could be taken and additional steps to protect against security breaches and risks. Taking online courses has also improved the overall understanding of this topic and provided some essential fundamental knowledge on the variety of resources that are available to be used in preventing these types of cyber-attacks, as well as fighting these attacks if they were to present.
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