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The contents of this report first consist of research into recent cybersecurity attacks, having investigated the attacks on the perspective of said motive, methods utilised and the victims’ weak points.
 The second part of the reports goes mainly into the resulting implementation and analysis of said solution for the Che0Si Company using simulation software namely Cisco Packet Tracer. The result being a network plan or layout topology that deals appropriately with most of the basic as well as advanced forms of security and the potentials in attacks on said typical targets (Office computers, File servers etc.).
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Nowadays most if not all businesses rely on or use cloud services in some form or another if it be for video communication, sensor data or for simple storage purposes to ultimately to keep of with the current demands of productivity in the workforce and to ensure efficiency is kept intact with the management of resources.
However, it could be said that the reliance or more common usage of said services is now becoming somewhat of a negative with said companies now ever becoming a more desirable and common target for cyberattacks with it continuing to rise as the technology becomes more available and common place throughout the world.
For example, one website cited mentions that within the beginning of January 2020 alone more than 1.76 billion records were leaked, another website also mentions that ransomware on a global scale is predicted to reach $6 Trillion Annually by the year 2021.[1][2]
These attacks normally compose of 3 things, motive, method, and a weak point. examples of recent cyber attacks include the attack on the cosmetic surgery chain “The Hospital Group” which was attacked by hacker group known as “REvil” who utilised ransomware to gain access to more than 900 gigabytes of patient photographs for extortion purposes.[3]
Another being an attack on a Scottish regulator which resulted in 4,000 files(1.2GB) being accessed and stolen in a continuous cyberattack on their systems which was done by the attacker using ransomware likely for extortion purposes.[4]
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The methods/tools chosen to use in gathering information and gaining access were “Skipfish” for Webserver Reconnaissance and “Metasploit” for Webserver Attacking.
Skipfish is an active web application security reconnaissance tool that prepares an interactive sitemap for the targeted site by carrying out a recursive crawl and dictionary-based probes. The resulting map is then annotated with the output from several active (but hopefully nondisruptive) security checks. The final report generated by the tool is meant to serve as a foundation for a professional web application security assessment.[5]
Metasploit is a powerful tool which is used by cybercriminals as well as ethical hackers to probe systematic vulnerabilities on networks and servers. It is easily customisable and can be used with most operating systems [6]
These labs can aid and assist any organisation in preventing and/or detecting vulnerabilities, threats, and attacks by giving more information as to what to expect said attackers to use as well as what they will most likely target (private data, passwords etc.)
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To solve the issue related to scenario provided, A simulation/design of a network for Che-Si company was made to solve its security issues using the simulation software “Cisco Packet Tracer”.
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This was all done using the knowledge and understanding gained from part 1 and 2 which helped create the design and simulation of said security measures to protect the resources and services of Che-Si Company.
The resources/services used for said implementation were basic measures of physical devices assigned as host machines (PC’s), servers (DHCP, Web, DNS, Email or SMTP etc.) as well as other security measures like encryption or more advanced security (DMZ policy) or a firewall.
Other security measures or policies were considered during the development and design process however these were mostly dropped due for simplicity’s sake as well some not providing any meaningful benefit or benefits that are too similar to other security measures already implemented.
Based on various tests made with the components or physical devices implemented which consisted of “pings”, emails (SMTP, and connections etc., the findings showed that the solution created was deemed adequate and appropriate for the company to use as a baseline for their network and cybersecurity infrastructure until further changes are deemed necessary by said entity.
It should be noted that not all elements within said design would be realistically necessary to implement or possible to do so such as the presentation of an “ISP” or router connected to the Internet/Cloud as these would be handled outside of the company’s control.
[bookmark: _Toc69742201]Conclusion:

In conclusion, based on research done it has become that cyber-attacks are continuing to become more apparent over time as technology progresses even with various security measures put in, this has evidently put far more emphasis on pre-emptive measures to stop attacks before they happen as well just preventing them.
The measure of “security posture” that is utilised for these various entities/companies that use virtually any form of networking with cybersecurity in connection to or involved with outside sources (Internet) is the common way that current big tech companies as well as small ones go about their business in relative ease and safety.
It is through these times that simulation/design software of networking infrastructure as well as cybersecurity that the value/use of said tools is more common than ever as many companies and groups now have more options to test their desired infrastructure of networks prior to actual implementation thus allowing them more room for trial and error for ensuring the security and ease of said networks.
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