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1. Purpose
The purpose of this policy is to establish a framework for protecting the organisation’s IT systems, networks, and data from cyber threats, in accordance with industry standards and regulatory requirements.

2. Scope
This policy applies to all employees, contractors, and third parties who access or manage the organisation’s IT resources, whether on-site or remotely.

3. Policy Statements
3.1 Access Control
· Access to systems to follow the principle of least privilege.
· Role-based access enforced and reviewed quarterly.
· MFA mandatory for all remote and administrative access.
3.2 Network Security
· Internal and external network traffic must be monitored using firewalls.
· Segmentation must be used to isolate sensitive systems and data.
· VPNs must be used for all remote access.
3.3 End Device Security
· All end devices must have updated anti-malware and protection.
· Devices to be encrypted and auto-lock after a period of inactivity.
· Only authorised devices may connect to network.
3.4 Data Protection
· All sensitive data must be classified, encrypted in transit and rest.
· Backups performed regularly, stored securely and tested.
· Data retention and disposal must follow legal and regulatory requirements.
3.5 Patch and Vulnerability Management
· Operating systems and applications must be updated regularly with patches.
· Vulnerability scans conducted monthly, critical vulnerabilities remedied within 7 days.
3.6 Security Awareness and Training
· Staff must complete annual cybersecurity awareness training.
· Phishing simulations conducted quarterly to test user awareness.
· Employees to report suspicious activity or potential breaches immediately.
3.7 Incident Response
· A documented Incident Response Plan to be maintained and tested annually.
· Security incidents to be logged, assessed, escalated according to defined procedures.
· Lessons learned from incidents to be incorporated into updated controls and training.
3.8 Third-Party Security
· Third-party vendors to undergo security risk assessment before gaining access to systems or data.
· Contracts must include data protection clauses.
· Access to be limited and regularly reviewed.
3.9 Compliance
· The organisation must maintain compliance with relevant regulations (e.g., GDPR, ISO/IEC 27001).
· Regular internal and external audits must be conducted to ensure adherence.

4. Enforcement
Any employee or contractor found to be in violation of this policy may be subject to disciplinary action, including termination of employment or contract.

5. Review and Updates
This policy will be reviewed at least annually or following significant changes in technology, regulatory requirements, or threat landscape.


B. FSL Cybersecurity Risk Register
	Risk ID
	Risk Description
	Likelihood
	Impact
	Risk Level
	Mitigation Measures
	Owner

	R01
	Ransomware  risk example
	Moderate 
(3)
	Major 
(4)
	High 
(3x4 = 12)
	Maintain regular backups; apply security patches; restrict admin access
	IT Security Manager

	R02
	Insider threat (malicious or accidental)
	Moderate 
(3)
	Significant (3)
	Medium (3x3 = 9)
	Implement access controls; provide ongoing awareness training
	HR / IT






C. FSL Incident Response Checklist
Preparation
·  Ensure Incident Response Plan is documented and accessible.
·  Maintain an updated contact list for IR team and key stakeholders.
·  Conduct regular training and simulation exercises.
Identification
·  Confirm incident type
·  Record when, how, and by whom the incident was discovered.
·  Determine scope and severity.
·  Notify cyber team immediately.
Containment
·  Disconnect affected systems from the network (if needed).
·  Change passwords for compromised accounts.
·  Preserve system logs and evidence.
·  Apply short-term containment measures (e.g., firewall rules).
Eradication
·  Remove malware, unauthorised access, corrupted data.
·  Patch vulnerabilities or misconfigurations.
·  Validate all systems are clean before reconnecting.
Recovery
·  Restore data and services from backups.
·  Monitor systems for signs of reinfection or compromise.
·  Notify external stakeholders or regulators if required.
Lessons Learned
·  Conduct a post-incident review.
·  Document what went wrong and what worked well.
·  Update plan, training, and security controls as needed.
