Name – Julian Milligan
Student number – 1904804
Course – Bachelor of Science (Part-time): Computing (Software Engineering)
Module – L5 - Network Operating Systems and Services (NOSS)
Module code -	ACCA5023
Assignment title – Worksheet 1
Date – 01/02/2022























Table of Contents
Task 1	3
Task 1 Introduction.	3
VM creation and operating system install.	4
Virtual network configuration.	8
Ping Results	13
Task 2	14
Task 2 Pre-requisite	14
Configuring Active Directory Domain Services	15
Add users and computers	16
Binding client to DC1-NWT	20
Enabling and configuring DHCP on DC1-NWT	23
Task 3 Observations	27
Question 1	27
Question 2	27
Question 3	28
Question 4	31
Question 5	32
Question 6	33
References	36
Appendix	37
Testing the network configuration.	37
Operating minimal specifications.	42
Mac address issues when cloning in Virtual Box.	43
Virtual Box Network types	43
Microsoft’s minimum complexity requirements	44








[bookmark: _Toc97115455]Task 1

[bookmark: _Toc97115456]Task 1 Introduction.

The brief of this worksheet was to install and configure a network that would consists of two Windows 2019 servers and two Windows 10 machines. To archive this on a local machine they would need to be installed into a virtual environment. The software that was used to archive this was Virtual Box from Oracle ( Downloads – Oracle VM VirtualBox ) the version used was 6.1.32 which at the time of this report was the current version. 
Virtual Box is a type 2 Hypervisor. More about Hypervisors and the differences between type 1 and type are covered in in the observation section of this report. 
After all, four operating systems have been installed they will need to be configured as per the diagram below.
[image: Diagram

Description automatically generated with medium confidence] [1]






[bookmark: _Toc97115457]VM creation and operating system install.

	
Image 1
[image: Image 1]
Image 2
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Image 3
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Image 4
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Images 1 – 4 show the basic installation of Windows Server 2019 using an ISO file download from the Education Section of our Azure Portal. 





Image 5
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Server 2 was created by cloning Server 1. This would save time on the build but also the configuration would be identical. This was done before the creation of any network interfaces. 


Image 6
[image: Graphical user interface, application, Word

Description automatically generated]
Image 6 shows Server 2 installed and setup.

Image 7
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Image 8
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Images 7 and 8 show the installation of Client 1 again Client 2 was cloned from Client 1 and a new MAC Address was generated for Client 2. Image 9 shows all 4 machines installed inside Virtual Box and grouped by PrivateNet1 and PrivateNet2.







Image 9
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[bookmark: _Toc97115458]Virtual network configuration.
	
The network consists of three sperate networks.
· PublicNet , to allow the servers to communicate with each other.
· PrivateNet1 , to allow client machines to communicate with Server 1.
· PrivateNet2 , to allow client machines to communicate with Server 2.
Image 10
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Image 11
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Image 11 shows Adaptor 1 setup as an internal network and renamed to PublicNet. The Internal Network was selected as per the guidance in the work sheet however the reason this one was chosen over the others is because the servers would not be accessing any external network resources on the host system and the network range for PrivateNet1 (192.168.1.) is used on many home routes , so it could cause issues with devices connected to the host network. If the address 192.168.1.1 ( Server1 IP address ) has already been assigned to a device on the hosts network, then 1 or both devices would not communicate with the network correctly. 


Image 12
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Image 12 shows a static IP address being added to Server 1`s PublicNet Adaptor. The adaptor was renamed as the servers would have 2 adaptors so knowing which is which would make setup and any further changes  easy.

Image 13
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Image 14
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Image 13 shows the creation of the 2nd adaptor for Server 1 in Virtual Box and name PublicNet1. Image 14 shows the static IP address added to the adaptor. Currently Server 1 will not be able to communicate with any other devices as they have not had IP Address assigned to them. Images 15 and 16 show the same process this time for Client 1 which only has one adaptor PrivateNet1. 

Image 15
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Image 16
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Images 17 , 18 and 19 show the Windows Firewall being switched off for Domain Profile , Private Profile and Public Profile. This is because the firewall by default is set to block Packet Intern_Networking Groper (PING) or ICMP echo request. The change was made to both Servers and Client machines. 
Image 17
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Image 18
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Image 19
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Image 20
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Ping successful between Server 1 and Client 1


Image 21
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Image 21 shows successful ping between Server 2 and client 2 

This shows that both PrivateNet1 and PrivateNet2 are setup correctly.
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[bookmark: _Toc97115461]Task 2 Pre-requisite
The image below shows that a static IP address is used and no DNS is setup.
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Image 22
Image 22 shows the server has been renamed from Server1 to DC1-NWT

[bookmark: _Toc97115462]Configuring Active Directory Domain Services
[image: Graphical user interface
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Image 23
Image 23 shows the configuration script confirming the Domain Name , Active Directory is being installed and a new Forest is being created.
[image: Graphical user interface, website
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Image 24

Image 24 shows the login screen using the Administrator account on the NOSSTASKS Domain. The login was successful showing that Active Directory was setup and running.
[bookmark: _Toc97115463]Add users and computers
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Image 25
Image 25 shows DC1-NWT has been added to Domain Controllers container.
[image: Graphical user interface, text, application
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Image 26
Image 26 shows the creation of User account NWT-JMM with the password set to never expire. For the password Microsoft’s minimum complexity requirements were followed. 
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Image 27
The above image shows the user account has been added to the Domain Administrators group.

[image: Graphical user interface
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Image 28
 Further users accounts were added. However only the account Julian M. milligan was added to the Domain Administrator group.
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Image 29
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Image 29
The above image shows two new containers were created Staff and IT_Staff.  The 3 new users were added to the Staff container and Julian was added to the IT_Staff container. This will allow polices to be added to the containers at a later stage. 
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Image 30
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Image 31

Images 30 and 31 show the user Kyle W. Milligan having his login hours denied between 11:00 and 13:00 on Wednesday , Thursday, and Friday. 
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Image 32
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Image 33
Images 32 and 33 show a mapped drive being added to the user account NWT-JMM , this has been mapped to a 2nd drive that was added to DC1-NWT and will map automatically when the user logs into a machine allowing them to save files that will follow them to any machine on the domain.
[bookmark: _Toc97115464]Binding client to DC1-NWT
For the client1 computer to be bound to the domain several Pre-requisites need to be completed.
Image 33 shows client1 being renamed to match the naming convention being used. It was renamed to WS1-NWT. This name convention shows the type WS (Workstation) , the number of the machine and the Domain it`s bound too.
 [image: A screenshot of a computer
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Image 33

Also, a DNS server address would need to be added to the PrivateNet1 adaptor on WS1-NWT. The address added was 192.168.1.1 which is the IP address of DC1-NWT. 
The last part is to create a computer account in the Container Computers on the Domain Controller. This would be added automatically when the WS1-NWT was bound however adding it before ensured it was in the correct container. Image 34 shows this.
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Image 34
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Image 35
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Image36

Image 35 shows WS1-NWT being bound to the domain , Once Ok is pressed the user is requested to enter the username and password of a Domain Admin Account. If successful, the client machine will be rebooted. Image 37 shows the NWT-JMM logging in using a Domain Account.
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Image 37

Image 38 shows the user NWT-KWM attempting to login to the Domain Controller DC1-NWT using his own account which is not a Domain Admin account.
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Image 38
[bookmark: _Enabling_and_configuring][bookmark: _Toc97115465]Enabling and configuring DHCP on DC1-NWT

Following guidance from [2] and course lectures the report author enabled Dynamic Host Configuration Protocol on DC1-NWT. 
· Image 39 shows a summary of the installation screen.
· Image 40 shows the DHCP Scope created starting at 192.168.1.2 to 192.168.1.254 giving the scope 252 address. 
· During the scope creation a default gateway and DNS server were also set.
· Image 41 shows the lease time set to 7days.
· Image 42 shows WS1-NWT being configured to use DHCP and no static address.
· Image 43 shows an address has been supplied to WS1-NWT.
· Image 44 using ipconfig -All shows that an IP address, Default Gateway, and DNS have all been supplied from DC1-NWT DHCP Service. 
[image: Graphical user interface, text, application

Description automatically generated]
Image 39
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Image 40
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Image 41
[image: Graphical user interface, application

Description automatically generated]
Image 42
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Image 43
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Image 44
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[bookmark: _Toc97115467]Question 1
	A type 1 Hypervisor is where the Hypervisor software is installed directly on to the hardware allowing direct access to hardware and are normally used within an Enterprise environment. This method is used for the domain controllers within Carmarthenshire County Council`s network architecture. On some of these Hypervisors they all use type 2 Hypervisor which is software based so needs to sit on a hosts operating system. These are also used within the council`s architecture and are used for file servers and Internet Information Services. There are benefits to both types of Hypervisors. The type 1 has direct access to the hardware it sits on whereas the Type 2 needs to access this via the hosts OS which could slow down performance. A study of various Hypervisor’s performance [3] showed that VMware`s ESXI server performed better than the Type 2 equivalents. 
Type 1 Hypervisors are servers are normally more expensive due to the hardware needed to run them. As they access the hardware directly, they need to use hardware acceleration and are not able function without this , Type 2 can used with out this feature so had run on a wider range of hardware. Therefor Type 2 is normally used within a home lab or small office because of the cost. 
Because Type 1 sits directly on the server and there is no host OS then there is less to go wrong , if the Server had several Guests OS running and there was an issue with the host OS then all the Guest OS would be affected too. This also method also has the benefit for security as the Guest OS are isolated from each other. [4]
[bookmark: _Toc97115468]Question 2
	Cloud computing has changed the way enterprise networks can react to the changing world. People see the ‘The Cloud’ as a space that exists on the Internet. But the cloud is made up of 100’s of datacentres across the world. The main benefit this has is data is not stored on your site, but it could be many miles away in a datacentre, with most cloud systems the servers in the datacentre are backed up normally to another datacentre. 
The backing up is a massive benefit of cloud computing. Also restricting access to certain files , servers has it`s benefits too. With Microsoft`s Azure environment if a machine needs to have its ram increased, or Hard drive increased it can be done at the push of a couple of buttons so there is no need for an engineer visit to the site. 
During the Covid Pandemic Azure and Microsoft`s other Cloud platforms such as Office 365 became the norm for most home workers. Microsoft Teams allowed teams to continue working as if they were still in the office. At the beginning of March 2020 900 million meetings were conducted via Teams however by the end of that month it was close to 2.7 billion meetings [5]. This also allowed companies to deploy virtual machines very quickly for staff to use at home and pupils to use for on-line lessons.
However, there are some drawbacks to cloud computing , you are putting your data in the hands of someone else. Amazons AWS is used by some large companies such as Formula 1 and Netflix. There is also the problem that if there is an issue in the infrastructure it would affect many sites. 
On July 17, 2021, another cloud-based company called CloudFlare made a configuration error in the backbone of their network. This cause some of the biggest sites on the internet to simply disappear. Even though it last for only 27 minutes , sites and services like Facebook , WhatsApp , Spotify, and Discord disappeared [6]. 
[bookmark: _Toc97115469]Question 3
Domain Naming Services (DNS) is used to translate an address into an IP address which the internet / network uses to reach the correct server the site is on. 
Using the command ipconfig /displaydns is it possible to see the DNS cache of a local machine / server. Below is an example from the report authors machines it also shows the A record which is an IP Address another type of record could be a CNAME record which creates an alias to another domain see 2nd image. 
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When moodle.uwtsd.ac.uk was first looked up on this machine there was no record of it in the cache. The cache on a local machine is build up over time. When the URL is first look for the host machine will look at the cache and if it is not there is will ask the DNS server configured on the network device.  On a home network this is normally the router provided by the ISP. Some home broadband routers also have a DNS Cache. On the example machine the address is 192.168.1.254 however in the configuration of the route the Primary and Secondary DNS address can be seen. 
They are 
81.139.56.100
81.139.57.100
Running a WHOIS Search, Domain Name, Website, and IP Tools - Who.is search showed this address belong to RIPE Network Coordination Centre which is an organisation that supports the internet infrastructure .
Using a Linux application called DIG we can see how the search unfolds for moodle.uwtsd.ac.uk.
The first search looks at the end of the address 
[image: Text
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DNS IMAGE 1
This does not return the full address. Next it looks at UK. 
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DNS Image 2
It`s confirmed it`s a .uk address and queries DSN server to see if they know the address. 
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DNS Image 3
It now queries the ac.uk section and further narrows in on the DNS servers it`s needs to contact.
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DNS Image 4
Lastly it looks at the domain uwtsd.ac.uk and identifies the DNS server drindod.uwtsd.ac.uk.
So, the system will look at the
1. local cache -> 
2. then the ISP -> 
3. then the root server (DNS Image 1) -> 
4. then .uk top level DNS server (DNS image 2) ->
5. then .ac.uk an authoritative DNS server ( DNS image 3)->
6. then .uwtsd.ac.uk authoritative DNS server (DNS image 4). 

If any from 1 – 6 have the address cached, then the IP address is returned to the host machine.
Running the command $ dig @8.8.8.8 moodle.uwtsd.ac.uk A will return a result in less time ; this is because the Google DNS server has a large majority of address cached already.
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It is also possible to change use independent DNS servers and change this directly on the Network Adaptor. One such example is 8.8.8.8 which is Google`s DNS server. 
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Active Directory is one of the main Roles and features of a server within an enterprise network. Two others are 
1. Hyper V
2. Web server (IIS)
Hyper V is a service that allows virtual machines to be created on the server. Two types of virtualizations are used Fully virtualized mode and Paravirtulized mode. 
Fully allows the isolation of the guest OS and uses the hosts resources whereas Paravirtulized is an OS within an OS and uses special Application Program Interfaces to access the Hosts OS Chapter 8 [7]. Using Hyper V allow extra servers to be installed that could run a specific Role such as IIS , DHCP , Remote Access or Windows Server Update Services. 
Web Server or IIS is a service that is used to manage websites on an enterprise network or public facing websites if the server is sitting in a DMZ section of a network. This service hosts the sites and can control features such as who can access a site , versions of software to run the site such as .Net . This service can also work closely with the DNS services in the domain. If an intranet site was created and a binding was created with the value http://intranet and the necessary ports opened on the server then users would not be able to access it. They could access it via the IP address of DC1-NWT 192.168.1.1 and the port number so http://192.168.1.1:80 but users prefer to use words so using the DNS services a forward lookup zone so http://intranet points to the server DC1-NWT. Once the server receives the request then IIS would match up the URL to the bindings and display the correct webpage. 

[bookmark: _Toc97115471]Question 5
Ping
Ping is a command used to send a small amount of data to the target machine and it displays the time it took to travel back. This is mainly used to see if a machine is live on the network. In Linux the command is the same however unlike Windows with only sends 4 packets Linux will keep sending until the user stops the process by pressing CTRL+C. 

IPConfig
Ipconfig is used to display basic and in-depth information about the network adaptors of a host machine. In Linus the same feature is available using ifconfig. 
A basic read out in Windows will display the IP address , subnet mask and default gateway of an adaptor.  In Linux the basic command will display more information such as the IP address , Transmitted packets + errors and Received packets + errors. 
Ipconfig- all in windows will display more detailed information about all the adaptors as seen in the below image.
[image: Text

Description automatically generated with low confidence] 
Also used was ipconfig /displaydns which was used to display the DNS cache of the machine.
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[bookmark: _Toc97115472]Question 6 
The reports author has worked with windows servers in his current role but has manly focused on ISS. As the time has gone by, he has been allowed to access to the VM management console in order to take snapshots of a server that he manages for a system within the Carmarthenshire County Council. From time to time this server needs a file changed for one of the IIS sites that runs on it. Using the VM console a snapshot can be taken very quickly and revert to if anything goes wrong.  
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Completing this worksheet has given the author a firmer understanding of how the server is setup and the services needed for an enterprise network. After completing this work sheet the author completed some other tasks such as enabling and testing DHCP , enabling Remote Desktop and making DC2-NWT a domain control also and adding to the existing forest additional Active Directory was setup and replicated from DC1-NWT. 

Prompting DC2-NWT to DC and replicating AD
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There was an error while promoting DC2-NWT , DC2 because it was cloned from DC1 had the same SID to following the following guidance it was recreated and after a reboot there were no errors. 
Use Ntdsutil to find and clean up - Windows Server | Microsoft Docs
Changing SID of cloned VMs | MiViLiSNet (wordpress.com)

Enabling Remote Desktop
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[bookmark: _Toc97115475]Testing the network configuration.

Server 1 – Client 1
Appendix Image 1
[image: Text
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Appendix Image 1 shows the adaptor configuration on Server1 , the host name and successful PINGS to Client 1`s IP Address and Hostname. 
When Pinging the Host name Client 1 an IPv6 address was returned as this now the default addressing used on newer versions of Windows. The reason IPv6 exists is because the internet has nearly run out of IPv4 address so a new version IPv6 was introduced on 6th June 2012. [8]. Appendix Image 2 show the same but form Client 1 to Server 1 again successful pings with both the IP address and Host name. 






Appendix Image 2
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Appendix Image 3
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Appendix Image 3 shows a successful ping from Server 2 to Client  2 using the command ping -a 192.168.11.2 . The – a switch allows a user to ping via an IP address and it returns a host name in the results. 


The above tests showed that PrivateNet1 and PrivateNet2 were configured correctly on Server 1 – Client 1 and Server 2 – Client 2. To further confirm this a test was done to see if Server 1 could ping Client 2 , as they are in a different subnet then the ping should fail. Appendix Image 4 shows the results. When pinging the host name, no client could be found. When the IP address was pinged, the result was a Transmit Error because Client 2 was in a different Subnet. 
Appendix Image 5 shows the reverse Client 2 trying to ping Server 1 with the same results as above.


Appendix Image 4
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Appendix Image 5
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Appendix Images 6 and 7 show the results of Client 1 pinging Client 2 and Client 2 pinging Client 1 via their respective IP addresses. As expected, the ping failed on both attempts.

Appendix Image 6
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Appendix Image 7
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Appendix Image 8
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The above image shows the successful ping between Server 2 and Server 1 using the IP range 192.168.10.XXX which is the PubicNet range. 

Using the ARP Table, we can confirm that the MAC address displayed in the settings screen in Virtual and the Mac address on the Virtual machine are the same and that they are bound to the correct IP address. Appendix Image 10 show the adaptor for the PublicNet on Server 1 and Appendix Image 11 shows the ARP Table results via the Command Line (CMD) using the command arp -a. 
Appendix Image 12 shows the ARP table for both adaptors. It also shows under Interface 192.168.10.200 the IP address and MAC address of server 2. It does not show the host name because the ARP table is only interested in MAC to IP resolution. Dynamic Naming Services (DNS) will resolve the IP address to a Host Name . This is discussed in Task 2.





Appendix Image 10
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Appendix Image 11
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Appendix Image 12
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[bookmark: _Toc97115476]Operating minimal specifications.
Windows Server 2019 Minimal Specs [9]
CPU – 1.4 Ghz 64bit Processor.
Ram – 512mb for non-Graphical interface , 2gb for graphical interface.
HDD – 32gb 

Windows 10 Minimal Specs [10]
CPU – 1ghz Processor
Ram – 2gb for 64bit 
HDD – 20gb for 64bit


[bookmark: _Toc97115477]Mac address issues when cloning in Virtual Box.

H new Media Access Control Addresses would need to be generated for Server 2 , if this match Server 1 then the machines would not be able to connect to the network. This is because the MAC Address is stored in Address Resolution Protocol Table (ARP), and this matches a MAC address with an IP address. 





[bookmark: _Toc97115478]Virtual Box Network types

Within Virtual box there are several different ways virtual machines can be connected as seen in Image 10. The option that was selected for this task was Internal Network. This would keep all network traffic internal to the Virtual Environment. [11] Some of the other types to note are 
Network Address Translation (NAT)
This allows direct access to the internet via the hosts system and use the operating systems network stack.

Bridged Networking 
This is a more advance option than NAT and uses the host network card directly. This is mainly used for more advanced Server / Client setups that need access to windows file share and other items that may be attached to the network.


[bookmark: _Microsoft’s_minimum_complexity]

[bookmark: _Toc97115479]Microsoft’s minimum complexity requirements

From the source [12] , Passwords must not contain the Username or samAccountName and must contain 3 from the list below
· A capital letter 
· A lower case letter 
· A number
· A non-alphanumeric character
· Any Unicode character
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: 26 February 2622 17:52:62

192.168.1.1

192.168.1.1

: 101187623
00-61-60-61-20-88-87-B9-08-06-27-58-08-B1
192.168.1.1

: Enabled
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moodle. uwtsd. ac.uk

Record Name . moodle. uwtsd. ac.uk

Record Type . 8 d
Time To Live 370
Data Length . a
Section . : Answer

A (Host) Record . . . : 193.62.88.24
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roaming. officeapps.live.com

Record Name . . . . . : roaming.officeapps.live.com
Record Type . 5

Time To Live . . .. : 28

Data Length . . . . . : 8

Section . Ansver

CNAME Record

prod.roaming1.live.com.akadns.net

Record Name . . . . . : prod.roamingl.live.com.akadns.net
Record Type . . . . . : 5

Time To Live 28

Data Length . . . . . : 8

Section . . . . . .. : Ansuer

CNAME Record . . . . : eur.roamingl.live.com.akadns.net

Record Name . eur.roaming1.live.com.akadns.net

Record Type . . . . . :1
Time To Live . . .. : 28
Data Length . a
Section . Ansuer

A (Host) Record . . . : 52.169.68.14
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guest-dwivmb@ubuntu:~5 dig @.8.8.8 +trace +question moodle.uwtsd.ac.

<<>> DiG 9.10.3-P4-Ubuntu <<>> @8.8.8.8 +trace +question moodle.uwt
(1 server found)
global options: +cmd

N NS

o 82481 IN NS e.root-servers.net.

o 82481 IN NS h.root-servers.net.

o 82481 IN NS a.root-servers.net.

o 82481 IN NS d.root-servers.net.

o 82481 IN NS k.root-servers.net.

o 82481 IN NS 1.root-servers.net.

o 82481 IN NS b.root-servers.net.

o 82481 IN NS g.root-servers.net.

o 82481 IN NS i.root-servers.net.

o 82481 IN NS f.root-servers.net.

o 82481 IN NS c.root-servers.net.

o 82481 IN NS j.root-servers.net.

o 82481 IN NS m.root-servers.net.
82481 IN RRSIG NS 8 © 518400 2022031

1AdBOYHF ty2z1MmnE0g3G+XnSHUSH/Xt0GPABZTQLFqaEUTIIKLY/ddThHF3ERZn nG8
tFr3UHF JG84+VZQ3Wes91/SgLFUY9ILX mof6Gg:
;5 Received 525 bytes from 8.8.8.8#53(8.8.8.8) in 15 ms
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;moodle.uwtsd.ac.uk. N A

k. 172800 1IN NS nsa.nic.uk.

ok 172800 1IN NS nsb.nic.uk.

ok 172800 1IN NS nsc.nic.uk.

ok 172800 1IN NS nsd.nic.uk.

ok 172800 1IN NS dns1.nic.uk.

ok 172800 1IN NS dns2.nic.uk.

ok 172800 1IN NS dns3.nic.uk.

ok 172800 1IN NS dns4.nic.uk.

ok 86400 IN DS 43876 8 2 A107ED2AC1BD14
k. 86400  IN RRSIG DS 8 1 86400 20220314050

AXFrxCd acxVbMrdTYedfvdsna8GxRqPKTxh0BUVFnqKroKW7Q+bM81Yql3aH3Kh IgFqjIN
{TaalZV1zRDXyVLIC6GapxI60XOHS6P JAQ7g:
Received 886 bytes from 199.9.14.201#53(b.root-servers.net) in 22 ms
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moodle.uwtsd.ac.uk.

ac.uk. 172800
ac.uk. 172800
ac.uk. 172800
ac.uk. 172800
ac.uk. 172800
ac.uk. 172800
ac.uk. 172800
ac.uk. 300

ac.uk. 300

N
N
N
N
N
N
N
N
N
N

A
NS
NS
NS
NS
NS
NS
NS
DS
RRSIG

ns2.ja.net.

dns-3.dfn.de.
authe3.ns.uu.net.
nsi.surfnet.nl.
ns3.ja.net.

ns4.ja.net.

nso.ja.net.

45874 8 2 A1DCOAF7BC8BF4C
DS 8 2 300 2022031504160¢

BF8MMjca BaZepLu9oyyQ60XdxbPWQUAVG7qtWtV7PdjqotENFCVkhPLx+I+TO2A qdQ=
5; Received 424 bytes from 156.154.103.3#53(nsd.nic.uk) in 22 ms
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;moodle.uwtsd.ac.uk. N A
uwtsd.ac.uk. 86400  IN NS drindod.uwtsd.ac.uk.

uwtsd.ac.uk. 86400 IN NS ns3.ja.net.
(OBEUIQEGEEHIVTSFV83KPUSBHSF2PIK6.ac.uk. 14400 IN NSEC3 1 © 10 - OBTVHSKSR
OBEUIQEGEEHIVTSFV83KPU5BHSF2PIK6. a k. 14400 IN RRSIG NSEC3 8 3 14400 20
UBFNMxQbghdryqP8KjAzive DHAkQn6432YibkH+OyLUttegho4taM7IvtHVSqF3PbIx6LLE
Received 353 bytes from 193.174.75.58#53(dns-3.dfn.de) in 36 ms
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guest-dwivmb@ubuntu:~$ dig @8.8.8.8 moodle.uwtsd.ac.uk A

<<>> DiG 9.10.3-P4-Ubuntu <<>> @8.8.8.8 moodle.uwtsd.ac.uk A
(1 server found)

global options: +cnd

Got answe!
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 47168

flags: qr rd ra; QUERY: 1, ANSHER: 1, AUTHORITY: 0, ADDITIONAL: 1

OPT PSEUDOSECTION:

EDNS: version: @, flags:; udp: 512
QUESTION SECTION:
oodle.uwtsd.ac.uk. w A
55 ANSWER SECTION:
moodle. uwtsd. ac. uk. 3462 IN A 193.62.88.24

33 Query time: 23 msec
SERVER: 8.8.8.8#53(8.8.8.8)

WHEN: Tue Mar 01 07:27:57 CST 2022
MSG SIZE rcvd: 63
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Ethernet adapter PrivateNetl:

Connection-specific DNS Suffix
Description . e
Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .

DHCPV6 TAID . .

DHCPv6 Client DUID.

DNS Servers . . .

Net8I0S over Tcpip.

nosstask.msft
Intel(R) PRO/1006 MT Desktop Adapter
08-00-27-58-08-B1

Yes

Yes

Fego: :84b:83ab:0949: 2515%14 (Preferred)
192.168.1.2(Preferred)

255.255.255.6

02 March 2022 11:43:55

09 March 2022 11:43:55

192.168.1.1

192.168.1.1

101187623
06-01-00-01-29-88-87-B9-68-60-27-58-08-B1
192.168.1.1

: Enabled
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indows TP Configuration

_ldap._tcp.default-first-site-name._sites.dc._msdcs.nosstask.msft

Record Name . _ldap._tcp.Default-First-Site-Name._sites.dc._msdcs.nosstask.msft

Record Type . 33
Time To Live 519
Data Length . 16
section . Answer
SRV Record DC2-NWT.nosstask.msft
°
100
389

Record Name . : _ldap._tcp.Default-First-Site-Name._sites.dc._msdcs.nosstask.msft

Record Type . 33
Time To Live 519
Data Length . 16
section . Answer
SRV Record : DC1-NWT.nosstask.msft
°
100
389

Record Name . DC2-NWT.nosstask.msft

Record Type . 1
Time To Live 519

Data Length . a

Section . Additional

192.168.10.201

N A (Host) Record .
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Take snapshot

Name VM Snapshot 16/02/2022, 10:26:14

Description Test snapshot for Uni assignment

Include virtual machine’s memory





image57.png
v | RecentTasks  Alarms

v v v v o v v
oetats it o Sttt .

CreatevnaImacne sn G Kamel - oy reveyr— ams oarenon. 02655

TaskNome. Toet





image58.png
Summary  Monitor  Configure  Permissions  Datastores  Networks  Snapshots

(revenr [ eon [ oeere [ omerean

© Youare here




image59.png
. Active Diectory Domin Sevices Configuraton Wizrd
Additional Options

Specity InstallFrom Media IFM) Options
[ install from media

‘Specify additional replication options

Replicate from: DCI-NWT.nosstaskmsft

More about additional options

- o x

TARGET SERVER
DC2-NWTnosstask.msft

<orevow | [ o>

Cancel

Tasks v

Iws Activation

Tasks v

DCI-NWT 12 Warning Microsoft-Windows-Time-Service

System 13/02/2022 1623:51

DCI-NWT 10154 Warnina_Microsoft-Windows-Windows Remote Management Sustem_13/02/2022 16:23:40
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System Properties

Computer Name  Hardware  Advanced  Remote

Remote Assistance

‘Alow Remote Assitance connectons to ths computer

Remote Desktop
Choose an aption, and then specy who can comnect
(O Dont alow remote connections o this computer

(® Mlow remote connections o s computer

Allow connections only from computers running Remote:
Desktop wih Network Level Authentication fecommended)

Helo me choose Select Users.

o] [ comen

Last installed updates
Windows Update
Last checked for updates

Windows Defender Antivirus
Feedback & Diagnostics
IE Enhanced Security Configuration

Time zone
o Product ID
abled
jer 2019 Essentials  Processors
fox Installed memory (RAM)

log  DateandTime

temnet Explorer

ServerName D | Severity Source
DCI-NWT 10028 Error
DCI-NWT 10028 Error
DCI-NWT 10028 Error

Microsoft-Windows-DistributedCOM  System 19/02/2022 17:54:41
Microsoft-Windows-DistributedCOM  System 19/02/2022 17:54:41
Microsoft-Windows-DistributedCOM  System 19/02/2022 17:54:41

Never
Download updates
Never

Real-Time Protectio;
Settings
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ymand Prompt

Users\Julian>hostname
Client1

Users\Julian>ipconfig

windows TP Configuration

Ethernet adapter PrivateNet1:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : feg9::84b:83ab:0949:2515%6
1Pv4 Address. 192.168.1.2

Subnet Mask . 255.255.255.6

Default Gateway . 8

:\Users\Julian>ping -a 192.168.1.1

Pinging SERVER1 [192.168.1.1] with 32 bytes of data:
Reply from 192.168.1.1: bytes-32 time<ims TTL-128
Reply from 192.168.1.1: bytes-32 time-Ims TTL-128
Reply from 192.168.1.1: bytes-32 time<ims TTL-128
ReplyRFrom 192.168.1.1: bytes=32 time=ims TTL=128

Ping statistics for 192.168.1.
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

C:\Users\Julian>ping serverl

Pinging Serverl
Reply from fege::

9db: 1b0e :68b8: C111%6] with 32 bytes of data:
:68b8:C111%6: time<ins
Reply from fege: time-1ns
Reply from fege: time<ins
Reply from fege::39db:1be:68b8:C111%6: time=1ms

Ping statistics for fese::30db:1be:68b8:c111%6:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

Users\Julian> v

B OmMBaT B rwm@nme oo O
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icrosoft Windows [Version 10.6.17763.737]
(c) 2018 microsoft Corporation. All rights reserved.

:\Users\Administrator>hostname
fserver1

:\Users\Adninistrator>ipconfig

indows TP Configuration

[Ethernet adapter Publichet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Fe80: :bc93:5e37:390e:
192.168.10.200
255.255.255.0

[Ethernet adapter PrivateNeti:

Connection-specific DNS Suffix
Link-local IPv6 Address .
1Pv4 Address.

h Subnet Mask .
Default Gateway .

Fe80: :39db: 1b0e:68b8:
192.168.1.1
255.255.255.0

:\Users\Administrator>ping -a client2

ping request could not find host client2. Please check the name and try again.

:\Users\Adninistrator>ping -a 192.168.11.2

pinging 192.168.11.2 with 32 bytes of data:
: transmit failed. General failure.
transmit failed. General failure.
transmit failed. General failure.
: transmit failed. General failure.

ping statistics for 192.168.11.
Packets: Sent = 4, Received

@, Lost = 4 (166% loss),

:\Users\Administrator>

emn

1931
o do 06/02/2022 O
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[Yommand Prompt
(c) Microsoft Corporation. ALl rights reserved.

Users\Julian>hostname
Client2

:\Users\Julian>ipconfig

windows TP Configuration

Ethernet adapter PrivateNet2:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fege::84b:83ab:0949:2515%6
1Pv4 Address. 192.168.11.2

Subnet Mask . 255.255.255.6

Default Gateway . 8

Users\Julian>ping server1
Ping request could not find host serverl. Please check the name and try again.

:\Users\Julian>ping 192.168.10.200

Pinging 192.168.10.260 with 32 bytes of data:
transmit failed. General failure.
: transmit failed. General failure.
transmit failed. General failure.
transmit failed. General failure.

Ping statistics for 192.168.16.260:
Packets: Sent = 4, Received = @, Lost = 4 (166% loss),

:\Users\Julian>ping 192.168.10.200

Pinging 192.168.10.260 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

Ping statistics for 192.168.16.260:
Packets: Sent = 4, Received = @, Lost = 4 (166% loss),

C:\Users\Julian>,

10°C A~ @ @ d) NG

1932
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wmand Prompt

:\Users\Julian>hostname
lient2

:\Users\Julian>ipconfig

Mindows TP Configuration

Ethernet adapter PrivateNet2:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Fe80: :84b:83ab:0949:2515%13
192.168.11.2
: 255.255.255.0

:\Users\Julian>ping -a 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

ping statistics for 192.168.1.2
Packets: Sent = 4, Received

0, Lost = 4 (100% loss),

:\Users\Julian>ping client1
ping request could not find host clienti. Please check the name and try again

:\Users\Julian>,

5 OM@ ST Boc Aowm@wme o

om0 B
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ommand Prompt

C: \Users\Julian>hostname
Client1

C:\Users\Julian>ipconfig

windows TP Configuration

Ethernet adapter PrivateNet1:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

84b:83ab:9949:2515%6
.168.1.2
.255.255.0

:\Users\Julian>ping -a 192.168.11.2

Pinging 192.168.11.2 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

Ping statistics for 192.168.11.2:
Packets: Sent = 4, Received = @, Lost = 4 (166% loss),

C:\Users\Julian>ping client2
Ping request could not find host client2. Please check the name and try again.

C:\Users\Julian>

3

10:42

9C A W@W NG o, B
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Administ

icrosoft Windows [Version 10.6.17763.737]
(c) 2018 microsoft Corporation. All rights reserved.

:\Users\Adninistrator>ipconfig

Mindows TP Configuration

Ethernet adapter Publichet:

Connection-specific DNS Suffix
Link-local IPvé Address .

Subnet Mask . 255.255.255.6
Default Gateway . 8
:\Users\Adninistrator>ping -a 192.168.10.200

Reply from 192.168.16.260:
Reply from 192.168.16.260:
Reply from 192.168.16.260: i TTL-128
Reply from 192.168.16.260: 2 timecins TTL-128

2 timecims TTL-128

ping statistics for 192.168.10.200:

pproximate round trip times in milli-seconds:
Minimum - ems, Maximum - ems, Average = ems

:\Users\Adinistrator>ping server1

time<ims
:7594%3: time<ims
594%3: time<ims
:7594%3: time=1ims

ping statistics for fese:

pproximate round trip times in milli-seconds:
Minimum = ems, Maximum - 1ms, Average = ems

:\Users\Administrator>

. . : fe80::f5db:5b17:bfad:cosbY3
1Pv4 Address. . . . . . .. ... : 192.168.10.201

pinging SERVER1 [192.168.16.206] with 32 bytes of data:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),

504%3] with 32 bytes of data:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),

1912
7 de 06/02/2022 ]
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@ Server 1 - Settings ? X
[99] General Network
[®] system Adspter 1| Adapter2 | Adepter3 | Adepterd
() pispley 7] Enable Network Adapter
& soe At o

Name: [pubicet -
Do o © At
[ Network Adapter Type: [IntelPROJ1000 MT Desktop (82540EM) T
£ sempons [— =
& ue MAC Address: [08002758E346 (]

[ cable Connected
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:\Users\Administrator>arp -a

jinterface: 192.168.10.201 --- ox3
Internet Address Physical Address Type
192.168.16.260 08-00-27-5b-e3-a6  dynamic

Ik 192.168.10.255 FE-FF-FF-FE-FE-FF static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc static
255.255.255.255 FE-FE-FE-FE-FE-FF  static

:\Users\Administrators.

1914
= 5 o
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:\Users\Adninistrator>arp -a

Interface: 192.168.16.260 --- 6x3
Internet Address Physical Address
192.168.16.201 08-00-27-34-5d-0e
192.168.16.255 el
224.0.6.22 01-00-5e-00-00-16
224.0.6.251 01-00-5e-00-00-b
224.0.6.252 01-00-5e-00-00-FC

Interface: 192.168.1.1 --- @x7
Internet Address Physical Address
192.168.1.255 Siisieinil
224.0.6.22 01-00-5e-00-00-16
224.0.6.251 01-00-5e-00-00-b
224.0.6.252 01-00-5e-00-00-FC

C: \Users\adnin: | AEIaE

@ ° =5 € m|F

Type
dynamic
static
static
static
static

Type

static
static
static
static

1916
s o




