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(Academic Quality Handbook 2016/17 7.5 (5))
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	Learning Outcomes tested
(from module syllabus)

	
Critically evaluate strategic planning, design and management issues relating to the corporate IT network infrastructure.


	Research how storage area networks relates to the wider field of data centres and critically evaluate current and advancements in the field, including sustainability.




· 

	
TASK DESCRIPTION




Construction and Research of Network & Data Centre Management Systems

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Objectives

· Practice the design of a Network & Data Centre infrastructure for enterprise environment.
· Understand IP network (sub-netting/VLSM) or addressing scheme.
· Understand the integration of IP managed devices in network environment.
· Understand architecture design with different scalability, fault tolerant, performance, security, energy usage and management.

Task 1 – Construction of an Enterprise Network & Data Centre 

Use software such as Cisco Packet Tracer, GSN3, NetSim, QualNet, Riverbed Modeler, OMnet, etc, to build a functional/working enterprise Network & Data Centre to support University of Wales Trinity St David (UWTSD) campuses and partner colleges globally.  This is a move to centralise UWTSD’s IT operation and equipment as well as to manage and support the day-to-day operations. The main campus is located in City of Swansea, other campuses and/or partner colleges are based in Carmarthen, Lampeter, London and Malaysia.  Upon the completion of the construction, you need to test the connections to ensure the infrastructure is fully operational and the links are well interconnected (Hint: IP addressing/subnetting is key based on software used). 
Tasks are outlined as below (State All Assumptions Made):
· The architecture design should have links to include:
·  Remote Access
· Internet Server Farm
· Intranet Server Farm
· Extranet Server Farm
· VPN & Private WAN
· Campuses
· Partners
· Core Switches (if necessary)
· Clearly outline the Data Centre areas & resources if possible. 
· Support services for the Data Centre should include:
· IP services (Hint: IP addressing/subnetting is key)
· Application services such as load balancing
· Security services to ensure the data centre is secure
· Storage services (Hint: consider SAN, disk arrays & secondary/back-up location) 
· Business Continuance Infrastructure Services
· You should state and give reason for the chosen implementation and explain how central network management could benefit this implementation.


Task 2 – Research in Network & Data Centre Management 

This task involves a production of a research paper in the Network & Data Centre management field. Use the Task 1 as an example to analyse and critique your research literature. The research should include a review and proposal to optimize the network & data Centre to support company's future growth. Some area of future growth includes the use of Internet of Things (IoT), Cloud services and Machine2Machine (M2M communication in enterprise environments, and the security risks and benefits related to them.

Report title MUST be chosen from one of the followings. 
Should you want to choose a different title, you need to obtain the consent from the lecturer; otherwise it may lead to the failure of the assignment. 
· Internet of Things and Smart City
· Evaluation of Infrastructure as a service (IaaS) within the confines of Network & Data Centre Management.
· Big data storage and processing
· Emerging developments in network & data centre management tools, e.g. SNMP, MIB standards, use of scripting etc.
· Emerging Network Technology e.g. LTE-Advanced, IEEE Broadband, WiMax
· Security issues and solutions of Wireless Networks e,g, Wireless Mesh, MANET, Wireless Sensor Networks, Celluar, LTE, WiMAX.
· Machine2Machine (M2M) Communication


Submission Requirements:
The report should be 2500-3000 words long excluding references, following the IEEE/ACM format which can be downloaded from Moodle. Inter-relate the research discussion with the working Enterprise design in Task 1 and propose how the Enterprise can support future growth. 
An electronic submission via turnitin on Moodle is mandatory. 
Upload to Moodle link the network design and any other related source file; files maybe zipped and upload.  A link will be created on Moodle for this submission.

See guidance section to complete the task.


	GUIDANCE FOR STUDENTS IN THE COMPLETION OF TASKS



Report Requirements:

· [bookmark: OLE_LINK18][bookmark: OLE_LINK19]The report should be 2500-3000 words using IEEE format. 
· The report should be typed and font size should be 12 Times New Roman. 
· The lines or the bars in the same figures should use different line styles if they are not in colour. 
· The figures should be clear enough so that all the captions will be clearly readable. 
· You are required to produce a full progress and configuration of your network. 


[bookmark: OLE_LINK20][bookmark: OLE_LINK21][bookmark: OLE_LINK22]Report format:

· Abstract - this section should provide a short summary describing the contents of the report.
· Introduction – this section should introduce the focus of the paper and provide details on what is covered in the subsequent chapters.
· Related work – research aspect/literature review focus.
· Design – this section should include detailed information about the design models you will implement.  Remember to state any assumptions that are made and to justify your design decisions.
· Implementation – document the process of implementing your model.
· Results/Findings & discussions – present and analyse the results obtained.  State and justify conclusions drawn.
· Conclusion, recommendation and future work - from your findings what do you recommend; discuss or state these.  What can be done to improve on your findings in future work?).


You will be assessed against the five common assessment criteria and marks will be divided between the two assessments components for the module as follows:

1. Research-informed Literature (15%)

Your work must be informed and supported by scholarly material that is relevant to and focused on the task(s) set.    You should provide evidence that you have accessed a wide range of sources, which may be academic, governmental and industrial; these sources may include academic journal articles, textbooks, current news articles, organisational documents, and websites.  You should consider the credibility of your sources; academic journals are normally highly credible sources while websites require careful consideration/selection and should be used sparingly.   Any sources you use should be current and up-to-date, mostly published within the last five years or so, though seminal/important works in the field may be older.  You must provide evidence of your research/own reading throughout your work, using in-text citations in the main body of your work and a reference list that is alphabetical at the end of your work. Please use a recognised referencing system. 

Specific to this assignment: Your work must include articles published by peer reviewed journals, conference proceedings, books, and related website (e.g. IEEE, ACM, Science direct). Information from website such as how, wiki, forums, etc. will not be accepted.


Marks will be awarded for:
· Diversity  of sources and materials used
· Key concepts discussed
· Appropriate summaries of articles and level of critical appraisal of literature
· Application of appropriate referencing conventions (9% marks allocated for proper and appropriate referencing)


2. Knowledge and Understanding of Subject (15%)

Your work must demonstrate the growing extent of your knowledge and understanding of concepts and underlying principles associated with the subject area.  Knowledge relates to the facts, information and skills you have acquired through your learning.  You demonstrate your understanding by interpreting the meaning of the facts and information (knowledge). This means that you need to select and include in your work the concepts, techniques, models, theories, etc. appropriate to the task(s) set.  You should be able to explain the theories, concepts, etc. meaningfully to show your understanding.  Your mark/grade will also depend upon the extent to which you demonstrate your knowledge and understanding; ideally each should be complete and detailed, with comprehensive coverage.

Specific to this assignment: On chosen topic, your work must demonstrate understanding of concepts and underlying principles.  You should explain and analyse the scenarios you have derived for the Network & Data Centre infrastructure from your chosen topic in a meaningful way.   The proposal to support future grow will be the blueprint that dictates your understanding. 

This will be assessed by 
· Depth of the research
· Strength of the statements
· Structure of the paper
· Quality of the report
· Following IEEE format



3. Analysis (30%)

Your work must contain evidence of logical, analytical thinking, evaluation and synthesis. For example, to examine and break information down into parts, make inferences, compile, compare and contrast information.  This means not just describing What! but also justifying: Why? How? When? Who? Where? At all times, you must provide justification for your arguments and judgements.  Evidence that you have reflected upon the ideas of others within the subject area is crucial to you providing a reasoned and informed debate within your work.  Furthermore, you should provide evidence that you are able to make sound judgements and convincing arguments using data and concepts.  Sound, valid conclusions are necessary and must be derived from the content of your work.  There should be no new information presented within your conclusion.  Alternative solutions and recommendations may be proposed where relevant.

Specific to this assignment: Your work must demonstrate critical analysis and evaluation of chosen technologies with reference to the design infratructure. Your work must also justify your choice and provide evidence that your choice is better than other methods.

This will be assessed by the quality of your comments and conclusions, throughout the report:
· Assumptions made in your  approach in developing and delivering a complete solution of the enterprise network design and configuration
· Key observations and impact identified to support future growth of the network
· Observations are well thought through and discussed
· Organisation of ideas and evidence
· Analysis of the findings



4. Practical Application and Deployment (30%)

You should be able to demonstrate how the subject-related concepts and ideas relate to real world situations or a particular context.  How do they work in practice?  You will deploy models, methods, techniques, and/or theories, in that context, to assess current situations, perhaps to formulate plans or solutions to solve problems, some of which may be innovative and creative.  This is likely to involve, for instance, the use of real world examples and cases, the application of a model within an organisation and/or benchmarking one organisation against others based on stated criteria.  You should show awareness of the limitations of concepts and theories when applied in particular contexts.

Specific to this assignment:  You must use software such Cisco Packet Tracer, GSN3, NetSim, QualNet, Riverbed Modeler, OMnet, etc, to demonstrate the network design you have constructed. The working design must be uploaded to the Moodle link.


This will be assessed by your Construction of an innovative approach used in developing and delivering a complete solution of the University network & data centre infrastructure and services:
· Construction of the enterprise network & data centre
· Creation of Enterprise network supporting Remote access and storage services
· Creation of  any Wireless Network subnets
· Inter network subnet routing & IP addressing scheme
· Set up routes and specify routing protocol(s), if any is used


5. Skills for Professional Practice (10%) 

Your work must provide evidence of the attributes expected in professional practice.  This includes demonstrating your individual initiative and/or collaborative working. You must communicate effectively in a suitable format, which may be written and/or oral, for example, essay, management report, presentation. Work should be coherent and well-structured in presentation and organisation.

Specific to this assignment: You must submit a report which should be approximately 2,500-3000 words in length. The report should be presented in an academic way (IEEE/ACM format) and therefore must include an abstract, an introduction, a conclusion and a list of references. The report must be submitted via Turnitin and practical implementation to the provided moodle link.

This will be assessed based on the written and presentational quality of your report:
· Flow
· Professionalism 
· Comprehension (grammar and spelling) 
· Completeness and presentation of report


Essential Resources:
· Resources listed on the lecture schedule and on Moodle
· The student handbook 
· The UWTSD website at http://www.uwtsd.ac.uk/study-skills/ 














Introduction	Comment by Carlene Campbell: 
Report should use the IEEE formatting style.

In the last decade we have seen small to medium sized enterprises moving services to the cloud. The cloud can be interoperated as a broad statement however in this essay I will assume that the cloud compromises of shared or dedicated hosting that is held externally in a data centre. This essay will focus on the emerging developments of network and data centre management tools that have been repurposed from a traditional self-hosted environment using tools such as Simple Network Management Protocol (SNMP) along with Management Information Bases and successfully used in the data centre environment.
This essay will explore the emerging developments in networking infrastructure technologies adopted in the data centre and the hosting environment and storage replication and how they can be managed using advanced tools, scripting and compliance to standards. 

Development of network monitoring tools	Comment by Carlene Campbell: 
No evidence of referencing throughout the report.	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.

In the early days of computer networks when computing was just used for research compared to facilitating critical infrastructure today, network management was almost non-existent and relied on your network administrator to be reactive making physical assumptions and fault finding when a loss of service was incurred [ref]. This was about to change when the first major crash of the ARPAnet in the 1980’s tabled the motion for network management tools to recover, investigate and understand the crashing networks. In 1987 one of the first operational tools was Simple Gateway Monitoring Protocol (SGMP) was defined as RFC1028 [ref]. This protocol was in it’s infancy of tools that were operational to network administrators to monitor the uplinks for network interfaces that included IEEE 802.3 MAC, IEEE 802.4 MAC, IEEE 802.5 MAC, Ethernet, ProNET-80, ProNET-10, FDDI, X.25, Point-to-Point Serial, RPA 1822 HDH, ARPA 1822, AppleTalk, StarLAN [ref]. This protocol allowed network administrators to send commands run automated scripts to the application protocol values to set or retrieve values to effectively monitor gateways via the application protocol using UDP and authentication on a dedicated UDP port (153) utilising unreliable transport methods [ref]. From the interfaces, this allowed the network administrator the query the interface status up, down or initiating. The protocol allowed basic routing information from its type of connection local or remote and the routing protocol’s RIP, EGP, GGP and IGRP [ref]. Following adoption of the protocol, there was a clear need to develop network monitoring protocol further that lead to the development of Simple Network Management Protocol (SNMP) in 1988 by a group of university network researchers. The first version of the protocol was rapidly designed and developed by the research group as an interim solution to plug the gap or network monitoring tools while a more theatrical solution was under development by the International Standards Organisation [ref]. With this in mind, the designers built the protocol in a modular form to transition to the new system that was currently under development by the ISO that consequently never really occurred due to the rapid development and evolution of SNMP that superseded the ISO’s solution through three major versions. Due to the wide spread use and adoption of the protocol it rapidly became the primary method for fault finding and reporting and performance monitoring by being widely supported by all networking hardware and software manufactures [ref]. Further to this, there are no significant drawbacks in SNMP v3 in fault finding and performance monitoring [ref].

Another drive towards using SNMP as a network and data centre management tool is that its not controlled by a specific hardware or software vendor with no copyright or licencing royalty to pay for anyone making it freely available to develop SNMP products and services that has paved the way for company’s such as SolarWinds to develop a SNMP trap monitor and gather to present a graphical user interface for end users [ref]. 
Over the last 30 years SNMP version 2c and version 3 has been widely adopted by industry and is extensively used to monitor network infrastructure both internally and branch offices by network administrators allowing them to be proactive rather than reactive [ref]. For instance, a network monitoring system can detect a failed network interface and a script to cycle an interface or dynamically assign an interface into a vlan. Most small to medium sized enterprises who have adopted a network performance management tool predominantly use SNMP along with Netflow, to build a network infrastructure monitoring system to collect SNMP traps from devices such as Switches, Routers, Firewalls and Storage appliances. The monitoring system will rely on collecting SNMP traps from network appliances such as a Cisco 2960 switch and for the system to accurately interoperates the information that is being retrieved from the appliance the monitoring system will require the MIB tables from the OEM manufactures to correctly interpret the data [ref]. For instance, the OEM manufacturer Cisco will generate a trap if a fan has failed inside the switch or the switch is running at a higher temperature than normal that will proactively inform the network administrator that a hardware fault before the device overheats and causes irritable damage or a link in an ether channel has gone into administrative mode. This will allow the Network administrator the schedule pro-active maintenance or provide the administrator with a short time frame to remedy the system before an outage occurs that could lead to a major incident.  Commonly, most organisations will only actively monitor critical interfaces such as the outside global interface or VPN interfaces and tunnels, this would actively inform the network administrator of any faults or degradation in performance that will lead to action whether it be automated or manual interaction. Most institutions who have adopted SNMP monitoring in practice have expanded this to the data centre as well for monitoring remote infrastructure in the data centre especially on dedicated hosting. These traps will be configured to alert the monitoring platform of any unusual activity for instance if there is an unusual amount of traffic flowing through the network that can lead to a false positive caused by a database server receiving a high number of requests. These traps collected centrally will give the network administrator a notification to prevent a loss of service or lead to a better understanding of the network infrastructure to be able to plan/forecast ahead and see the need to resolve this issue by adding a read only instance of a database in order to improve the overall network performance. Therefore, the importance of collecting these SNMP traps and analysing the data is a critical step  forward for data centre and network infrastructure monitoring tools. Following this requirement an embedded instrumental solution was developed in response to the new requirements of  network administrators to clearly give a better visibility and insight to create an environment to understand who, what, when and how traffic is flowing on the network over the traditional SNMP performance monitoring. NetFlow based network awareness provides the network administrator to catalogue and characterise internet protocol (IP) traffic leading to a better understanding of how and where data flows through the infrastructure to gauge a more accurate understanding of network performance, monitoring and shaping of the network traffic. This enhanced ability provides a much more advanced tool to monitor the network infrastructure especially in the demanding environment of a data centre [ref] by providing a enhanced platform to monitor more IP traffic accurately to facilitate the better understanding to plan and apply resources more efficiently than before using the traditional SNMP. For instance, it can provide the network administrator a more accurate decision where to apply Quality of Service (QoS) rules and where to delay or reshape them in other areas to improve performance for example, the data centre could be hosting a IP telephony system and the SIP endpoints are being monitored traditionally sung SNMP to verify that a connection is taking place and NetFlow can be used to determine the quality of the Real-time Transport Protocol (RTP) voice traffic for audio and can give a reason behind any degradation in quality. Netflow as a security tool can be used to detect network security instances such as a Denial-of-Service (DoS) or Distributed Denial-of-Service attacks through a Netflow scrutiniser/analyser by detecting the highest initiators on the network and the volume of traffic passing through the effecting network appliance or server through defined thresholds [ref]. This tool will provide the network administrator a real-time accurate overview and visibility of the network infrastructure in order to identify the immediate threats to the network infrastructure and data centre. From a network management perspective, Netflow provides an enhanced tool to rapidly detect attacks such as a DDoS almost imminently or in some cases can be used to detect anomalous traffic within 30 seconds of its appearance even if the attack is low and slow. A NetFlow scrutiniser can also be used to mitigate a false positive by mitigating common issues that the network administrator currently manages such as a deficiency in Domain Name System (DNS) that could trigger an alert based on defined thresholds or known behaviours of network appliances and servers, freeing up the network administrator to focus on developing the network infrastructure to keep up with current demands and be proactive rather than reactive. In order to keep the Network administrator more proactive, Netflow can be used as a tool to analyse new network applications and the modernisation of existing network applications and the impact they are having on the flow of traffic over the network infrastructure both in the traditional and data centre environment. It can also be applied to understand peak Wide Area Network (WAN) traffic in order to provide the network administrator a clear picture of where he or she needs to apply a load balancer or identify any changes to network policy changes and the impact they are having on the infrastructure and users. This is not necessary limited to the WAN, it can be used extensively in the Local Area Network (LAN) to automatically diagnose network performance by identifying bandwidth monopolises  and calculate the effective utilisation of the effective interfaces that is causing the congestion leading to a re-evaluation of QoS parameters to reclassify the appropriate tags to better manage the over worked interfaces, services. This is done by inspecting the IP flow within the switching and routing fabric’s IP packet parameters to identify and fingerprints of the IP packet attributes. The can be 5 to 7 attributes that can be monitored in real time using this tool, from the source IP address to the destination address, the associated destination and source ports, the protocol type, classification if service and finally it’s switching or routing interface on the Netflow enabled device. Within this system, all the packets that match the criteria above are grouped into a flow and the packets and bytes are then tracked. This method of determination is scalable simply because a large volume of data is condensed into a database cache that then is queried by the analyser or scrutiniser rather than the appliance or server directly.  The database behind the cache is used to record the trends and events on the infrastructure in order to understand the network behaviour and is used to identify who or what is originating the traffic and its efficiency along with its destination and the ports the traffic is using. This is further used to identify the classification and priority with the associated timestamps to investigate and identify TCP flags to diagnose and identify TCP handshakes.
It is possible to access the NetFlow data as a tool in two methods, first the traditional Command Line Interface (CLI) on a Cisco Switch that supports Netflow buy using the associated commands  to view a real time status without using a tool to collect a cache of NetFlow packets but can be used in real time to assist diagnosis of network problems or conduct a feasibility test before making a change in a live production environment. The second method of utilising this tool is to dedicate a server with a database such as an MS SQL server to record all the data as the NetFlow collector to record and assemble the data for use. This will allow the network administrator to query the database rather than placing an additional strain on the network infrastructure to evaluate they network performance and see a real time view of the network as the information flow is being aggregated for traffic and security analysis.  Unlike traditional SNMP polling for information every 15 to 30 seconds where information is sent periodically, NetFlow in contrast collects information constantly that is reporting back to the dedicated database server and is condensed to avoid a large amount of repeated data being collected, these flows automatically finish when the Transmission Control Protocol (TCP) packets contain FIN flags. Using UDP, there are approximately 30-50 flows that are bundled and transported in the necessary format for NetFlow to be collected by the dedicated server to be used to create real time and view historical reports from the network in order to conduct a trends analysis. Each NetFlow supporting Switch or Router’s flow will remain inactive until there are new packets entering or exiting the devices for instance there could be a micro instance with a DNS request or a long instance with a 30-minute phone call using RTP traffic over the network in Voice Over Internet Protocol (VOIP) and the timers will automatically terminate if there is a termination of transition regardless if there is no FIN flag.	Comment by Carlene Campbell: 
No discussion provided for the design and implementation.

Conclusion

The network and data centre can be managed using the existing freely available tool’s such as SNMP to monitor the performance if network interfaces and produce almost real time state of the network within 15 seconds of polling a device for its interface status. This can be accomplished by using a SNMP trap collector to collect all SNMP traps from devices such as Switches and Routers that are used in the traditional environments and can be extended to manage the data centre however, there are currently limits of SNMP’s capability only to monitor the status of an interface and the amount of bandwidth it is utilising.  This information, although useful does not provide enough accurate information alone to manage the complicated infrastructure of the data centre. The complexity of the data centre has emerged an urgent need to be able to manage the infrastructure in a detail that leaves the traditional method behind and the ability to collect traffic flows is imperative to understand the current infrastructure and foresee any changes or threats to the infrastructure without undermining the device via polling it constantly. It is therefore relevant to collect the flow of the network as data is being transmitted and to be recorded in the cache database. Netflow, the in this case ticks all the network administrators boxes by providing a platform to collect detailed information on how the traffic is flowing on the network and use that data to analyse trends and obtain a more accurate overview of the network to solve problems such as issues with existing QoS priority packet tagging and identify bottlenecks within infrastructure and services in order to develop the infrastructure accordingly. The argument of using NetFlow for security is valid enough as it is to identify security issues such as DoS and DDoS attacks even if they start low and slow. By collecting the network trends the network administrator can almost automate the security and be able to identify and mitigate false positives with known trends with devices. With the emergence of NetFlow as a technology to monitor the infrastructure in the traditional environment and the data centre it has provided an almost indispensable tool for managing the infrastructure that has the potential to change the role of the network administrator to a proactive mode of management rather than reacting to a problem and wasting time diagnosing faults and decreasing the need for down time and identifying and classifying security incidents.	Comment by Carlene Campbell: 
What future recommendation have you identified?



















































	
    MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.
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	Common Assessment Criteria Applied
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	





	
	

	
	15
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	





	
	

	
	15
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	





	
	

	
	30
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	





	
	

	
	30
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	




	
	

	
	10
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	%

	
	Up to four weeks late
	
	

	
	First Attempt?
	
	




	
BACHELORS COMMON ASSESSMENT AND MARKING CRITERIA



	
	OUTRIGHT FAIL
	UNSATISFACTORY
	SATISFACTORY
	GOOD
	VERY GOOD
	EXCELLENT
	EXCEPTIONAL

	Assessment Criteria
	0-29%
	30-39%*
	40-49%
	50-59%
	60-69%
	70-79%
	80-100%

	1. Research-informed Literature 
Extent of research and/or own reading,  selection of credible sources, application of appropriate referencing conventions 
	Little or no evidence of reading.
Views and findings unsupported and non-authoritative.
Referencing conventions largely ignored.
	Poor evidence of reading and/or of reliance on inappropriate sources, and/or indiscriminate use of sources.
Referencing conventions used inconsistently.
	References to a limited range of mostly relevant sources. Some omissions and minor errors.
Referencing conventions evident though not always applied consistently.
	Inclusion of a range of research-informed literature, including sources retrieved independently. Referencing conventions mostly consistently applied.
	Inclusion of a wide range of research-informed literature, including sources retrieved independently.
Selection of relevant and credible sources.  Very good use of referencing conventions, consistently applied.
	A comprehensive range of research informed literature embedded in the work. Excellent selection of relevant and credible sources. High-level referencing skills, consistently applied.
	Outstanding knowledge of research-informed literature embedded in the work. Outstanding selection of relevant and credible sources. High-level referencing skills consistently and professionally applied.

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	Major gaps in knowledge and understanding of material at this level. Substantial inaccuracies.
	Gaps in knowledge, with only superficial understanding. Some significant inaccuracies.
	Evidence of basic knowledge and understanding of the relevant concepts and underlying principles. 
	Knowledge is accurate with a good understanding of the field of study.
	Knowledge is extensive.  Exhibits understanding of the breadth and depth of established views. 
	Excellent knowledge and understanding of the main concepts and key theories. Clear awareness of challenges to established views and the limitations of the knowledge base.
	Highly detailed knowledge and understanding of the main theories/concepts, and a critical awareness of the ambiguities and limitations of knowledge.

	3.  Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	Unsubstantiated generalisations, made without use of any credible evidence. Lack of logic, leading to unsupportable/ missing conclusions. Lack of any attempt to analyse, synthesise or evaluate.
	Some evidence of analytical intellectual skills, but for the most part descriptive. Ideas/findings sometimes illogical and contradictory. Generalised statements made with scant evidence. Conclusions lack relevance.
	Evidence of some logical, analytical thinking and some attempts to synthesise, albeit with some weaknesses.
Some evidence to support findings/ views, but evidence not consistently interpreted.
Some relevant conclusions and recommendations, where relevant
	Evidence of some logical, analytical thinking and synthesis. Can analyse new and/or abstract data and situations without guidance.
An emerging awareness of different stances and ability to use evidence to support the argument.
Valid conclusions and recommendations, where relevant
	Sound, logical, analytical thinking; synthesis and evaluation. Ability to devise and sustain persuasive arguments, and to review the reliability, validity & significance of evidence. Ability to communicate ideas and evidence accurately and convincingly.
Sound, convincing conclusions / recommendations.
	Thoroughly logical work, supported by evaluated evidence. High quality analysis, developed independently or through effective collaboration.
Ability to investigate contradictory information and identify reasons for contradictions.
Strong, persuasive, conclusions, justifiable recommendations.
	Exceptional work; judiciously selected and evaluated evidence. Very high quality analysis, developed independently or through effective collaboration.
Ability to investigate contradictory information and identify reasons for contradictions.
Highly persuasive conclusions

	4. Practical Application and Deployment
Effective deployment of appropriate methods, materials, tools and techniques; extent of skill demonstrated in the application of concepts to a variety of processes and/or contexts; formulation of innovative and creative solutions to solve problems. 
	Limited or no use of methods, materials, tools and/or techniques.
Little or no appreciation of the context of the application.
	Rudimentary application of methods, materials, tools and/or techniques but without consideration and competence. Flawed appreciation of the context of the application.


	An adequate awareness and mostly appropriate application of well-established methods, materials, tools and/or techniques.
Basic appreciation of the context of the application.

	A good and appropriate application of standard methods, materials, tools and/or techniques.
Good appreciation of the context of the application, with some use of examples, where relevant.

	A very good application of a range of methods, materials, tools and/or techniques.
Very good consideration of the context of the application, with perceptive use of examples, where relevant.
Evidence of some innovation and creativity. 
	An advanced application of a range of methods, materials, tools and/or techniques.
The context of the application is well considered, with extensive use of relevant examples.
Application and deployment extend beyond established conventions.  Innovation and creativity evident throughout.
	Outstanding levels of application and deployment skills. Assimilation and development of cutting edge processes and techniques.

	5. Skills for Professional Practice 
Demonstrates attributes expected in professional practice including: individual initiative and collaborative working; deployment of appropriate media to communicate (including written and oral); clarity and effectiveness in presentation and organisation.
	Communication media is inappropriate or misapplied.
Little or no evidence of autonomy in the completion of tasks.
Work is poorly structured and/or largely incoherent.
	Media is poorly designed and/or not suitable for the audience. 
Poor independent or collaborative initiative.
Work lacks structure, organisation, and/or coherence
	Can communicate in a suitable format but with some room for improvement. 
Can work as part of a team, but with limited involvement in group activities. 
Work lacks coherence in places and could be better structured.
	Can communicate effectively in a suitable format, but may have minor errors.
Can work effectively as part of a team, with clear contribution to group activities. 
Mostly coherent work and is in a suitable structure.
	Can communicate well, confidently and consistently in a suitable format.
Can work very well as part of a team, with very good contribution to group activities. 
Work is coherent and fluent and is well structured and organised.
	Can communicate professionally and, confidently in a suitable format.
Can work professionally within a team, showing leadership skills as appropriate, managing conflict and meeting obligations.
Work is coherent, very fluent and is presented professionally.
	Can communicate with an exceptionally high level of professionalism. 
Can work exceptionally well and professionally within a team, showing advanced leadership skills.
Work is exceptionally coherent, very fluent and is presented professionally.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]our work did not include articles published by peer reviewed journals, conference proceedings, books, and related website. No referencing sources was utilised.  However, from reading the report there is evidence that you have carried out literature informed research.  (Grade mark: 33.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]The report demonstrated knowledge and understanding but as mention above no evidence of the sources used. (Grade mark: 33.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]5

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]The research aspect of the report was well written and discussed. There was no discussion provided for the design and implementation. (Grade mark: 66.67%)
	[bookmark: totalANA]30
	[bookmark: markANA]20

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Unable to mark due to an incorrect format or file extension that I cannot identify? (Grade mark: 0.00%)
	[bookmark: totalPAD]30
	[bookmark: markPAD]0

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]The report read and flow well. You did not use the IEEE report format and no reference listing. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]36%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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