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Abstract 
This assignment involves building, deploying, managing, and configuring a virtual network using a Type 2 Hypervisor. This is done in two different tasks, the first a group task to create the network by working as a team following the given worksheet. The second task is an individual observation of the task, along with answering given knowledge-based questions.
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1. [bookmark: _Toc129339003]Task 1
1.1 [bookmark: _Toc129339004]Introduction
The Purpose of this Task is to work as a team on the practical aspect of building, configuring, managing, and deploying a virtual network.  This involves downloading VM Box and creating and configuring servers and clients using specific Type 2 Hypervisor management software. This forms the building blocks of configuring the network, then allowing suitable services and features to be utilised.

1.2 [bookmark: _Toc129339005]Mandatory Team Submission Details

Name of the Team: DMTJ
Team Members:
	Student Name
	Student ID

	Dave Cornelius
	2023506

	David Corner
	1809784

	Dylan Thomas
	2014801

	Morgan Combstock
	2014028


Team Evaluation (Self Evaluate your Team)
	
	Student 1  
	Student 2
	Student 3
	Student 4
	Student 5

	Student 1
	X
	5
	5
	5
	X

	Student 2
	5
	X
	5
	5
	X

	Student 3
	5
	5
	X
	5
	X

	Student 4
	5
	5
	5
	X
	X


Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)
Add your comments on Team Evaluation: (Justify your evaluation)Student 3: N/A as I am Student 3 
Student 2: Contributed to the technical aspects of the task, also assisting me when it came to the document in adding content and reviewing previously completed work. Always happy to assist the other team mates
Student 1: Contributed significantly to the technical aspect, made great suggestions, was very helpful with troubleshooting issues we encountered on certain occasions. 

Student 4: Contributed significantly to the technical implementation, was the focal point for screenshots to have a single source of truth for the submission. Readily available and happy to help others in the group. 

1.3 [bookmark: _Toc129339006]Building of a virtual Network (Screenshots)
[bookmark: _Hlk127386375][bookmark: _Toc129339007]VM Creation and Operating Systems

[bookmark: _Hlk128050901]Figure – Initial Client and Server creation within VM Box
[image: ]
Having downloaded and Installed VM box, and the associated files provided for the VM examples, VM Box can now be loaded up. It is now possible to create the two clients and two servers as required. The above screenshot shows the VM box Manager screen, when selecting the Add button, selecting the relevant File and ISO Image allows the creation of clients and servers.[1] Once this is done, select finish and repeat to reach the point above with the required clients and servers.

[bookmark: _Toc128047198][bookmark: _Toc128051049][bookmark: _Toc129339008]Virtual Network Configurations
Once the VM’s are created and Window’s 10 Operating System is installed, the configuration of the virtual network can begin.  




Figure – Network configuration of Server
[image: Graphical user interface, application

Description automatically generated]
The above shows the selection of the first server, navigating to Networks tab it allows the end user to select the enable network adapter, thus allowing selection of what network it’s attached to (Internal) in this case. This creates a switch for the network.
Figure – Accessing Control Panel of VM
[image: A screenshot of a computer

Description automatically generated]
Following the network amendments, booting up Server1 allows the user to select the Windows Start section, then the control panel as seen above to access the Network Status and Tasks section. By doing this, you will be able to amend the change adapter settings.
Figure – Amending Adaptor Settings within Network Status
[image: A screenshot of a computer

Description automatically generated]
The above shows the options provided for the Network and sharing centre after navigating via the Network and Internet section of the control panel. The Ethernet hyperlink found to the right of the screen allows amendments to be made to the ethernet adaptor properties, along with changing the IPv4 specification. 
Figure – Amending IPv4 within ethernet adaptor properties
[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]
The connection has been renamed PublicNet as requested, which could be seen behind the Ethernet Properties window.  The above shows the ethernet properties screen, where the Internet Protocol Version 4 option should be selected and amended. 


Figure – Assigning manual IPv4 address and auto assigning Subnet mask within PublicNet
[image: A picture containing text, screenshot, computer, computer

Description automatically generated]
After accessing the Internet Protocol Version 4 window, the user can manually amend the IP address as required, this has been changed to 10.10.10.1 which is the address specified in the Trial Network Config diagram. The subnet mask has been auto assigned.

This process is then repeated to create the second connection for PrivateNet1. This involves the similar steps documented above, beginning by selecting Server1 and the Adapter 2 tab, this then creates the second connection which is now visible, seen in the next figure.
This connection has been named PrivateNet1 as required in the network specification document. Once the network connection has been renamed, like the first network connection the IPv4 address can be assigned, along with an auto populated subnet. The subnet should be a different one to the other adaptor.






Figure – Client1 connection to PrivateNet1
[image: Graphical user interface, application

Description automatically generated]
Now that both Public and PrivateNet1 connections have been configured, the Clients can now be connected to the relevant Networks. The above figure shows the Network options for Client1, the Adapter attachment has been amended to Internal Network, and the network selection is PrivateNet1. 
Figure – Client2 PrivateNet2 IP Address
[image: Graphical user interface, application, Word

Description automatically generated]
Like the previous processes for the servers, the Ethernet within Client 1 is renamed, then the client is manually assigned with the IPv4 address of PrivateNet1 172.16.1.1 as per the Trial Network Config diagram, subnet mask again automatically allocated.
1.4 [bookmark: _Toc128047199][bookmark: _Toc128051050][bookmark: _Toc129339009]Install Critical Network Services (Screenshots)
[bookmark: _Toc128047200][bookmark: _Toc128051051][bookmark: _Toc129339010]Pre-Requisite

Figure – Server 1 Firewall Turned Off
[image: A screenshot of a computer

Description automatically generated]
As a pre-requisite to the next task, there needs to be verification that there’s no DNS setup, and that the Firewall is turned off. The above screen allows the user to customize the settings of each network, both the private and public network firewall settings.
This screenshot confirms that the Server1 Firewalls have now been turned off, showing as Not connected in the private networks section specifically.
Figure – Confirmation of Rename
[image: A screenshot of a computer

Description automatically generated]
The above screenshot evidences the renaming of server 1, following the instructions provided via the worksheet the computer name has been amended to DMC1-NT. Following this action, a system restart was required. 

[bookmark: _Toc128047201][bookmark: _Toc128051052][bookmark: _Toc129339011]Deploying Active Directory as a role or feature based installation.

For the roles to be installed on the required server, this is all handled within the ‘Server manager’ application on the server OS. To launch Server Manager the user will need to search for it within the start menu and search for it within there.  Once Server Manager is open select ‘Manage > Add Roles and Features’, where the following window will be displayed, when the user is at this point, it is required to select ‘next’ to proceed through the Add role wizard.
Figure – Server Management Dashboard to add Features
[image: ]
The next window that will appear is to select the destination server, this allows the user to select a different server to install the roles, in this example the destination will be set to the local server the add roles and features wizard is currently running on, so just click ‘next’ to proceed.
Figure – Selection of Renamed Server
[image: ]

The next window that is presented is to ‘select server roles’, within here it give the user the ability to install any ‘out the box’ features which are disabled by default as part of the Windows Server OS. As part of this example Active Directory requires installing on the server host so selecting the checkbox next to ‘Active Directory Domain Services’ then clicking ‘next’ will allow the installation to commence.[2]
Figure – Adding Active Directory Domain Services
[image: ]
Role installation progression can be monitored through the status ‘flag’ within server manager.

[image: ]

[bookmark: _Toc128047202][bookmark: _Toc128051053][bookmark: _Toc129339012]Creating user account objects using Active Directory Users and Computers snap-in console
Search for ‘Active directory users and computers’ in the start menu of the server, this will then open the MMC snap-in console with the AD configurations within there, like the following:
Figure – Verification of DMC1-NT Server
[image: ]
To create a new user object right-click on the ‘users’ container within the left-hand pane and select ‘New > User’, here the new user account creation window will appear, here the user's information such as first and last name, logon names all require entering to create the domain account


Figure – Creation of user “Morgan Combstock”
[image: A screenshot of a computer

Description automatically generated]

Once the user details have been inputted, simply select ‘next’ to create a password for the account and to select any additional functions on the account, i.e., set password to never expire, user must change password at next logon etc.
Figure – Adding Password for user Accessibility 
[image: ]
Once the user has been created and password assigned, the user then needs to be added to a domain admin group, whether this is with admin accessibility rights or just general user with lesser network accessibility.
[bookmark: _Toc128047203][bookmark: _Toc128051054][bookmark: _Toc129339013]Object Attributes of Interest

Once the Active Directory users and account objects have been created, further object attributes of interest can be created. Various attributes can be implemented to optimise the Active Directory management capability. This includes imposing limitations on restricted user groups, or enforcement of user activities upon the network. 
Figure – New user in user membership domain
[image: ]
The above figure shows the addition of new users into the user membership. Various users can then be added, including an administrator user, or even group to separate those who need/should have higher levels of access and influence on the network compared to those who should only have restricted access. 
Figure – Restriction of Login hours for specified User
[image: A screenshot of a computer

Description automatically generated]
Other restrictions can be imposed, the above is an example of restricting the access hours of a generic user of the network. The user ‘Lauren Combstock’ has had the hours of permitted access to 9am – 5pm, meaning the user will be unable to log in to the network in times outside the permitted access.

[bookmark: _Toc128047204][bookmark: _Toc128051055][bookmark: _Toc129339014]Adjoining the Domains and Testing user logins
Figure – WC1-NT successful Domain connection
[image: ]
The above figure demonstrates the computer WC1-NT being connected to accatask.msft domain successfully. This is accessed via the system properties window within the control panel. [3] 

Figure – “Morgan Combstock” home screen prior to Log out
[image: ]
This above figure shows a completed login by the user “Morgan Combstock” after successful authentication of domain credentials. The user is now successfully connected following the completion of all the previous steps in setting up the network.

Figure – Access denied for user without domain access
[image: ]
Having showcased a successful login in the previous figure, the above examples a user who now attempts to login using non-domain credentials. This shows that when a user attempts to do this, they are denied access to the domain as intended.


2. [bookmark: _Toc129339015]Task 2
[bookmark: _Toc129339016]2.1. Question i
The Type1 hypervisor, also known as bare metal hypervisor, is a layer of software sits directly on top of the host’s physical hardware, unlike Type2 it doesn’t rely on and existing OS.
This type of Hypervisor is secure due to the lower surface area that’s attackable, it allows for movement of VM’s manually and automatically between physical servers and allows for resource overallocation where needed. However, depending on functionality requirements it can be an expensive option, along with limited functionality and complex management when setting up other machines to the virtual network.  
The Type2 hypervisor, sometimes known as a hosted hypervisor, is installed as an application to an Operating System. The Type2 hypervisor relies on the Operating System to manage the host machine’s Memory, Storage, Network resources etc. This type of hypervisor is usually used for client/end-user systems as the security and performance is less of a concern as the hypervisor will rely on the existing OS. This type of hypervisor is easy to manage, allows access to other productivity tools and is convenient for testing software. However, it can be susceptible to attackers infiltrating the OS, it causes a large performance demand of the OS and is demanding on resources, especially when allocating RAM and can affect host machine performance. Generic use includes creation of VM’s to test software releases, or any changes to the network as this can be done in a safe virtual network prior to implementation. 
[image: Diagram

Description automatically generated with low confidence]The diagram to the right taken from techtarget[4] helps visually distinguish the difference between the two hypervisor versions. As can be seen, Type1 sits directly on top of the physical hardware, the Type2 sits on top of a hosted Operating System. Therefore, Type2 was the obvious choice for this task, as we’ve been tasked to execute the tasks via a virtual machine. 


[bookmark: _Toc129339017]2.2 Question ii
DHCP stands for Dynamic Host Configuration Protocol. According to Cisco [5], “DHCP is a network protocol used to configure network devices to communicate on an IP Network.” The DHCP is used to control a network configuration of a host via remote server. It’s a time friendly alternative to manual configuration of host or network device network settings. The main benefit of implementing DHCP, especially for larger networks, is that it minimises the configuration errors in comparison to manual IP address allocation. When having to configure a Type B or Type C network with IP allocations of up to 65,500 and 500,000,000 addresses respectively, the DHCP is far more efficient, not only with timing, but the multiple assignment of IP addresses simultaneously whilst avoiding typos.
There are 4 steps of DHCP Operations, they are Server Discovery, IP message request, IP message reply, and IP acknowledgement, also known as the DORA process.
The first step involves the Client broadcasting a DHCPDISCOVER packet, this is the Client broadcasting to all available networks requesting an IP address for the network.
Following this discover packet, the Server will then respond to the original discover packet by broadcasting a DHCPOFFER packet. This is a Server replying to the client confirming it’s a server and offers an IP address to the Client.
Upon receiving the Offer packet, the Client broadcasts DHCPREQUEST packet. This is the Client responding to the Servers confirming that it accepts the IP address offered to it.
Finally, the DHCP server broadcasts a DHCPACK packet. This is the specific server acknowledging that the IP address has been accepted and allocated.
Figure – DHCP Operation
[image: Graphical user interface, application, Word

Description automatically generated]
To the left is a figure I’ve created using Visio demonstrating my understanding of how the DHCP process works. Visualising the steps set out above.



[bookmark: _Toc129339018]2.3 Question iii
Active Directory is one of many identity related directory services, AD itself According to Microsoft [6] “provides the methods for storing directory data and making data available to network users”. It was originally developed by Microsoft as part of its server OS for deployment within its domain networks.
The AD will run off a separate server, known as a Domain Controller, usually there is more than one within an organisation. The three main operations are Access management, resource management and managing the network centrally. Any changes made to one are repeated on the other DC’s, whether it’s user creation/deletion/amendment all Domain Controllers are updated with the new information. Any device can connect to the active directory, so long as the user has the required permissions. 
Like firewalls, Active Directory is a gateway to the network, whether it’s the Local AD or the Azure AD for Cloud related activities, allocating certain permissions and levels of access ensure the users only access the resource they require. Not only holding data on the end users but providing a level of control and security of what they may access. A further level of security can be added by adding authentication of things like user ID’s and Passwords. This makes life easier for the network administrators.
[image: Diagram

Description automatically generated]As can be seen by the diagram to the left [7] Identity is the control panel meaning Active Directory is at the centre of the overall network. To keep the users and resources safe, ensuring identities and their levels of permissions/access is central to keeping the network secure. By using the user access, identity and resource management features it links the users with the correct resources.

[bookmark: _Toc129339019]2.4 Question iv
The terminologies I will look at in further detail from the worksheet to demonstrate further knowledge for this question will be Firewalls and Ping.
According to Cisco [8] a Firewall is “a network security device that monitors incoming and outgoing network traffic”. The firewall acts like a gatekeeper, using established protocols and set of rules to decide what traffic can enter and leave the network, blocking any suspicious traffic at the front door. Predominantly Firewalls are known for being a barrier to prevent threats from entering the network. A firewall can be hardware, software of firmware.
Regardless of Operating Systems used, a firewall is always able to be implemented. For example, Windows 2019 has the pre-packaged windows defender firewall, Linux kernel and Ubuntu operating systems have the Netfilter subsystem, while MacOS also includes a built-in firewall. For all these OS’s, the settings can be amended from the relevant control panel, the pre-packaged firewalls settings are effective, however larger enterprises may need to purchase enterprise scalable firewall solutions for the larger scope. 
Ping is a known command line which is available on ALL network operating systems. It is usually a command used to test the connection between devices on the network. The commend must be inputted via the Internet Control Message Protocol (ICMP) utilising an echo request packet sent to the host and an echo response message packet from the network device. According to Techopedia [9] “Ping is a network diagnostic tool used primarily to test the connectivity between two nodes or devices.”
Usually, this command is used in order to test the connectivity, either a message is received or a request timed out error is provided. The Ping response usually provides some information including the destination IP address, the size of the payload in bytes, and how long it took to be received. Ping is a useful command for network admins when monitoring network connectivity, can be a first port of call for network troubleshooting,

2.5 [bookmark: _Toc129339020]Question v 

Reflecting on the tasks completed in this worksheet, I found the instructions were provided clearly and managed to navigate the majority without a hitch.
Task 1 was straightforward, I found downloading VM Box simple, the setup instructions were great at explaining exactly what was required. If there were any issues, we did have the VM Box manual [1] to hand just in case we encountered any issues. The network diagram at the beginning of the document was also to hand when I needed to refer back for exact IP addresses.
I did enjoy the combination of combining the Operating System and Virtual Machine learning in one output. Previously I’ve only dipped my toes in the water with Operating systems so utilise it on this VM worksheet was helpful to progressing my practical skillset. Having worked with online digital services with differing levels of security I also enjoyed getting into the lower-level details with Active directory to set the security and accessibility for the network rather than at a service level as I am used to. 
The only issues, or difficulty that was encountered was the adjoining domain and testing user logins. This was mainly due to a slight error with the network configuration on one of the previous steps, however by backtracking and troubleshooting it was resolved pretty swiftly. Initially we couldn’t add Windows 10 Home OS to a domain and needed the pro version, however having gone back and re-worked the Active Directory to try and fix issue.

[bookmark: _Toc129339021]2.6 Reflection on Collaborative Work

In my opinion, this team worked together very well. As a group we formed on the second week of lectures but started working collaboratively very quickly as we all had the same goal of producing high quality outputs in a short time frame. A teams channel was set up, for us to communicate, upload screenshots and maintain the document so that everyone has access to the most up to date version of the document.
As a group we all have our strengths, Dave and David have both got great knowledge in the Networking arena, which was really useful in working through the tasks, but they passed on some learning to Morgan and I along the way. A similarity we all share is that we all work for large organisations (DVLA, Welsh Water, Council) and share the same mentality of getting work done swiftly and efficiently. We worked as a group to get through the tasks within the worksheet, Morgan engaged more so with the task while I engaged more so with the literature side of the task, getting a template created and updated as we worked through the worksheet. The assignment template was saved to the teams chat, with editing rights given to all so that we could collaborate outside of Thursdays as we’re all DDA students needing to juggle full time work and other commitments. 
A lot of the actual task work was done within the Thursday afternoon Lab sessions, this proved to be plentiful time wise as we’d finished the worksheet by February 23rd, leaving plentiful time to amend the document and collectively review it. Removing certain screenshots that weren’t of value, adding further annotations where needed. 
When we first begun, we were certainly strangers given we’ve all been on different streams and having learned from home for the first two years but going forward we will certainly have a bond/friendship, I wouldn’t walk past the guys on campus without saying hi. 
I also found the collaborative working within one of the tutorials beneficial to learning. The tutorial lecture on 02/03/23 which involved grouping together to share knowledge around certain functions was very useful. It gave me confidence in my own knowledge and to share that with the group, underlying how much knowledge I do have. I found myself able to convey to the group the basic knowledge and understandings of DHCP, AD and DNS, which I didn’t think I would be able to do. The collaborative working within the session not only helped me build rapport with my fellow group mates, but also built my confidence in my understanding and knowledge of the topics we are working with.
To conclude, I think the working as a group is useful in building rapport with the other students and engaging with others, however as a DDA student working as a Senior Business Analyst at my organisation I’ve found the team working aspect at times less beneficial. I would prefer to learn more about the topics and improve my underlying knowledge rather than spending 60/90 minutes of the tutorial session working as a group in superficial scenarios. I’ve found the DDA students are all more than capable of working as part of the team as we do it daily, we all have these soft skills in collaboration in abundance, though I do think it is applicable and highly useful for the full-time students as a lot of them having observed need to improve/develop the teamworking soft skills.


[bookmark: _Toc129339022]3. References
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