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[bookmark: _Toc228300967]Task 1: Emerging Trends in Digital Forensics
[bookmark: _Toc228300968]1. Introduction
Digital forensics is a scientific discipline encompassing the identification, collection, preservation, and analysis of electronically stored information (ESI) for use in legal proceedings and cybersecurity investigations [1]. Originating in the examination of personal computers in the 1980s, the field has undergone profound transformation driven by the rapid evolution of digital technologies. Today, investigators routinely recover evidence from smartphones, cloud platforms, encrypted communications, and Internet of Things (IoT) devices — a scope unimaginable two decades ago.
The scale of this transformation is reflected in market growth. The global digital forensics market was valued at USD 9.4 billion in 2024 and is projected to reach USD 19 billion by 2031, growing at a compound annual growth rate (CAGR) of 9.2% [2]. This expansion is driven not solely by rising cybercrime, but by three disruptive technological shifts currently reshaping investigative practice: the integration of artificial intelligence (AI), the migration of data to cloud environments, and the proliferation of IoT devices. Understanding these trends is essential for any practitioner entering the field.
[bookmark: _Toc228300969]2. Artificial Intelligence and Machine Learning in Forensics
Artificial intelligence represents the most transformative development in contemporary digital forensics. Machine learning algorithms now enable automated log filtering, anomaly detection, image classification, and natural language processing across datasets of a scale that would be humanly impossible to examine manually [3]. Practically, these capabilities reduce investigation timelines from weeks to hours, increasing both efficiency and the volume of cases agencies can process.
A significant application is in media analysis. According to NIST (2024), AI-powered deepfake audio detection has achieved 92% accuracy, a capability that is increasingly critical as synthetic media is weaponised in fraud and evidence fabrication [4]. Commercial tools have already integrated these capabilities: AccessData FTK 8.1, launched in July 2024, incorporates AI-powered multimedia analysis and entity management, enabling investigators to establish activity patterns across large datasets automatically [5].
However, Du et al. [6] caution that the 'black box' nature of many machine learning models creates a fundamental tension with forensic principles of reproducibility and transparency. If an AI system flags an artefact as evidentially significant, a court must be able to understand and scrutinise that conclusion. Current models frequently cannot provide this explanation, undermining their admissibility and raising serious questions of algorithmic bias. This is the central unresolved challenge of AI integration in forensic practice.
[bookmark: _Toc228300970]3. Cloud Forensics
The migration of organisational and personal data to cloud infrastructure has fundamentally challenged traditional forensic approaches, which assumed physical access to storage media. In cloud environments, data is distributed across geographically dispersed server farms, often spanning multiple legal jurisdictions, and controlled by third-party service providers rather than the suspects themselves [7].
This creates a complex legal landscape. Regulations such as the EU General Data Protection Regulation (GDPR) and the US CLOUD Act impose conflicting obligations on investigators seeking to compel data disclosure across borders. Service provider agreements, data residency requirements, and national sovereignty laws further complicate access [7]. Ismail and Ariffin [8] found that while open-source forensic tools such as Autopsy produce results technically equivalent to commercial alternatives such as FTK when applied within a validated framework, courts continue to favour commercially-validated tools — a disparity that imposes unnecessary financial burden on resource-constrained agencies.
The industry has responded with cloud-native forensic partnerships. The January 2024 collaboration between Nuix and Avian Cloud combined investigative software with high-performance cloud computing, enabling faster processing of large-scale cloud evidence [2]. Despite this progress, cloud forensics remains an area where legal frameworks lag behind technical capability.
[bookmark: _Toc228300971]4. IoT and Mobile Device Forensics
By 2025, tens of billions of IoT devices are in operation globally, spanning smart home assistants, connected vehicles, wearable technology, and industrial control systems [4]. Each represents a potential source of digital evidence and, simultaneously, a potential attack vector. Forensically, IoT devices present unique challenges: they operate on proprietary embedded systems, use non-standard communication protocols, have limited onboard storage that is frequently overwritten, and rarely implement preservation-friendly logging by design.
Mobile forensics remains the dominant sub-discipline. A 2024 survey of nearly 400 DFIR professionals by Magnet Forensics [9] found that mobile device data is the most frequently encountered evidence type, particularly in cases involving phishing, business email compromise (BEC), and employee misconduct. Tools such as Cellebrite UFED, which secured a USD 2.4 million government contract with Georgia's Ministry of Interior in February 2025 [2], remain the industry standard for mobile extraction, supporting advanced logical, file system, and physical acquisition methods. The extraction of GPS-tagged EXIF metadata — as demonstrated in contemporary corporate espionage investigations — illustrates the direct evidentiary power of mobile forensics in establishing physical location and corroborating conspiracy timelines.
[bookmark: _Toc228300972]5. Key Challenges Presented by Emerging Trends
Each emerging trend introduces corresponding challenges that practitioners and policymakers must address:
· Encryption: End-to-end encryption in mainstream consumer applications renders message content mathematically inaccessible after lawful seizure without keys. Criminals exploit full-disk encryption and anti-forensic tools including secure deletion software and privacy-oriented operating systems [7].
· Data Volume: DFIR professionals cite data volume as their primary operational challenge. Single investigations now involve terabytes of data across dozens of cloud accounts and communication platforms, necessitating AI-assisted triage [9].
· Legal Admissibility of AI Evidence: No established legal precedent exists in most jurisdictions for algorithmically-derived forensic conclusions. Courts require transparency that current AI models cannot reliably provide [6].
· Skills Shortage: The global cybersecurity skills gap, estimated at 4 million professionals by ISC2 (2023), disproportionately affects specialist disciplines including digital forensics and incident response [5]..
[bookmark: _Toc228300973]6. Conclusion
The emerging trends examined in this report — AI-driven analysis, cloud forensics, and IoT and mobile evidence — collectively define the current frontier of digital forensics. They are simultaneously expanding investigative capability and generating legal, technical, and ethical challenges that existing frameworks have not fully resolved. Practitioners entering the field must be proficient not only in the tools of current practice but in the evolving methodologies and legal principles that will govern evidence collection and admissibility in an increasingly data-rich environment. Continuous engagement with peer-reviewed research, professional standards such as NIST SP 800-86 [10], and international forensic guidelines such as ISO/IEC 27037:2012 is essential to maintaining competency in this rapidly changing discipline.


[bookmark: _Toc228300974]Task 2: Digital Forensic Investigation Report
[bookmark: _Toc228300975]1. Case Background
Quantum Tech, a semiconductor research and development company, detected unauthorised access to its proprietary AI chip design patent registered under identifier QT-AI-2025. The IT security team identified Emma, a recently appointed senior engineer with privileged access to the patent database, as the primary suspect. Intelligence indicated Emma allegedly exfiltrated the patent data intending to sell it to a competitor, NexGen Circuits, through an intermediary known as Joe. The suspected buyer at NexGen Circuits was Vanessa, the company's R&D Director. A further suspect, Norman Smith, was identified as buyer and coordinator of the data transfer [11].
Quantum Tech formally reported the incident to law enforcement. This investigation examined three digital devices seized under proper continuity-of-evidence protocols, in strict accordance with NIST SP 800-86 [12] and ISO/IEC 27037:2012 [13]. Findings are intended to support potential legal proceedings for corporate espionage and theft of intellectual property.
[bookmark: _Toc228300976]2. Evidence Inventory and Chain of Custody
All digital evidence was received under proper continuity-of-evidence protocols as required by ISO/IEC 27037:2012 [13]. The ACPO Good Practice Guide for Digital Evidence [14] principles were followed throughout: original data was not altered; a complete audit trail was maintained at all stages.

	Ref
	Device
	Suspect
	Make & Model
	Platforms

	E-001
	Android Smartphone
	Emma — Primary Suspect
	Huawei POT-LX1 P Smart
	WhatsApp, Instagram, Gmail

	E-002
	Android Smartphone
	Joe — Intermediary
	Samsung Android
	WhatsApp, Instagram DMs

	E-003
	Android Smartphone
	Norman Smith — Buyer
	Nokia Android
	WhatsApp, Facebook, Email



[bookmark: _Toc228300977]2.1 Chain of Custody - E-001: Emma's Huawei POT-LX1
	Evidence Reference
	E-001

	Tool Used
	Cellebrite UFED v7.76 / Physical Analyser v7.10

	Data Recovered
	Apps: 176 | Calls: 15 | Chats: 374 | Media: 5,708 | Emails: 79 | Locations: 789

	SHA-1 Hash
	[INSERT HASH — To be verified post-acquisition]

	Result
	COMPLETED SUCCESSFULLY — Integrity Intact [12]



[bookmark: _Toc228300978]2.2 Chain of Custody - E-002: Joe's Samsung Android
	Evidence Reference
	E-002

	Tool Used
	Cellebrite UFED v7.76 / Physical Analyser v7.10

	Data Recovered
	Images: 15,455 | WhatsApp Logs | Instagram DMs | Call Records

	SHA-1 Hash
	[INSERT HASH — To be verified post-acquisition]

	Result
	COMPLETED SUCCESSFULLY — Integrity Intact [12]


[bookmark: _Toc228300979]2.3 Chain of Custody - E-001: Emma's Huawei POT-LX1
	Evidence Reference
	E-003

	Tool Used
	Cellebrite UFED v7.76 / Physical Analyser v7.10

	Data Recovered
	Facebook Messenger | WhatsApp | Emails | Call Records

	SHA-1 Hash
	[INSERT HASH — To be verified post-acquisition]

	Result
	COMPLETED SUCCESSFULLY — Integrity Intact [12]



[bookmark: _Toc228300980]3. Methodology
This investigation adhered strictly to the NIST SP 800-86 four-phase forensic process: Collection, Examination, Analysis, and Reporting [12]. ISO/IEC 27037:2012 guidelines were applied for evidence identification, collection, acquisition, and preservation [13]. All acquisitions were performed with write-blocker protections. ACPO Good Practice Guide principles [14] were observed to ensure legal admissibility
	Tool
	Purpose

	Cellebrite UFED v7.76
	Forensic acquisition of all three Android devices — Advanced Logical extraction [15]

	Cellebrite Physical Analyser v7.10
	Deep analysis of communications, call logs, media, social media, and email [15]

	FTK Imager
	SHA-1 hash verification and forensic image integrity confirmation [16]

	Autopsy
	File system analysis and deleted file recovery [17]

	ExifTool
	File metadata extraction — creation dates, GPS coordinates, device information



[bookmark: _Toc228300981]4. Findings
[bookmark: _Toc228300982]4.1 Evidence Acquisition - Cellebrite UFED Process
Evidence acquisition was performed using Cellebrite UFED v7.76, the industry-standard mobile forensics platform deployed by law enforcement in over 140 countries [15]. The complete acquisition process is documented below.
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Figure: Successful extraction confirmed - hash verification completed
The successful extraction confirmed in Figures 1–2 establishes all acquisition steps were performed in accordance with forensic best practices [12][14]. SHA-1 hash verification was completed immediately upon acquisition to confirm bit-for-bit accuracy, maintaining evidence admissibility.
[bookmark: _Toc228300983]4.2 File Analysis - Cellebrite Physical Analyser 
Following acquisition, all three devices were analysed using Cellebrite Physical Analyser v7.10. The extraction summary for each device is presented below.
[image: ] 
Figure: E-001 extraction summary - 374 chats, 5,708 media files, 79 emails recovered
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Figure: E-002 extraction summary - 15,455 images recovered
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Figure: E-003 extraction summary - Facebook Messenger and WhatsApp logs recovered
[bookmark: _Toc228300984]4.3 Communication Analysis - WhatsApp Evidence (E-001: Emma's Huawei)
WhatsApp data was extracted from Emma's Huawei (E-001) via Cellebrite Physical Analyser. A total of 374 chat messages were recovered [15]. The following figures present the key WhatsApp conversations directly relevant to the corporate espionage investigation.
[image: ]
Figure: Emma messages Joe - 'Thinking of selling' - establishes criminal intent
[image: ]
Figure: Emma instructs Joe to 'keep this under wraps' - deliberate concealment confirmed
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Figure: Physical meeting arranged - conspiracy moves offline

	#
	From
	To
	Platform
	Timestamp
	Message Content

	1
	Emma
	Joe
	WhatsApp
	21/08/2024 09:58
	I have access to some highly valuable information from AI based future product list. I am thinking of selling it.

	2
	Emma
	Joe
	WhatsApp
	21/08/2024 11:47
	Perfect. Let's keep this under wraps. This could be huge for both of us.

	3
	Joe
	Emma
	WhatsApp
	21/08/2024 11:13
	I am at a meeting venue at Manchester. Will update.

	4
	Emma
	Joe
	WhatsApp
	20/11/2024 10:01
	I may go with someone else if not u r interested.

	5
	Emma
	Joe
	WhatsApp
	31/01/2025 10:15
	Any updates? Need to move fast.
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Figure  Emma applies pressure - 'May go with someone else'
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Figurer:  Offshore payment discussed - financial concealment indicated
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Figure:Direct request for patent QT-AI-2025 blueprint

[bookmark: _Toc228300985]4.4 Communication Analysis - Facebook Messenger (E-003: Norman's Nokia)
Facebook Messenger data was recovered from Norman Smith's Nokia (E-003) via Cellebrite Physical Analyser. Figures 12–13 present the critical conversations providing compelling evidence of the coordinated conspiracy to transfer the stolen QT-AI-2025 patent [15].
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Figure: Norman agrees £5M offshore payment - Proceeds of Crime Act 2002 implications [18]
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Figure: Joe states 'After that we are ghosting' - planned evidence destruction [19]
	#
	From
	To
	Platform
	Timestamp
	Message Content

	1
	Norman Smith
	Joe (Peter Dover)
	Facebook
	31/01/2025 12:49
	We need the Blueprint in chunks. Too risky in one go.

	2
	Norman Smith
	Joe (Peter Dover)
	Facebook
	31/01/2025 12:53
	Agreed. First part released, and 5M offshore effects. Simple.

	3
	Joe (Peter Dover)
	Norman Smith
	Facebook
	31/01/2025 12:53
	Doc. Watch ur Inbox in 48 hrs. After that we are ghosting.



[bookmark: _Toc228300986]4.5 Call Log Analysis (E-001: Emma's Huawei)
Call logs recovered from Emma's Huawei (E-001) identified 15 call records across two distinct numbers, in close temporal proximity to the WhatsApp conspiracy messages.
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Figure: 15 call records recovered - 2 distinct numbers identified

	#
	Number Dialled
	Date
	Time (UTC)
	Notes

	1
	00917907025586
	19/08/2024
	09:25:38
	Not Answered — International number

	2
	00917907025586
	19/08/2024
	09:25:34
	Not Answered

	3
	07917162891
	18/08/2024
	06:57:34
	Not Answered

	4
	07917162891
	13/08/2024
	11:52:21
	Not Answered — suspicious timing



[bookmark: _Toc228300987]4.6 Chain Media and Location Analysis (E-002: Joe's Samsung)
A total of 15,455 images were recovered from Joe's Samsung (E-002). Examination revealed two geotagged photographs of forensic significance taken on 16/12/2024 at 14:26:13 and 14:26:15 UTC, captured within two seconds, consistent with photographing a document [15].
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Figure: Train ticket recovered - confirms physical travel activity
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Figure: GPS-tagged image - places Joe at specific location six weeks before patent transfer deadline
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Figure: Second sequential geotagged image - consistent with deliberate document photography
[bookmark: _Toc228300988]4.7 Instagram Covert Channel (E-001: Emma's Huawei)
A total of 5,708 media files were recovered from Emma's Huawei (E-001). Among these, a photograph of an Instagram QR code was identified, revealing a secondary covert communication channel.
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Figure: Covert Instagram account @HAMSTER.184397 — secondary channel used to evade detection
This confirms deliberate use of multiple platforms to coordinate the conspiracy, consistent with premeditated organised criminal behaviour [20].
[bookmark: _Toc228300989]4.8 Consolidated Evidence Timeline
	Date
	Person
	Platform
	Event & Forensic Significance

	21/08/2024
	Emma
	WhatsApp (E-001)
	CRITICAL: 'Thinking of selling AI info' — criminal intent established [Fig.6]

	21/08/2024
	Emma
	WhatsApp (E-001)
	'Keep this under wraps' — deliberate concealment confirmed [Fig.7]

	Aug 2024
	Emma
	Call Logs (E-001)
	Repeated calls to 2 numbers — coordination with co-conspirators [Fig.14]

	20/11/2024
	Emma
	WhatsApp (E-001)
	'May go with someone else' — pressure tactics applied [Fig.9]

	16/12/2024
	Joe
	GPS (E-002)
	Two geotagged images taken within 2 seconds — physical location confirmed [Fig.16-17]

	31/01/2025
	Norman
	Facebook (E-003)
	CRITICAL: 'Blueprint in chunks' + '£5M offshore' — transfer negotiated [Fig.12]

	31/01/2025
	Joe
	Facebook (E-003)
	CRITICAL: 'Watch ur Inbox in 48 hrs. After that we are ghosting' — evidence destruction planned [Fig.13]

	March 2026
	Examiner
	Cellebrite
	Forensic acquisition of all 3 devices — hash verified, legally admissible [Fig.1-2]



[bookmark: _Toc228300990]4.9 Suspect Profiling
Based on the totality of digital evidence recovered across all three devices, the following suspect profiles are established:
	EMMA — E-001
	PRIMARY PERPETRATOR

	Role
	Senior engineer with privileged access to QT-AI-2025 patent database. Initiated and drove the conspiracy.

	Key Evidence
	WhatsApp: admitted intent to sell [Fig.6]; deliberate concealment [Fig.7]; pressure tactics [Fig.9]; covert Instagram @HAMSTER.184397 [Fig.18]

	Legal Exposure
	Computer Misuse Act 1990 | Trade Secrets Regulations 2018 | Fraud Act 2006




	JOE — E-002
	INTERMEDIARY / BROKER

	Role
	Coordinated patent transfer between Emma and Norman. Managed logistics and planned evidence destruction.

	Key Evidence
	Facebook: 'Watch ur Inbox 48hrs' [Fig.13]; 'After that we are ghosting' [Fig.13]; GPS-tagged photos [Fig.16-17]; train ticket [Fig.15]

	Legal Exposure
	Computer Misuse Act 1990 | Criminal Justice Act 2003 (planned evidence destruction) | Fraud Act 2006



	NORMAN — E-003
	BUYER & RECEIVER

	Role
	Buyer acting on behalf of NexGen Circuits. Arranged receipt of patent and coordinated offshore payment.

	Key Evidence
	Facebook: 'Blueprint in chunks' [Fig.12]; '£5M offshore' [Fig.12] — consistent with money laundering

	Legal Exposure
	Proceeds of Crime Act 2002 | Trade Secrets Regulations 2018 | Fraud Act 2006


[bookmark: _Toc228300991]5. Conclusion
This forensic investigation has produced substantial digital evidence establishing a coordinated conspiracy to steal and sell Quantum Tech's proprietary QT-AI-2025 AI chip design patent by three suspects. WhatsApp communications recovered from Emma's Huawei (E-001) demonstrate explicit intent to sell proprietary data, deliberate concealment, and use of a covert Instagram channel. Facebook Messenger evidence from Norman's Nokia (E-003) confirms the patent blueprint request, a £5 million offshore payment arrangement, and planned destruction of communications [18][19]. GPS and travel evidence from Joe's Samsung (E-002) corroborates physical coordination.
All evidence was acquired and documented in full compliance with NIST SP 800-86 [12] and ISO/IEC 27037:2012 [13], and is legally admissible for court proceedings. The evidence is consistent with offences under the Computer Misuse Act 1990 [21], Trade Secrets Regulations 2018 [22], Fraud Act 2006 [23], Proceeds of Crime Act 2002 [18], and Criminal Justice Act 2003 [19].
[bookmark: _Toc228300992]6. Recommendations
[bookmark: _Toc228300993]6.1 For Law Enforcement
· Charge all three suspects under the Trade Secrets (Enforcement, etc.) Regulations 2018 [22] and Computer Misuse Act 1990 [21].
· Investigate the £5M offshore payment (Fig.12) for money laundering under the Proceeds of Crime Act 2002 [18].
· Obtain a court order to preserve Instagram account @HAMSTER.184397 (Fig.18) as further digital evidence.
· Cross-reference call numbers 00917907025586 and 07917162891 across all three devices to confirm ownership.
· Consider charges against Joe under the Criminal Justice Act 2003 [19] for planned evidence destruction
[bookmark: _Toc228300994]6.2 For Quantum Tech
· Immediately revoke Emma's system access credentials and audit all files accessed over the past 24 months.
· Implement Data Loss Prevention (DLP) solutions and User Behaviour Analytics (UBA) to detect anomalous access patterns.
· Enforce strict least-privilege access principles for all patent database users [12].
· Consider civil action against NexGen Circuits under the Trade Secrets Regulations 2018 [22].
[bookmark: _Toc228300995]-
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1 2 © | ImagesLocation | 15/12/2024 1649557 [Capture Time] 2004121516495 241215 164

] 2 ©  Image: Location | 15/12/2024 16:43:59 [Capture Time] 20241215164858pg
(4] [l 2 ©  Image:Location  16/12/2024 09:05:01 [Capture Time] 20241216,000500pg 20241216 030 e
s ] 30 ©  Image:Location  16/12/2024 09:05:06 [Capture Time] 20241216.000505jpg 20241216 090 ;‘“"" ‘Z“z“z‘ﬁ—“‘zﬁ‘“"g

' 5 Y P ————— ER——— 2 Seeloyes 30009

] E ©  Image: Location  16/12/2024 08:05:27 [Capture Time] 20241216.030525 pg 20241216 0% et e s

] 3 @ Image:Location  16/12/2024 11:46:29 [Capture Time] 20241216.114628jpg 20241216 114 i:‘;ﬂ

] 1 ©  mage: Location  16/12/2024 11:4631 [Capture Time] 20261216.114630 5 20061216 114 Moified: 16/12/2024 142615UTC+0)

¥ 35 ©  mage: Location  16/12/202¢ 133205 [Capture Time] 20041216.133204 jpg 212 Sy

] 36 ©  mage: Location  16/12/2024 13:32:06 Capture Time] 20241216.133206p5 oainat Etraction:  File System (1)

MDS: 3635071330858 1851195318641087
1 9 Image:Location | 16/12/2024 142613 [Capture Time] 20061216 14261245 201216 142 e Ok

-----IIIII_—___I- Metadata

CameraMake:  samsung
SM-AT3TF

Camera Model:

Total: 38 Deduplication: 0 Items: 38/2059  Selected: 38





image31.png
Cloud  Edract  Python  Plugins  Report  Help

Huawei_POT-LX1 P Smart

Wlcome O DevieLoatns (459
e mage vew | e to

optton 091 DI

o =

¢ calllog 15)
 Native15)
“ € unknown (15)
© Missed ()
 Notanswered (1)

contacts 13)

[ ve—) .
Wireless Networks 1) 2]
Location Related (419)

¥ 9 Device Locations (419)

¥ 9 Locations 1)
Facebook (1)
Gmail 20)
Google 20)
Google Photos (194)
[ ——
Instagram (1)
Messages @)
Native 174)
Snapchat ()
Spooch Recogaiton and Synth
& Manual Data Collection 12)

© Media (1u344)

& Messages 75) ()

Huswei POT D0

Tips & Trces

® IMG 20240908 211153jpg x

mera MG 2

O 1MG 20241122 194623 pg

O Native (174)

O snapchat (1)

-

O Messages 2)

Earmings upcoming

O Instagram (1)

=

) 310372006




image1.png
Prifysgol Cymru

Y Drindod Dewi Sant
University of Wales
Trinity Saint David




image2.png
Prifysgol Cymru
¥ Drindod Dewi Sant
University of Wales

Trinity Saint David




