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Cybersecurity is an essential part of defending threat landscapes which are emerging in the modern world at a record-breaking rate. As technological advancements and complexity take place with emerging tech such as SaaS and cloud as well as hybrid working models, we need to ensure that we are keeping up to date by innovating and ensuring that we are able to defend high value tech environments especially in high risk industries such as finance where institutions just like Vigilant Trust & Asset Management are a target.
Following recent successful phishing attacks and attempted ransomware infection, the severity of an updated cyber defence is high priority. Within this report, a zero-trust framework will be proposed in line with CISA, NIST, ENISA and ISO27001. This framework will have the aim of defending VTAM against modern cyber threats which will reduce VTAM’s threat landscape and overall risk.
[bookmark: _Toc229731347]Identification of Modern Threats
New threats are consistently emerging as technology evolves. Modern threats can be both internal (caused by staff members) or external (caused by hackers). Both forms of threat need to be assessed equally in order to reduce the threat landscape.
Internal Threats:
Insider Threat: An insider threat is when an employee poses a potential risk to the IT environment. This could either be malicious due to being disgruntled with the aim of causing harm to the company by actioning a task such as installing ransomware. On the other hand, a negligent internal threat such as an employee unintentionally clicking on phishing link, falling for vishing and revealing confidential information to unauthorised individuals [1].
Shadow IT: This is when an employee installs an unauthorised application which could pose a huge threat to the company’s IT environment [2]. The app will be installed without the internal IT Security teams doing due diligence to ensure that the application is safe.
Poor Credentials: Weak credentials make the use of password cracking a lot easier for hackers, with over 87 million out of 193 million (45%) of passwords being cracked in under a minute [7]. Poor credentials could provide back door access to classified information and in some circumstances, allow hackers to provide further access within the organisation such as system administrator privileges. 
Re-used Credentials: The average person re-uses their password 14 times and 73% of people use the same password for their personal and work accounts [8]. Re-used passwords also increase the risk of the password being cracked as the reliance on other companies having secure IT is increased. When this is done, Credential stuffing can be used to crack site with low security in order to gain access to other systems – this is the most effective way to gain access to a system [3].
3rd Party Access: Access via 3rd party companies can often create a risk if they are remoting in via a virtual machine and access has not been limited down to the things which they are authorised to do on the network. The individuals accessing via 3rd party will need to have training and an additional contract to agree to the IT policies of the company.
External Threats: 
Ransomware As A Service (RaaS): This is when ransomware is now being offered as a monetised product either by renting or selling it to an individual to infect a network with ransomware. This is usually injected via Phishing and Social Engineering [4].
AI Powered Social Engineering (Vishing): Hackers are now using AI to create deepfakes which make exploit a targets trust with the aim of giving them access to the system [5]. Unfortunately, it is hard to fight against deepfakes as spam filtering isn’t an option and hackers pose as executives, colleagues or friends to gain the access they need to perform a task.
Supply Chain Compromising: Hacking of 3rd party applications to gain wider access to the rest of the network is very common especially for large organisations who rely on a large number of applications from 3rd party companies. When Supply Chain Compromising takes place, malware is injected into the 3rd party application and then that is subsequently uploaded to the organisation’s environment [6].
Cloud & Hybrid Risks: Misconfiguration of cloud SaaS can cause large issues if storage and permissions are not configured correctly as this can provide unauthorised access to team members or external individuals.
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The zero-trust model has the aim of “Never Trust, always verify” which is in line with the NIST cybersecurity framework is a great foundation for cybersecurity as this is in line with ISO27001
NIST:
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Access Management Policy: 
VTAM will:
· Control and verify all access to devices and applications with using tools such as MFA 
· Follow principle of least privilege. 
· Use role-based access control to ensure that access is authorised.
Devices: 
VTAM will:
· Make endpoint protection compulsory for all VTAM devices 
· Be fully enrolled into a device manager such as Microsoft Intune else the device cannot be used. This will allow devices to be searched, disabled or wiped remotely which is useful for stolen devices. 
· Full device management will allow firmware and software updated to be forced or deployed as and when needed.
· Encrypt devices to AES256
Network:
VTAM will:
· Use Zero Trust Network Access
· Use VLAN’s to segment the network
· Use encryption across the entire network
· Implement Firewalls 
· Use SIEM to log, monitor and detect incidents
· Implement disaster recovery

Data:
VTAM will:
· Operate according to the General Data Protection Regulation
· Apply encryption across all apps holding data
· Use data loss prevention and backup recovery with routine offline backups
· Use end-user restricted access via group policies
Cloud:
VTAM will:
· Ensure all 3rd party applications comply with ISO27001
· Monitor misconfigurations and review routinely
· Encrypt cloud storage
· Use Cloud Security Posture Management

Incident Response
VTAM will:
· Use SIEM to monitor & log incidents
· Implement a Security Operations Centre
· Isolate infected systems, remove the threat (malware/ransomware), restore backup & investigate improvements
· Incident alerts using Security Orchestration, Automation, and Response.
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MFA: Multi Factor Authentication is a cost-effective way of initiating a secondary barrier of security which is highly effective. This can be deployed for all applications and users to verify the access into the app or system is verified.
SIEM: A Security Incident Event Management system will allow VTAM to monitor, analyse and store logs as well as monitor security events providing threat detection and responds to the threat whether it took place at Firewall, device or user level.
PAM: Privileged access management is a great way to manage access across an organisation within different user accounts and applications ensuring that only authorised individuals have the correct access and unauthorised access is not allowed.
[bookmark: _Toc229731350]Proactive Monitoring and Incident Response
A security operation centre (SOC) should be created in order to give 24/7 monitoring and incident response to VTAM. The SOC will need to analyse behaviour and log any threats that take place in line with incident threat management procedures.
[bookmark: _Toc229731351]Continuous Training and Awareness
Lack of training can cause a range of threats for a company which is why both training for technical and non-technical teams need to be implemented.
Technical Team Training:
· Cyber awareness course and yearly refresher
· Threat Detection & SIEM refreshers
· Fraud & impersonation Detection
Non-Technical Team Training:
· Phishing & Vishing Simulators
· Executive impersonation
· Yearly cyber awareness courses & tests
· Interactive training sessions for high-risk users
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In conclusion, cyber threats are becoming increasingly popular and advanced especially for financial institutions, ensuring that companies such as VTAM have a resilient Cyber Security to protect the company’s systems and applications is essential.
Implementing a zero-trust cyber security framework in line with NIST, ENISA & ISO27001 will ensure a high standard of cyber security with use of encryption, endpoint protection, network segmentation and MFA while also implementing a Security Operations Centre (SOC) for 24/7 monitoring, detection and incident response using SIEM.
Training is also essential for both technical and non-technical staff so that users can spot when phishing and Vishing is taking place. This along with robust security policies which are reviewed often, VTAM’s threat landscape will be minimised and will provide ultimate security for the company’s devices, networks, systems and overall protect the company’s data while providing a 100% uptime.
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SUCCESSFUL CYBER INCIDENT IMPACT

If a cyber incident is successful, there can be a range of major
repercussions for VTAM:

* Downtime - This can lead to lack of productivity from staff and
loss of trust from clients if online services are not available.

+  Reputation - VTAM’s Brand image will be damaged which will
lose trust from staff, clients and potential investors as they will
be concerned about the incident and whether it could be
repeated.

«  Penalties - Penalties can be incurred for loss of data or potential
legal fees. If a ransomware attack takes place, a recovery cost
may have to be paid.
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VTAM’S CYBER THREATS

A growing list of cyber attack techniques can be used as well as gaps
which need to be identified within the IT environment. The most
popular are:

+ Weak credentials
«  Disgruntled Employee

+ 39 Party Access

+  Ransomware

«  Phishing

«  Vishing

+  Cloud Misconfiguration

«  Credential re-use/ credential stuffing
«  Distributed Denial Of Service

« Trojan Horse

+  Zero Day Attacks

+  Malware

+ Social Engineering
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FIRST STEP Ol o
CYBER SOLUTIONS FOR VTAM ?’e,

Implement a Zero Trust security model aligned
with NIST, 15027001, ENISA, and CISA.

Use the principle 'Never Trust, Always Verify’

Use verification methods such as multi factor
authentication to verify the access of the user.

Create role-based access control for all systems
and applications as well as least privilege to
reduce insider risk.




image8.png
FURTHER CYBER SECURITY
IMPLEMENTATION MEASURES

These are the technical steps that need to be implemented to ensure
the security of VTAM’s environment:

+ Multi Factor Authentication (MFA) for all applications and users

*  Security Information and Event Management (SIEM) for 24/7
monitoring, detection and resolution.

*  Privilege access management (PAM) for control of access
dependent on job role within VTAM

+ End to end device encryption AES-256
+  Endpoint protection

*  Network segmentation
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ADVANCED IMPLEMENTATION

Incident Response Plan for staff
Create a Security Operations Centre (SOC) which operates 24/7
Create disaster recovery

Maintain offline backups

TRAINING

Annual advanced cyber training for technical staff members in threat
detection and SIEM

Annual cyber awareness training for all staff

Vishing and Phishing simulations

Executive impersonation simulations
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UPKEEP OF A SECURE
ENVIRONMENT

SPEND

Invest in reliable, well recommended Saas to reduce long-term
financial and operational exposure

KEY PERFORMANCE INDICATORS

Have regular KPI's and reviews of the cyber security operation,
applications, policies and team members

ZERO TRUST

Implement a strong zero trust principle cyber security operation
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SUMMARY

The rise of cyber threats and attacks on companies
in all industries is rising imminently.

In.order to combat the rise in security incidents,
Zero Trust principles will be followed to ensure that
the security operation will be resilient and stable.

Although the financial hit when first implementing
these Cyber Security practices will be large, the
peace of mind from having a strong cyber operation
as well as reducing the risk of having further
financial issues caused by cyber attacks against
VTAM
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Recovery Planning

Communications.




image2.png
CYBERSECURITY RECOMMENDATIONS

Vigilant Trust & Asset Management Cyber Security
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Changes to VTAM’s Cyber Security operation needs to be completed to minimise
the threat landscape. With the rise in Cyber Incidents, further investment needs to
be made to ensure that past incidents can not be repeated.

WHY SHOULD THIS TAKE PLACE?

lly making

Successful Phishing and ransomware attacks have occurred success!
VTAM a target for future attacks

Increase in cyber incidents across all industry’s
Revolution of new and existing cyber attack methods such as Al Vishint
Companies in financial industry’s are high targets

Disruption can be caused if a cyber attack is successful

Client trust can be lost following a successful attack

Penalties can be occurred if data is leaked




