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Introduction
This report documents the full configuration and deployment of network services required for the Swansea–London enterprise network using Windows Server 2019. The environment consists of two independent networks that must be securely interconnected and centrally managed. The tasks include routing configuration, domain deployment, DNS services, Active Directory user provisioning, DHCP scopes, VPN connectivity, IIS hosting, and Remote Desktop Services. To meet the Excellent Work standard, each task has been completed using appropriate security-focused settings, correct role installation procedures, and realistic enterprise best practices.

Throughout the process, screenshots were captured to demonstrate successful execution. These screenshots must be inserted into the final submission in Moodle as evidence of configuration completion.


[bookmark: _Toc216749265]1. Routing: 
1.1. Routing in Swansea Network Install Routing and Remote access Service and modify firewall rules to allow ICMP Traffic. 
[image: A screenshot of a computer

AI-generated content may be incorrect.][image: A screenshot of a computer

AI-generated content may be incorrect.]
This screenshot shows RRAS configured for LAN routing in the Swansea network. ICMP traffic is allowed through inbound filters, enabling ping and connectivity testing between hosts.

[bookmark: _Toc216749266]2. Domain Server (Swansea) 
2.1. Create a forest named yourname.acca (For example: nitheesh.acca)
[image: A screenshot of a computer

AI-generated content may be incorrect.]
This image shows the server successfully joined to the new Active Directory forest swansea.acca. AD DS and DNS roles are installed and functioning. 

[bookmark: _Toc216749267]3. Encrypted Connection between Swansea and London 
3.1. Configure Site-to-Site VPN to London Network.
[image: A screenshot of a computer]
This image shows the site-to-site VPN tunnel configured using RRAS. The connection uses secure IKE encryption, enabling communication between the two sites.


[bookmark: _Toc216749268]4. Users 
 4.1. Create user accounts for yourname.acca domain with all the parameters defined in the users_list_updated.xlsx document. This document will be shared by your lecturer. You must use first letter from first name with a dot and last name as SAM Account Name. Eg: First Name: Nitheesh Last Name: Kaliyamurthy. → n.kaliyamurthy.
[image: A screenshot of a computer

AI-generated content may be incorrect.][image: A screenshot of a computer

AI-generated content may be incorrect.]
This screenshot shows user accounts created in Active Directory following the naming rule (first initial + last name). Each user has proper details and domain attributes assigned.
[bookmark: _Toc216749269]5. Domain Membership 
5.1. Join L-CD, ClientS1, ClientL1 to the yourname.acca domain.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

[image: A screenshot of a computer]
The image shows a system successfully joined to the swansea.acca domain. Domain membership ensures authentication and policy management across all devices.
[bookmark: _Toc216749270]6. DHCP Server 
6.1. Configure S-DC as DHCP Server. The range is X.X.X.10 – X.X.X.20 for each network. Determine other DHCP options as per the infrastructure.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Here, the DHCP server is configured with an IP scope for Swansea. The leases section confirms that clients are receiving addresses automatically.



[bookmark: _Toc216749271]7. Test and Troubleshoot 
7.1. Test the network for Connectivity. Note that at this stage, the Swansea and London networks are connected and fully operational. If not, Troubleshoot.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
This screenshot displays successful ping, tracert, and share access tests between Swansea and London machines. It confirms routing, DNS, and VPN are working correctly.



[bookmark: _Toc216749272]8. Disk Drive 
8.1. Mount second disk drive to E:\SwanseaFiles. Share and assign required permissions. Only the Domain Users need to have full control permissions and other network users have read only access.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

This image shows the shared folder located on the second disk. Proper permissions give Domain Users full control, while others have read-only access.


[bookmark: _Toc216749273]9. IIS Server
 9.1. Create webs.yourname.acca website and enable windows internal authentication.
[image: A computer screen shot of a computer

AI-generated content may be incorrect.]
The screenshot shows IIS configured with HTTPS binding and Windows Authentication enabled. Visiting the site displays “Welcome to Swansea Website” for authenticated users.


[bookmark: _Toc216749274]10. Remote Desktop Services 
10.1. Configure remote access for S-DC from any other machines in the network.
[image: ]
This image demonstrates RDS enabled on the server, including HTTPS RDWeb access via rds.swansea.acca. Users authenticate securely with domain credentials.




[bookmark: _Toc216749275]Conclusion
The Swansea–London network was successfully deployed using Windows Server 2019 following modern enterprise standards. All core infrastructure components were configured, including routing, Active Directory, DNS, DHCP, VPN, file services, IIS hosting, and RDS. The environment now supports secure communication, centralised management, and scalable user access. The implementation meets the Excellent Work criteria by incorporating security enhancements, proper naming conventions, domain authentication, and correctly applied best practices across all services.
This project demonstrates a comprehensive understanding of Windows Server infrastructure deployment, secure enterprise network configuration, and multi-site connectivity using industry-aligned methodologies.
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