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Virtualization and networking are foundational to modern IT infrastructure, and this assignment brings those domains together to develop practical skills and conceptual clarity. At its core the work explores hypervisors—the software layer that creates and manages virtual machines—and the virtual machines (VMs) that run guest operating systems and services. You will examine how hypervisors abstract physical hardware, enable resource sharing, and provide isolation between workloads, while comparing tradeoffs such as performance, manageability, and security. The assignment emphasizes how virtualization supports enterprise goals: consolidation of servers, rapid provisioning, test and development environments, and improved fault isolation.
The enterprise network component situates virtualized systems within realistic operational contexts. You will map how VMs integrate with network services—addressing (DHCP, IPv4/IPv6), name and identity services (Active Directory), secure remote access (VPN), and trust infrastructure (Certificate Authorities)—and how routers and switches direct traffic between virtual and physical segments. A major learning objective is to show how addressing and routing choices affect reachability, scalability, and resilience, and how virtualization changes operational practices for network design, monitoring, and security.
Practically, the assignment asks you to design, configure, and reflect on a topology where virtualized servers (for example, a Debian host acting as a DHCP relay and a Windows server providing directory services) coexist with physical network devices. You will document IP addressing schemes, subnetting decisions, routing approaches (static vs dynamic), and the role of DHCP relays in multi‑subnet environments. Emphasis is placed on best practices: minimizing single points of failure, enforcing least privilege, using segmentation to limit attack surfaces, and planning address allocation to avoid waste and support growth.
Beyond configuration tasks, the assignment requires critical reflection: justify design choices, evaluate tradeoffs between Type‑1 and Type‑2 hypervisors for different workloads, and assess how virtualization affects backup, patching, and incident response. Deliverables include diagrams, configuration snippets, and a concise rationale linking technical decisions to enterprise requirements such as availability, security, and manageability. By completing this work you will gain hands‑on experience and a systems‑level perspective on how virtualization and networking combine to deliver scalable, secure, and maintainable enterprise services.



[bookmark: _Toc215066621]Research
[bookmark: _Toc215066622]Research on Hypervisors
Hypervisors are software layers that enable virtualization allowing multiple operating systems to run on a single machine [1]. There are two main types of Hypervisors:


Type 1: Hypervisors type 1 are also known as “bare metal”. They run directly on the host machine’s hardware. They can offer much higher performance, better resource allocation, and enhanced security.  Examples of type 1 hypervisors include Microsoft Hyper-V, VMware ESXi, and Xen [2].


[image: A screenshot of a computer

AI-generated content may be incorrect.]Type 2: These hypervisors run on top of a conventional operating system. They are easier to set up but less efficient and secure. These are such Oracle VirtualBox and VMware Workstation [3].







For the given network topology consisting of a Microsoft Windows Server OS connected to a Microsoft Windows enterprise OS machine, and simultaneously a Linux Debian Server connected with a Linux Debian Client OS, with both servers connected to each other, and to the internet.
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AI-generated content may be incorrect.]Given potential hardware constraints and the need for secure, scalable virtualization across Windows and Debian Client Machines, Type 1 hypervisors are the recommended choice of hosting, offering the best balance of performance, isolation, and manageability for enterprise-grade deployments.
[bookmark: _Toc215066623]
Research on IP Addressing
IP Address is an Internet Protocol address. It’s a numerical label assigned to a device connected to a computer network that uses the Internet Protocol for communication, and functions as a network interface identification, and location addressing.
Data travels across the Internet using packets, which contain source and destination IP addresses act as unique identifiers for devices, enabling routing between networks.
There are currently two types of IP address IPv4, and IPv6. The former uses a 32-bit structure divided into four octets. While IPv6 employs a 128-bit format for a vastly larger address space.
Subnetting divides networks into smaller segments, improving efficiency and security by reducing broadcast domains.
Efficient IP address utilization is crucial and critical due to IPv4 exhaustion, leading to techniques like NAT and the adoption of IPv6.
IP Addressing ensures functionality by enabling hierarchical routing, reducing congestion and delays, and supporting scalability. Without proper addressing, routers cannot forward packets, making the Internet or network unusable.
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Routing protocols determine the best path for data across networks. Static routing uses manually configured paths, suitable for small, stable networks changes using metrics like hop count or link cost (1). OSPF, for instance, uses link-state algorithms for fast convergence, while BGP handles inter-domain routing across the internet.
For a topology with a Debian server acting as a DHCP relay and a Windows Server providing connectivity, dynamic routing is preferable. It ensures resilience and automatic updates when IP leases or network segments change. Static routing could work in a simple lab setup but would require manual intervention for any typology changes.
[bookmark: _Toc215066625]Research on Network Services
VPNs create secure tunnels over public networks, ensuring confidentiality and integrity, especially on public networks. Best practices include using strong encryption protocols, multi-factor authentication, and regularly updating VPN software to mitigate vulnerabilities.
Dynamic Host Configuration Protocol, or DHCP automates IP address assignment, reducing manual configuration errors and improvising network efficiency. It assigns IP addresses, subnet masks, gateways, and DNS settings to devices. Best practices involve using DHCP reservations for critical devices, implementing IP address scopes with proper lease durations, and securing DHCP servers against rogue devices.
Active Directory Domain Services (AD DS) is a Microsoft directory service that manages user identities, authentication, and access control within a windows domain. It organizes resources hierarchically and enforces security policies. Best practices include implementing Group Policy Objects (GPO), using Organization Units (OU) for logical structuring, enabling auditing, and deploying redundant domain controllers for fault tolerance.
Certificate Authorities (CA) issue digital certificates that validate identities and enable secure communications via Public Key Infrastructure (). They are essential for HTTPS, email encryption, and code signing. Best practices include using strong key lengths, protecting private keys with Hardware Security Modules (), regularly rotating certificates, and maintaining a robust certificate, and maintaining a robust certificate revocation process.
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Oracle VirtualBox was chosen as hypervisor virtual machine hosting programme, after reviewing and researching many virtual machine options and also considering the tools and equipment available to me personally.
My justification for using Oracle VirtualBox is that it is a free and open-source type 2 hypervisor, which makes accessible and intuitive for individuals, educational institutions, both lecturers and students. ()
It supports a broad range of host operating systems including Windows, Linux, macOS, and Solaris, allowing flexible deployment across diverse environments.
VirtualBox provides a user-friendly graphical interface and straightforward installation process, enabling quick setup and management of virtual machines without requiring a deep technical expertise [6]. 
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After download and installation of VirtualBox, All the 4 virtual machines relevant for the project were download and installed one by one successfully.
The following table shows the details relating to the installed virtual machines for easier identification.
	Virtual Machine Name
	Operating System
	Function
	IP Address

	JairoWinClient
	Windows Enterprise 2011
	Windows Client
	192.168.1.10

	JairoWinServer
	MS Windows Server 2019
	Windows Server
	192.168.1.1

	JairoDebClient
	Debian 13 (Trixie)
	Debian Client
	192.168.2.10

	JairoDebServer
	Debian 12 (Bookworm)
	Debian Server
	192.168.2.1
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The windows client machine was setup successfully. And soon after the machine’s IP Address was verified.
[image: ]
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With Windows Client Machine both name and IP Address changed and verified.
Command prompt software was initiated.
[bookmark: _Toc215066629]Windows Client to Server Ping

After installing the windows enterprise, the command line was deployed, and the required IP Address procedures were initiated.
[image: ]
The command prompt of the target machine was initiated.[image: ]
With IP Address confirmed and verified on the command prompt software. I then proceeded to ping the address of the windows server machine; to assure they are connected to the same network
The command “ipconfig” was toggled to receive the relevant information of the IP address of the Windows client machine.
[image: ]
After confirming the right address of the target machine being (192.168.1.10). I pinged the address pertaining to the Windows server machine (192.168.1.1).
The ping function sent 4 packets and all 4 of them were received, and there was exactly 0 losses, as show on the above attached screenshot.
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After the successful installation of the windows server machine was achieved, I then opened the machines settings to verify or modify the IP Address.  
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Windows Server Machine Name and IP Address changed successfully.
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[image: ]After the virtual Windows server machine name and IP Address was confirmed, the inherent command line application was opened.
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After opening the command line applications the function “ipconfig” was toggled to receive all the relevant information related and including the IP Address.
[image: ]
With the IP Address and subnet mask received and confirmed.
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The next logic command was to ping the IP address of the virtual Windows client machine, which belongs to the same shared network.
[image: ]
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Debian Client Machine Successfully installed.
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Openning the settings to check the network settings.
[image: ]
Checking the default connection settings.
[image: ]
	Manually changing the IP Address settings.
[image: ]
Successfully changing the connection and network settings, and IP Address of the Debian Client Machine
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Reinitiating the machine after successfully changing the target settings.
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Restarting after change of Network related settings.
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Network Name Change to Server 1
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Network setting details
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The command ip_addr was initiated to know the current IP Address of the Debian Client Machine, returning as 192.168.2.10.
[image: ]
The IP Address 192.168.2.10 belonging to the Debian Client Machine was pinged in the same Machine as a test, with positive returns.
[image: ]
The IP Address of the Debian Server Machine was Successfully pinged on the Debian Client Machine with 15 packets received.
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The function ip_addr was initiated to check the machines current IP Address.
[image: ]
Successful ping of Debian Client Machine from the Debian Server Machine.
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Working through the group activity and researching IP addressing, routing, and core network services deepened my appreciation for how layered protocols and careful design make the Internet function reliably. At the heart of end‑to‑end communication is the IP address: a logical identifier that enables packet delivery across heterogeneous networks. IP addressing is not merely a label; it encodes network topology through prefixes, allowing routers to aggregate routes and forward packets efficiently. Subnetting and CIDR are practical tools that let administrators partition address space to reduce broadcast domains, enforce security boundaries, and conserve scarce IPv4 resources. IPv6’s vastly larger address space and autoconfiguration features simplify many of these problems, though operational migration remains a real challenge in mixed environments.
From the group discussion, the distinction between switches and routers became clearer in practice. Switches operate at Layer 2 to forward frames within a LAN using MAC addresses, minimizing collisions and segmenting traffic. Routers operate at Layer 3, using IP prefixes and routing tables to move packets between networks. Together they form a pipeline: switches deliver frames to the correct host on a subnet; routers consult prefix matches to determine the next hop toward the destination. This separation of concerns is elegant and scalable—local traffic stays local, while routed traffic follows aggregated, policy‑driven paths.
Considering the lab topology with a Debian server acting as a DHCP relay and a Windows server providing directory services, I see the value of hybrid routing and static configuration. The DHCP relay centralizes address management while preserving subnet isolation; static routes can reliably pin server subnets and ensure predictable reachability, whereas dynamic routing between distribution routers adds resilience and automatic failover. Choosing between static and dynamic routing depends on scale and change frequency: small, stable segments benefit from static simplicity; larger, evolving networks require dynamic protocols for adaptability.
Reflecting on network services, I recognize that DHCP, AD DS, VPNs, and CAs are more than conveniences—they are foundational for identity, trust, and automated configuration. DHCP reduces human error in addressing; AD DS centralizes authentication and policy; VPNs extend secure access across untrusted networks; and CAs underpin encrypted trust relationships. Together, these services must be deployed with security best practices—least privilege, strong authentication, certificate lifecycle management, and monitoring—to prevent single points of failure or compromise.
Overall, the exercise reinforced that robust networking is a balance of protocol design, operational discipline, and pragmatic tradeoffs. Addressing schemes and routing choices shape performance and manageability; services like DHCP and AD DS enable scale but demand careful governance. Understanding these interactions transforms abstract concepts into practical decisions that determine whether a network is merely functional or resilient, secure, and efficient.
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C:\Users\vboxuser>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::U4lla:dlba:ldae:74d2%6
IPvU Address. . . . . . . . . . . : 192.168.1.10
Subnet Mask . . . . . . . . 255.255.255.0
Default Gateway . . . . . .
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C:\Users\vboxuser>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::U4lla:dlba:ldae:74d2%6
IPvU Address. . . . . . . . . . . : 192.168.1.10
Subnet Mask . . . . . . . . 255.255.255.0
Default Gateway . . . . . .

C:\Users\vboxuser>ping 192.168.1.1
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jairo@JairoDebClient: ~

valid_Lft forever preferred Lft forever

2: <BROADCAST , MULTICAST,UP, LOWER UP> mtu 1500 qdisc fq_codel state UP gr

oup default glen 1000
link/ether 08:00:27:df:7a:34 brd ff:ff:ff:ff:ff:ff
altname enx080027df7a34
inet /24 brd
valid 1t forever preferred 1ft forever

scope global noprefixroute enpos3

inet6 fese fedf:7a34/64 scope link noprefixroute

valid_1ft forever preferred 1ft forever
jairogIairobebClient:~$ ping 192.168.2.1
PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
bytes from 192.168.2.1: icmp_seq=1 ttl=64
bytes from 192.168.2.1: icmp_seq=2 ttl=64
bytes from 192.168.2.1: icmp_seq=3
bytes from 192.168.2.1: icmp_seq=4
bytes from 192.168.2.1: icmp_seq=5
bytes from 192.168.2.1: icmp_seq=6 ttl=64
bytes from 192.168.2.1: icmp_seq=7 ttl=64
bytes from 192.168.2.1: icmp_seq=8 ttl=64

192.168.2.1 ping statistics
8 packets transmitted, 8 received, 0% packet loss, time
rtt min/avg/max/mdev = .696/6.862/1.416/6.218 ms
jairoglairobebClient:~§

7087ms

BowE e
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jairo@JairoDebClient: ~

jairoglairoDebClient:~$ ping 192.168.2.10

PING 192.168.2.10 (192.168.2.10) 56(84) bytes
bytes from 192.168.2.10
bytes from 192.168.2.16:
bytes from 192.168.2.10: time=0.062
bytes from 192.168.2.10: icmp_se; time=0.058
bytes from 192.168.2.10: icmp_seq=5 ttl=64 time=0.219

192.168.2.10 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4088ms
rtt min/avg/max/mdev = ©.058/6.093/0.219/0.063 ms
jairo@lairoDebClient:~$

= asen oea 0OF 2

~a

o8

" saw
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jairo@JairoDebClient: ~

[jairogiairobebclient:~$ ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
bytes from 192.168.2.1: icmp_seq=1
bytes from 192.168.2.1: icmp_seq=2
bytes from 192.168.2.1: icmp_seq=3
bytes from 192.168.2.1: icmp_seq=4
bytes from 192.168.2.1: icmp_seq=5
bytes from 192.168.2.1: icmp_seq=6
bytes from 192.168.2.1: icmp_seq=7
bytes from 192.168.2.1: icmp_seq=8
bytes from 192.168.2.1: icmp_seq=9
bytes from 192.168.2.1: icmp_seq=10
bytes from 192.168.2.1: icmp_seq=11
bytes from 192.168.2.1: icmp_seq=12
bytes from 192.168.2.1: icmp_seq=13
bytes from 192.168.2.1: icmp_seq=14
bytes from 192.168.2.1: icmp_seq=15

192.168.2.1 ping statistics

packets transmitted, 15 received, 0% packet loss, time 14144ms
rtt min/avg/max/mdev 06/0.938/3.534/0.704 ms
jairo@iairoDebclient

BowE e

8. 60 it




image36.png
Activities () Terminal Nov7 1515

® Vboxuser@vbox: ~

vboxuserevbox: ~$ ipconfig
bash: ipconfig: command not found
vboxusexevbox:~$ ping 192.168.2.10
168.2.10 (192.168.2.10) 56(84) bytes of data.
from 192.168.2.10: icmp_seq=1 ttl=64
from 168.2.10: icmp_seq=2
from 192.168.2.10: icmp_seq=3
from 192. 10: icmp_seq=4 ttl=64
from 192. 10: icmp_seq=5 ttl=64
from 192. 10: icmp_seq=6 ttl=64

192.168.2.10 ping statistics
6 packets transmitted, 6 received, % packet loss, time 5049ms
rtt min/avg/max/ndev = 0.523/0.678/1.060/0.186 ms
vboxuserevbox:

~a

som
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Vboxuser@vbox: ~

:~$ ip addr
<LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group defaul
t qlen 1000
1ink/loopback 0:@0:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enpes3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 100
link/ether 8:00:27:91:40:6b brd ff:ff:ff:ff:ff:ff

inet 192.168.2.1/24 brd 192.168.2.255 scope global noprefixroute enpos3
valid_1ft forever preferred_lft forever
inet6 fese::a00:27ff:fe91:406b/64 scope link noprefixroute
valid_Ift forever preferred_lft forever
vboxuserevbox:~$

PY T
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® Vboxuser@vbox: ~

1ink/loopback @0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default glen 1000
link/ether 8:00:27:91:40:6b brd ff:ff:ff:ff:ff:ff
inet 192.168.2.1/24 brd 192.168.2.255 scope global noprefixroute enps3
valid_1ft forever preferred_1ft forever
inet6 feso::a00:27ff:fe91:406b/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
vboxuserevbox:~$ ping 192.168.2.10
PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data
64 bytes from 192.168.2.10: icmp_seq=1 ttl=64 time=0.987
64 bytes from 192.168.2.10: icmp_seq=2 tt1=64 time=0.581
64 bytes from 192.168.2.10: icmp_seq=3 ttl=64 time=0.653
bytes from 2.10: icmp_seq=4 ttl=64 time=0.506
bytes fron 2.10: icmp_seq=5 ttl=64 time=0.709

192.168.2.10 ping statistics
5 packets transmitted, 5 received, % packet loss, time 4062ms
rtt min/avg/max/ndev = 0.506/0.687/0.987/0.164 ms
vboxusexevbox: ~s

PY T




