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Assessment 1

Activism or Extremism? Critically explore the implications of current government policy and legislation for an activist organisation of your choosing.

Few things within the modern zeitgeist are more intrinsically terrifying to a parent than not knowing (Suran, 2022, np). Not knowing who your child is with, not knowing who your child is talking to, not knowing what your child is watching, eating or doing (Truong., Nakabayashi., Hosaka, 2022, p1). To a parent, nothing is more terrifying than not knowing, yet with the advent of digital existence and the rise of cyberspace and social media, that sense of unease and worry has only increased to insurmountable levels (Gur and Turel, 2022 p1).
Not knowing has become a key issue for parents worldwide, Ofcom, (2012, p5) especially when one considers that at the push of a button, a child can be dragged a world away and talk to anyone, anywhere, at any time (Tomcyzk and Potyrala, 2021, p. 1).
This has ballooned to indescribable proportions when we consider smartphones and their ability to do everything a mainline computer can, sometimes even more (Bouchrika, 2025, np).
The genesis of technology has propelled the digital age far faster than parents, governments, and responsible parties can keep up with. This is illustrated by Li and Liu (2021, p8176), who posit that,
Currently, most economic, commercial, cultural, social, and governmental activities and interactions of countries at all levels, including individuals, non-governmental organisations, and government and governmental institutions, are carried out in cyberspace.
(Li and Liu, 2021, p8176)

The need to know has propelled the cyber security needs of families to the forefront of the activist sphere, Fitzgerald and Gutierrez, (2024, np), setting it alongside issues such as climate change and world health.
The coalition group, UK Safer Internet Centre (2025a np), is at the leading edge of this issue. They are a unique blended charity formed of three likeminded groups, Childnet, (2025, np), Internet Watch Foundation, (2025, np), and SWGfl, (2025, np). Between them, they have created
a bridge between Government, industry, law enforcement and society, we are the engine of the online protection landscape in the UK, dealing with both prevention and response.
(UK Safer Internet Centre, 2025b, np)

They are fixed on making the digital world (Internet) safer for children and, by proxy, anyone else (UK Safer Internet Centre, 2025c, np).
Over the last decade, there has been a marked increase in the digital exploitation of children, as demonstrated by the National Centre for Missing and Exploited Children, (2023, np)., The University of Edinburgh, (2024, np)., and (enough.org 2025, np).
This has been linked to the over saturation of accessible social media. With this increase in accessibility, there has come a sharp rise in child abuse, both physical and mental, Schwab-Reese, et al., (2018, p187)., and Gallagher, (2008, p22) and not always an adult on adolescent, but also peer on peer, illustrated by Ali, et al., (2023) and Caffaro, (2020) with marked rises in child-on-child violence and bullying with child suicide rates following this trend globally(CDC, 2025, np., CDC, 2024, np., and American Association of Suicidology, 2023, np).
These trends are not confined purely to child interaction with peers or other less than reputable people, but also to the content they can access nearly daily. Adult materials of many descriptions are all too readily available; shown by work edited by Rottenberg, (2024, p23-24), and further shown by Davis, (2012), this is compounded by ready access to other illicit and illegal items if the young person in question is of a higher technological ability illustrated in semi-current context by (Back, Soor and LaPrade, 2018, p41-42). 
This issue, with the rising usage of digital media and equipment in modern existence, is growing daily, illustrated in a social work context by Vdovina, et al. (2021) and underscored by the (National Crime Agency, 2025, np). This ability has led to many children finding themselves unwittingly in darker corners of the online world, Taylor and NOS, (2020, np) and witnessing things many of them are still too young or immature to fully comprehend, as stated in historical context (Chen, 2003, p441).
UKSIC looks to counteract these factors. It leans heavily on practical applications of logic and practice for parents and young people, offering practical solutions and ideas that can be implemented safely and often easily.
This is all done in concert with the current legislative practices of the UK government, such as the (Online Safety Act 2023) which lays out the entire process of maintaining the safety of children in the digital life space. UKSIC achieve this through a strict advisory process and introduction of research to unilaterally improve their processes as they move forward (UK Safer Internet Centre, 2025d, np., UK Safer Internet Centre, 2025e, np., UK Safer Internet Centre, 2025f, np).
Legislatively, online protection of people and the flow of information has been at the forefront of implementation since the installation of the publicly accessible Internet. The first dedicated legislative point to focus solely on the usage of the Internet or computer hardware was the (Computer Misuse Act 1990) as stipulated by Acres (2013a, p2). However, it was intended to deter criminal elements from using computers or digital hardware when committing a crime. It ties into the UKSIC and their pursuit of a safer internet for children through their work to ensure processes are in place to allow for the younger generations' safe digital existence. However, a key issue that is overlooked in many aspects of the legislation is children as a perpetrator, as has already been alluded to; this is a congruent issue that even the UKSIC does not address, nor does much/if any of the government legislation. The Information Commissioners Office puts forth supportive information on age-appropriate design, ICO, (2025a, np) or methods of protecting children’s online privacy, ICO, (2025b), yet when examining much of the ICO documentation, much like the UKSIC, none of it addresses the issue of child perpetrators when a more significant than expected portion of online bullying, is peer on peer/child on child, Armitage, (2021, p2) and Gorzig, (2011, p1)so as thorough as current legislation is, it does nothing to counteract this aspect of online criminality. This absence of consequence for younger perpetrators is reflected in many aspects of outward legislation, and Government backed information, as illustrated by guidance from the NCSC or National Cyber Security Centre, NCSC, (2021) and NCSC, (ND); it focuses on the prevention of data loss and security for outside incursions, but posits no way to limit the impact of online violence or aggression among children and peers, instead focusing on external threats to places of business and education which while worthwhile and needed, forgoes any attempt at eliminating what the WHO has called a public health problem (WHO, 2012, p37). There is little legislation that exemplifies this aspect of missed accountability more than the (Online Safety Act 2023) where the framework focuses on the overall provider actions, or more succinctly, the actions of social media and service providers and how they limit or adjust content availability and establish reporting protocols for the end users. No stipulation is made within it to safeguard against malicious user actions or those actions perpetrated by people when using the applicable platforms. While reporting protocols do exist in individual platforms, there is no overarching ratification within legislation such as the (Online Safety Act 2023). Despite this UKSIC does have methods to ameliorate such issues within their services, see UK Safer Internet Centre, (2025g, np), wherein you can see how they take steps to support and assist those children affected by cyberbullying, where they state, ‘12% of young people in the UK are affected by cyberbullying’ (UK Safer Internet Centre, 2025g, np).
They go on to further clarify that,
 Cyberbullying, or online bullying, is when someone uses the internet to bully someone else. The Cambridge Dictionary defines cyberbullying as 'Someone who uses the internet to harm or frighten another person, especially by sending them unpleasant messages.'
(UK Safer Internet Centre, 2025g, np)

From this statement of clarity, they move with a measured, step-by-step process on how to avoid or ameliorate the causal issue of bullying, which has been identified within the work of (Tzani-Pepelasi et al., 2020, pp. 5&12-13.). Although, again, this does little to punish or place punitive measures on the part of the bully, those measures are dispersed through previously established laws. Laws that, unless directed to or previously known, are complex to cite and establish correctly. This is highlighted by the Anti-Bullying Alliance, which lists applicable laws that can be used to render punitive charges against bullies. Some of these are the (Protection from Harassment Act 1997)., the (Criminal Justice and Public Order Act 1994)., and the (Malicious Communications Act 1988). As well as the (Communications Act 2003)., and the (Defamation Act 2013). Utilisation of these measures within the law can allow a complainant to levy punitive measures against their abuser. However, this still does not negate that a person would have to be directed to these individual statutes and laws without prior knowledge of them. This is an extremely hard-fought thing to do, highlighted by Guest, et al., (2025) when examining issues facing older generation LGBTQ people. This is something that the UKSIC does not do; there is nothing within their proffered actions that would lead a person to these areas of reformative actions directly, and that is something that should be at the forefront of their move toward a better and safer online environment, as seen with the South-East Cyber Crime unit providing documentation and assistance to parents in understanding preventative methods and actions that can be taken to protect children and young people, (South-East Cyber Crime Unit, 2025, np).
[bookmark: _Hlk192198193]However, they do suggest that people contact relevant Police authorities if direct threats of violence occur, and they do signpost users to other support structures, such as the Anti-Bullying Alliance, which would lead them to the previously mentioned resources (Anti-Bullying Alliance, 2025, np).
[bookmark: _Hlk192252751]The reliance on older legislation, such as the (Protection from Harassment Act 1997)., and the (Criminal Justice and Public Order Act 1994), although already cornerstones of the British legal system, does show a key flaw in the modus of newer legislation (Phippen and Bond, 2024). They are built around a preexisting framework of legal mandates that, in turn, need to adapt to the legislation they are tasked with supporting (Rahman et al., 2024). This can inadvertently lead to loopholes, opined upon by Page (2024), who examined the overall quality of legislation within the UK, where wordings or meanings are not fully reassessed and adjusted in order to maintain symbiotic unity. The same view can be taken with the (Malicious Communications Act 1988) and the (Communications Act 2003) or the (Defamation Act 2013), where they rely on the precedent of their point of inception; they are written with the actions of their decade or year as the formative driver, Williams, (2022), and it is this that exists as the basis for their function. This inadvertently carries over to organisations such as the UKSIC, where their actions are a direct result of issues of the current decade or time and set a preconceived precedent thereafter (Lewis, 2021). They strive to make a safer digital world for everyone, especially children. However, the world's perceptions have shifted dramatically, especially in the last twelve years, as illustrated by Hornsey, (2021) when examining views on climate change and seen within the slow acceptance of non-normative gender types and sexualities Hagai and Zurbriggen, (2022, p1) as well as the push for acceptance and inclusivity surrounding the transgender and queer communities. It is this shifting change that raises questions about the efficacy of Acts like the (Defamation Act 2013) Jones, (2024a), where slurs and phobic jargon are still routinely used in common parlance and online, often raised on social media platforms such as Facebook, (Stefanita and Buf, 2021). Yet, it is passed off as free speech and routinely ignored, yet under the legislation, it fulfils the criterion of defamation and slander (Jones, 2024b, p17).
Further adaptation is needed if they actually wish to protect individuals. This relates to the issues surrounding the Online Safety Act.
One issue that is oft cited, even before the OSA was finalised and existed as the Online Safety Bill, Gov.uk, (2022), is the impact of the legislation on free speech Kozyreva, et al. (2023), a factor that is obliquely overlooked by UKSIC and other Protect Children First organisations; now. In contrast, protection for children and society is meritorious and needed. The fact stands that a person's right to speak their mind without fear of retribution is a human one. This is proposed at length by (Coe, 2023, p215) and further supported by law, (2025, p10) when cross comparing the OSA with the European Union Digital Services Act ‘Council regulation (EU) 2022/2065’.
The stipulations surrounding free speech within EU law are missed in their entirety in the UK OSA, which is a fundamental misstep for any organisation that utilises the OSA as a basis for its mandates and frameworks, such as the UKSIC.
The loss of the ability to freely express oneself in the name of safety is in of itself an unsafe practice comparatively illustrated by Radsch, (2023) examining the US Digital Millenium Copyright Act, and similar legal documents, as every person is then forced to overtly over analyse everything that is said not only by themselves but by those they are conversing with(Davies and MacRae, 2023).This creates a linguistic black hole for many, especially children who can, at times, be overly blunt in their speech and verbiage, (The Kids Coach, 2022, np).
Then, one must consider the nature of speech and how to approach it in all contexts (Brown, 2018).
A person must ask, then, is my life and healthy living impacted directly by what is being said by a person, or is the impact created from the overt paranoia caused by the fear of being misunderstood in the digital landscape? (Oksanen, et al. 2024) This is underscored heavily when one looks at the protection of journalists when examining the OSA. The issue of free speech once more stands centre place as a defining weak point within the Act, and the factor of journalistic safety, which in 2021 was a proponent factor in the creation of the Online Safety Act, but when one examines the Act in detail that stipulating factor is utterly absent (Gerbrandt, 2023, p182).
The seminally holistic nature of the Online Safety Act has set the onus of prevention squarely with the service providers and platform creators (Ofcom, 2024, np). Although Ofcom has been diligent in its production of application methods and outlining overt expectations, it still has to rely on service providers to institute the measures. This leaves a large margin for misapplication or non-application when the sweeping applications of the Act deeming to cover non-UK companies are scrutinised (Ofcom, 2025, np). Ofcom has little recourse in censure of them as they are by their very nature not strictly beholden to the UK legal process, and Ofcom openly admits their guidelines are not legally binding (Ofcom, 2022a, p1). Although censuring a company and preventing access to UK services and servers would act as a logical deterrent from not applying the legislated actions within the Online Safety Act, the only real legal ramifications are set against the UK based Ip and service providers. In contrast foreign entities such as Facebook, Snapchat and others like them hold their host servers overseas and face little in the way of actual threat from the reach of Ofcom and the Online Safety Act (Ofcom, 2022b, p4).
Although many foreign companies do adapt their terms of service to reflect the mandates within the Online Safety Act, little can be done to enforce their use in any truly meaningful way.
The Act is further undermined when it is brought to light how political party infighting informed many aspects of its supposed protective measures, as highlighted by Nash and Felton, (2024, p822). The position instituted for the protection of the people is completely cast into doubt when the document becomes more about political victory than it does about making impactful change. This shift in focus from practical and sensible change to party superiority and winning for the sake of winning coalesces in focus when one looks at a supposed key area of child protection: pornography.
This is examined in extreme detail by McGlyn, et al., (2024); through their examination, they show in sharp clarity how rather than clearly define and mandate protective measures around sexually explicit content and a child’s possible access to it. They only succeeded in muddying the waters to a degree where it is even harder now to determine what action can be taken when it is further split into sub-categories that hold a convoluted set of measures within them.
Measures that were ‘largely designed for offline pornography’ McGlynet al., (2024, p1-2); if they were designed for nondigital content, then how can Ofcom truly regulate the accessibility of print media by minors? The short answer is they cannot, and yet they mandated intentions to do exactly that through the OSA and the new regulatory pathways they crafted within it. However, as has been previously illustrated, this did little more than complicate issues and not make any consistent or effective change.
Once more, the OSA calls into question the effective measures the UKSIC espouse, especially as pornography and the curtailing of child access is one of their key avenues, occupying a heavy focus within the charity.
When considering the delineated failures of the OSA concerning sexualised materials, duality can be found within the acts regarding free speech and image usage in the social media sphere. With the rise in technological sophistication, deepfakes and falsified video and imagery are becoming a growing concern; this is highlighted by Kira (2024) to an alarming degree. Not only are these images overtly and very obviously sexual, but they also meet the criteria for classification as abuse through malicious imagery. Yet Kira, (2024, p1-2) states, ‘Specific proposals to counter this form of abuse are currently lacking.’ If that is true, considering they made that statement a year ago, how can charities like UKSIC help prevent or work against such issues when there is no legislative support to reinforce their actions? What UKSIC do advise on, however, is Sextortion, a mass media term for sexual extortion, which deepfakes or revenge porn can be coupled into (UK Safer Internet Centre, 2025h, np).
They not only signpost to relevant helplines and resources but shed light on exactly how this level of abusive coercion can occur, working to improve awareness of it and, in some way, move toward eliminating it as a coercive threat. However, this does not remove the fact that Deepfakes are not legislated against in the legal sector, and with their ready availability and uncanny realism, they are an area that would benefit from a set legislative process of their own.
The UK Safer Internet Centre is resolutely set on securing a child-friendly online landscape. It is adapting its methods to the evolving legislation that the United Kingdom's Government is continually advancing. Yet, as is established herein, more must be done to achieve this goal.
Many issues that the Online Safety Act claims to or attempts to ameliorate remain as prevalent as ever. Hate speech remains abundant in many areas, often disguised behind free speech or colloquialisms. Pornography is all too available and easily accessed by many, despite the efforts of government legislators. However, how much effort was expended in the creating the document and how much was lost with political infighting are unknown.
Many other aspects are lost to Ofcom’s inability to penalise foreign stakeholders, such as Facebook or Snapchat fully, and they do not have any sway over aspects such as the dark web or deep web. This genuinely shows the weakness in the UK Safer Internet Centres over reliance on the currently only government legislation directly focused on internet safety. The legislation focuses too heavily on the internet service providers, app creators and website hosts and not enough on the users themselves. It does nothing to hold internet users to account for their actions, and it is this blind charge for safety that has forgotten to account for the very individuals it is claiming to protect.
Children can still move freely online, the onus of their restrictions placed on firewalls and parents, even though these are noted to not truly work as people think, nor do they offer any support to the actions of the legislation that has obliquely stepped over them in pursuit of child internet safety, legislation that groups like the UK Safer Internet Centre are grounding their work in, so the question that needs asking is, if the legislation cannot truly protect anyone as it attempts to, then how can the organisations that are using it?
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