Cloud computing 
Architecture
Module Code: ACCA5025
ASSESSMENT 2
STUDENT:
MD ALIF ALAM
LECTURER:
SUNETH FERNANDO













Abstract
Data centres are increasingly employing virtualization and consolidation as a means to support a large number of disparate applications operating simultaneously on server platforms. However, server architectures are still being designed and evaluated based on performance modelling of a single highly parallel application or a set of homogenous workloads operating simultaneously. The benchmarks had complex behaviours, required multiple client/server systems, and were challenging to execute on full-system simulators, making the development of the performance analysis capability for such commercial server operations a significant challenge.
1.0 Virtual Machine
A virtual machine (VM) is a software implementation of an operating system that operates on a physical host machine. It behaves as if it were a distinct physical machine with its own virtual CPU, memory, storage, and network interfaces. Virtualization software running on the host machine manages the resources associated with a virtual machine, such as virtual hard drives [1].
To create and manage a VM, one needs a virtualization platform, such as Hyper-V, VMware, or VirtualBox. In this answer, we will use Microsoft Azure as an example.
1.1 Resources Associated with a Virtual Machine
There are different resources we need to consider while we setup a virtual machine [5]:
· CPU- A VM is allocated a portion of the physical CPU resources of the host machine, which it uses to operate its own operating system and applications. The CPU resources are shared among the virtual machines operating on the host machine, according to the virtualization software's configuration.
· Memory - A VM is allocated a portion of the physical memory of the host machine, which it can use to operate its own operating system and applications. The memory resources are shared among the virtual machines operating on the host machine, according to the virtualization software's configuration.
· Storage - A virtual machine has its own virtual hard drives, which are stored in files on the physical storage of the host machine. The virtual hard drives mimic physical hard drives and can be managed and configured in the same manner as physical hard drives. The virtual hard drives may be dynamically allocated or fixed in capacity, and they may be attached or detached from the virtual machine as required.
· A virtual machine's virtual network interface device (NIC) emulates a physical NIC. The virtual NIC is connected to a virtual switch, which connects the virtual machine to other virtual machines and the external network. The virtual switch can be configured to prioritise network traffic and provide network isolation and security.
A virtual machine is, in summation, a software-based emulation of a physical computer system with its own virtual hardware resources, such as CPU, memory, storage, and network interfaces. The host machine's virtualization software allocates the resources, which can be configured and managed similarly to physical resources.

[bookmark: _Hlk133867174]1.2 Example of Creating a Virtual Machine in the Azure Portal with screenshots.
To complete the following task we are going to use Microsoft Azure with a subscription provide by the university called Azure for Students:
1. First of all login we need to logon on the Azure portal – https://portal.azure.com
2. On the screenshot below shows the interface where is the service to create a virtual machine[image: Graphical user interface, text, email, website

Description automatically generated]
3. After pressing the button create it will show the setup interface which we can insert different values depending on how we want the setup to run.[image: Graphical user interface, text, application, email

Description automatically generated]
4. In our case the settings that we are going to change are the resource group, virtual machine name, location, administrator username/password and lastly inbound ports:
· Resource group - A resource group is a container that contains associated Azure solution resources.
· Virtual machine name – Any type of name as long as it gives you an hint of the function of the VM
· Location – In this case (US) East US
· Image – For this case scenario Windows server 2019 will be the best option
· Administrator username/password – Very important step since the moment trying to establish a connection to the VM without the right credentials it will not gives us access to the VM
· Inbound ports – inbound ports Protect the network from incoming traffic from the Internet or other network segments, including unauthorised connections, malware, and denial-of-service (DoS) attacks [2]. In this case port HTTP (80) and RDP (3389) are selected.
5. After filling the configuration details switch the Management tab to monitoring section, here disable Boot diagnostics. Boot diagnostic is a diagnostic feature for virtual machines (VM) in Azure that enables the diagnosis of launch failures. [image: ]
6. After setting up and received the validation confirmation we need to verify that the virtual machine has been setup properly. Therefore we will use RDP (Remote Desktop) to connect the Virtual machine.[image: Graphical user interface, text, application, email

Description automatically generated] 
7. After downloading the RDP file a massage will come up on the screen saying to enter the credentials we created before to establish a remote connection to the Virtual machine. After successfully entering the credentials we should be able to have access to the Virtual machine.[image: A screenshot of a computer

Description automatically generated with medium confidence] 
8. After checking that the Virtual machine is running properly we need to install Web server Role for our Windows server to test that the server has been setup correctly. Open Windows Power shell and type the following code- Install-WindowsFeature -name Web-Server -IncludeManagementTools (command that install web server role and its features).[image: Graphical user interface, text, application

Description automatically generated]
9. After configurating the Windows Server to simply verify that everything went according to our plan is to go back to the Azure Portal, check the public Ip address in this case is 172.174.249.181 copy it and paste it on any search engine, to show the test I have used Google Chrome. [image: A screenshot of a computer

Description automatically generated]
10. As it shown below the configuration has been installed successfully and to access it we just need to type its public address which I added above. 
[image: Graphical user interface, website

Description automatically generated]
2.0 Virtual Network
As depicted in Fig. 1, we view virtualization as a resource abstraction that permits dividing a resource into multiple segments [3]. Typically, this abstraction is implemented as a software layer that provides "virtual sliced interfaces" that closely resemble the actual resource interface.
[image: Graphical user interface

Description automatically generated]
			Figure (1)
 Multiple virtual segments can coexist over the same resource because the virtualization layer dissolves the coupling between the actual resource and the layer above it. Figure 1 depicts two examples of virtualization, including computer and network virtualization.
2.1 Creating a Virtual Network on Azure
A virtual network, or vNet, is a logical representation of a network that connects virtual machines (VMs) to each other and to the external network.
1. First of all login we need to logon on the Azure portal – https://portal.azure.com
2. On the Create Virtual machine interface we need to change the settings according to our scheme.[image: Graphical user interface, text, application, email

Description automatically generated]
3. In our case the settings that we are going to change are name, Address space, Location, Subnet address range and resource group.
· Virtual machine Name - Any type of name as long as it gives you an hint of the function of the VM.
· Address space - When constructing a VNet, a custom private IP address space must be specified using both public and private (RFC 1918) addresses. In our case 10.1.0.0/16
· Location – (US) East US
· Subnet address range - A subnet or subnetwork is a portion of a larger network that is segmented. In our case 10.1.0.0/24.
· Resource group - A resource group is a container that contains associated Azure solution resources.
4. After completing the creation of the Virtual Network, we need to verify the network by using two virtual machines.
5. Instructions have been given above to how to create virtual machines (Creating a Virtual Machine in the Azure Portal).[image: ]
6. After succeeding of creating our lab we need to test the connection between our two devices. To conduct our test we simply need to open up command shell and use the ping command to verify the connectivity between the two devices. [image: Graphical user interface

Description automatically generated]
7. As it shown above in the screenshot we can see that the device are not connecting the reason behind is that the ping method use a ICMP (Internet Control Message Protocol), through windows firewall it deny this type of connection. So to debug the error we need to disable the windows firewall by typing the following command New-NetFirewallRule -DisplayName “Allow ICMPv4-In” -Protocol ICMPv4.[image: Graphical user interface

Description automatically generated]
8. After successfully disabling the Windows Firewall the two devices should be able to communicate with each other.[image: Graphical user interface, text

Description automatically generated] 





3.0 Network Security Groups
Network Security is the process of protecting a network from a variety of internal and external hazards. To develop a comprehensive comprehension of network security, it is necessary to comprehend the hazards against which network security seeks to defend a network. The objective of instituting security on a network is attained by following a series of stages, each of which clarifies the relationship between threats and protective measures [4]:
· Understand what you are trying to protect.
· Find out what are the threats.
· Study how the threats work.
· Implement measures that helps or prevent from threats.
· Keep yourself updated for new threats or new bugs.
For our case scenario as shown above in the chapter of creating a virtual network we used a security measure which was Windows firewall.
[image: Graphical user interface

Description automatically generated]
As it shown above Windows firewall prevent a ICMP connection between the two devices.
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