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[bookmark: _Toc505354707]PART A (UNDERSTANDING)
[bookmark: _Toc505354708]Soft & Hard Real-Time Systems
A real-time system is defined as: ‘a system whose correct operation depends on both the results produced by the system, and the time at which these results are produced’ [1, Ch. 21]. These systems can be classified as either a soft or hard real-time system.
Hard real-time systems must meet their deadlines with a near-zero degree of flexibility. If this does not happen, then it is categorised as a system failure, and often results in extremely high costs, or a catastrophic event occurs, such as loss of lives, or a possible financial loss, such as a lawsuit. Examples include: weapons defence, guidance systems, engine and braking systems [1, Ch. 21], [2, Ch. 1.2], [3], [4].
Soft real-time systems must meet their deadlines, but with some degree of flexibility. Missed deadlines are not catastrophic, but the costs of this occurring can rise in proportion to its delay. This can often be estimated and prepared for. Examples include: DVD/CD players, mobile phones/ tablets, desktop/ laptop, and video systems. These are different in their tolerance for missed deadlines, its computed results, and the severity of the penalty incurred [1, Ch. 21], [2, Ch. 1.2], [3], [4].
[bookmark: _Toc505354709]Categorising an Application from a Given Scenario
If a car satellite navigation system updates the screen with a latency of 1.5 seconds, it would be categorised as a soft real-time system. This is due to it not being safety-critical, which is a main characteristic of hard real-time systems. If there is a delay, it is not catastrophic, but can be classed as an inconvenience for the system user (driver or passenger in charge) if they missed a turning/ junction, the driver can always turn-around when safe and legal to do so, or take an alternative route to its intended destination (such as next turning or junction). However, the likelihood of this is slim, and satnav systems also warn of the next instruction in reasonable time, and with the help of road signs, this should not occur. In addition, the data produced is also useful, and unless on a fast-moving road, will be reasonably accurate to its actual location, an acceptable loss or error.


[bookmark: _Toc505354710]PART B (IMPLEMENTATION)
The brief was to write the ARM assembly code for a function that can be called from C that takes two 32x10 pixel images passed as arrays representing a foreground and background image, combines them and returns a pointer to the final displayable image. The code for this can be seen in Appendix 1.
Code references: [5]–[9]

[bookmark: _Toc505354711]PART C (ANALYSIS)
[bookmark: _Toc505354712]Real-Time Embedded System (RTES) Requirements Analysis
The requirements analysis for a washing machine can be split up into functional and non-functional requirements, as well as other requirements, such as hardware, software and operational requirements [10], which can be seen below.
The functional requirements are as follows:
The washing machine must wash the clothes
The washing machine must dry the clothes
Must mix the water and washing powder/ tablets/ capsules etc.
The non-functional requirements are as follows:
The washing machine must use the spin cycle set by the user or pre-defined
The washing machine must fill the drum to the top with water – not overfilling it by opening and closing the valves
The washing machine must use the selected (or cycle predefined) temperatures – water can reach the desired temperature by use of the heaters
The washing machine must perform a spin-dry according to the cycle chosen by the user
The software requirements are as follows:
The washing machine must inform the user of the cycle (perhaps its current progress) in use
Must receive information regarding temperature, duration and water levels
The user must be able to select a pre-defined program using the interface/ menu/ choices
Must alert the user (via speaker) once the cycle is completed or any errors/ problems – using the interrupt handler/ controller 
Must lock and unlock the door as appropriate/ when requested
Must allow for minimum latency from the sensor inputs (temperature, water levels and voltage)
Can have latency from the LED display and speaker
Software changes can only be made by authorised persons e.g. engineers


The hardware requirements are as follows:
Must be a standard size, capable of handling a 7kg (standard family size (or another sized)) load of clothing
Must not cause damage to items of clothing e.g. no sharp edges/ nails etc. in drum
Must be able to turn on and off
The hardware must not overheat – turn off heaters and power unit (if safe to do so) in the event of overheating
The power unit is responsible for managing power supply received and its distribution throughout the machine
Should minimise vibrations whenever possible
[bookmark: _Toc505354713]Real-Time Constraints & Safety Critical Issues
Real-time constraints are limitations placed on the processor or hardware. For the given scenario (a washing machine), these include:
· Size – The machine must not exceed the standard size for a washing machine – approx. 850mm x 600mm [11]
· Weight – There is no set weight limit for the machine, however it must accept the 7kg standard family laundry load (unless another size is requested)
· Power – must accept the UK standard input plug voltage (230v)
· Performance – the washing machine must perform the selected cycle 100% of the time
· Reliability – The washing machine must be reliable, and last at least 3 years without serious issues (warranty period) [12], [13, Ch. 1], [14]–[17]
A washing machine is less fail-safe, or safety-critical, than larger systems, such as transportation devices, power plants and medical devices. Fail-safe, or safety-critical, systems are those that when the machine fails, it will do so in a way what it will not affect its surroundings. This can include injuring or harming people, or causing damage to nearby property, or the environment e.g. will not cause a flood, fire or explosion in the event something unexpected occurs. The chance of this occurring is reduced by rigorous design and testing (including validation) by the manufacturers to achieve a standard, such as ISO or the British Standards [12], [13, Ch. 1], [14]–[17].


[bookmark: _Toc505354714]References
[1]	I. Sommerville, Software Engineering, 10th ed. Harlow, Essex, UK: Pearson Education Limited, 2016.
[2]	Q. Li and C. Yao, Real-Time Concepts for Embedded Systems, 1st ed. Routledge, 2003.
[3]	R. Kamak, ‘Lesson 13: Hard and Soft Real Time Design Considerations’, McGraw-Hill, 2008. [Online]. Available: http://www.dauniv.ac.in/downloads/EmbsysRevEd_PPTs/Chap_8Lesson13EmsysNewHardSoftRTConsideration.pdf. [Accessed: 22-Jan-2018].
[4]	Administrator, ‘Real Time Operating System - Hard RTOS and Soft RTOS’, Electronics Hub, 2015. [Online]. Available: https://www.electronicshub.org/real-time-operating-system-rtos/. [Accessed: 22-Jan-2018].
[5]	Arm Limited, ‘ARM and Thumb-2 Instruction Set Quick Reference Card’.
[6]	I. S. Summary, T. C. Field, M. Long, S. D. Transfer, U. Instruction, and I. S. Examples, ‘ARM Instruction Set’, Quebec, 2016.
[7]	‘Chapter A3 The ARM Instruction Set’.
[8]	Department of Computer Science, ‘ARM Subroutine/ Procedure/ Function Calls’, University of Regina, 2017. [Online]. Available: http://www.cs.uregina.ca/Links/class-info/301/ARM-subroutine/lecture.html. [Accessed: 02-Feb-2018].
[9]	Stack Overflow, ‘ARM assembler return pointer - Stack Overflow’, Stack Overflow, 2018. [Online]. Available: https://stackoverflow.com/questions/48069689/arm-assembler-return-pointer. [Accessed: 02-Feb-2018].
[10]	B. P. Douglass, ‘Requirements Analysis of Real-Time Systems’, in Real Time UML: Advances in The UML for Real-Time Systems, 3rd ed., Addison-Wesley Professional, 2004.
[11]	A. Trigg, ‘Washing machines and associated problems with sizes - White goods help and advice for UK’, White Goods Help, Feb-2017.
[12]	A. Roychoudhury, Embedded Systems and Software Validation. Morgan Kaufmann, 2009.
[13]	M. Colnaric and D. Verber, Distributed Embedded Control Systems, 1st ed. London: Springer London, 2008.
[14]	P. Raymond, ‘Embedded Systems: Characteristics and Constraints’, Verimag-CNRS, 2016. [Online]. Available: http://www-verimag.imag.fr/~raymond/edu/mosig/intro-es-hb.pdf. [Accessed: 31-Jan-2018].
[15]	R. K. Shyamasundar and J. V. Aghav, ‘Validating real-time constraints in embedded systems’, in Proceedings of IEEE Pacific Rim International Symposium on Dependable Computing, PRDC, 2001, vol. 2001–Janua, pp. 347–355.
[16]	P. Koopman, ‘Design constraints on embedded real time control systems’, Systems Design & Networks Conference. pp. 71–77, 1990.
[17]	NPTEL, ‘Module 6: Embedded System Software’, NPTEL, 2017. [Online]. Available: http://nptel.ac.in/courses/108105057/Pdf/Lesson-28.pdf. [Accessed: 31-Jan-2018].




[bookmark: _Toc505354715]Appendix 1 – Application Code
[bookmark: _Toc505354716]Main.c File
/*
 * \file
 *
 * \brief Empty user application template
 *
 * \mainpage User Application template doxygen documentation
 *
 * \par Empty user application template
 * This is a bare minimum user application template.
 *
 * For documentation of the board, go \ref group_common_boards "here" for a link
 * to the board-specific documentation.
 *
 * Include header files for all drivers that have been imported from Atmel Software Framework (ASF).
 * Support and FAQ: visit <a href="http://www.atmel.com/design-support/">Atmel Support</a>
 */
#include <asf.h>
// Linking to the assembler function
extern unsigned char TwoImagesReturnNew (unsigned char forePixel, unsigned char backPixel);

int main (void)
{
	//Initialise the board and system
	board_init();
	SystemInit();

	/* Start of the assignment code, after the board has been initialized. */
	unsigned char foreImage = new char[32][10];
	unsigned char backImage = new char[32][10];
	unsigned char newImage = new char[32][10];
	// To loop through each of the pixels in turn
	for(unsigned int iWidth = 0; iWidth < 32; iWidth++)
	{
		for(unsigned int iLength = 0; iLength < 32; iLength++)
		{
			newImage[iWidth][iLength] = TwoImagesReturnNew(foreImage[iWidth][iLength],backImage[iWidth][iLength]);
		}
	}
	/* This skeleton code simply sets the LED to the state of the button. */
	while (1) {
		/* Is button pressed? */
		if (ioport_get_pin_level(BUTTON_0_PIN) == BUTTON_0_ACTIVE) {
			/* Yes, so turn LED on. */
			ioport_set_pin_level(LED_0_PIN, LED_0_ACTIVE);
		} else {
			/* No, so turn LED off. */
			ioport_set_pin_level(LED_0_PIN, !LED_0_ACTIVE);
		}
	}
}
[bookmark: _Toc505354717]FunctionExamples.s File
/*
 *  FunctionExamples.s
 *
 *  Critical and Real-time Applications Programming - Assignment 1 
 *  Author: Cerys Nickels (P145484)
 *
 *  Write the ARM assembly code for a function that can be called from C that takes two 32x10
 *  pixel images passed as arrays representing a foreground and background image, combines them
 *  and returns a pointer to the final displayable image
 *  Equations:
 *  resA = 255
 *  resR = ((foreAlpha * foreR) + (backR * (255 – foreAlpha))) >> 8
 *  resG = ((foreAlpha * foreG) + (backG * (255 – foreAlpha))) >> 8
 *  resB = ((foreAlpha * foreB) + (backB * (255 – foreAlpha))) >> 8
 */ 
 .section .text
 .global main		//Ensures the function is external so can be called from the c file
 .global TwoImagesReturnNew
 .type TwoImagesReturnNew, %function

 main:
	// Function definition - r0 = foreground image, and r1 = background image - R5 will have the final value
	TwoImagesReturnNew:
		push {lr} //push the link register onto the stack for later use
		push {r3}
		push {r4}
		push {r5}
		push {r6}
		push {r7}

		// Move the r0 (foreground pixel) to r7, and r1 (background pixel) to r6 - Format of a pixel: AARRGGBB
		mov R7, R0
		mov R6, R1

		// Getting the alpha values
		// Set r2 to 1 and left-shift it by 8. Subtract 1 and left-shift it by 24 and AND it to r0, so it now holds the alpha values.
		ldr R2, =1
		lsl R2, #8
		sub R2, #1
		lsl R2, #24
		and R0, R2

		// Getting the red values
		// Right shift r2 by 8, move it to r7, and AND it, so R4 holds the red values
		lsr R2, #8
		mov R4, R7
		and R4, R2

		// Multiply it by r0, so it now holds foreAlpha * foreR
		mul R4, R0

		// AND r1 and r2 together so it now holds the red values
		and R1, R2

		// To get R2 to hold 255-foreAlpha, right shift it by 8 and subtract r0
		lsr R2, #16
		sub R2, R2, R0 
			
		// Multiply that by the backR, and add it to the first part of the equation
		mul R2, R1
		add R2, R4

		// Right shift r2 by 8, set r5 to 0xFF000000, and add r2 to it 
		lsr R2, #8	
		ldr R5, =1
		lsl R5, #8
		sub R5, #1
		lsl R5, #24
		add R5, R2

		// Getting the green values
		ldr R2, =0
		lsl R2, #8
		sub R2, #1
		lsl R2, #8
		mov R4, R7
		and R4, R2

		// Multiply it by r0, so it now holds foreAlpha * foreG
		mul R4, R0

		// AND r1 and r2 together so it now holds the green values
		and R1, R2

		// To get R2 to hold 255-foreAlpha, right shift it by 8 and subtract r0
		lsr R2, #8
		sub R2, R2, R0 
			
		// Multiply that by the backG, and add it to the first part of the equation
		mul R2, R1
		add R2, R4

		// Right shift r2 by 8, and add r2 to it 
		lsr R2, #8
		add R5, R2

		// Getting the blue values
		// Set r2 to 0, left shift it by 8, subtract 1, move it to r4, and AND it, so R4 holds the blue values
		ldr R2, =0
		lsl R2, #8
		sub R2, #1
		mov R4, R7
		and R4, R2

		// Multiply it by r0, so it now holds foreAlpha * foreB
		mul R4, R0
		ldr R1, R6

		// AND r1 and r2 together so it now holds the blue values
		and R1, R2

		// To get R2 to hold 255-foreAlpha, subtract r2 from r0
		sub R2, R0 
			
		// Multiply that by the backR, and add it to the first part of the equation
		mul R2, R1
		add R2, R4

		// Right shift r2 by 8, set r5 to 0, and add r2 to it 
		lsr R2, #8
		add R5, R2

		// Pop the registers off the stack
		pop {r7}
		pop {r6}
		pop {r5}
		pop {r4}
		pop {r3}
		pop {pc} // Pop the program counter to return to the C file
forever:
	b forever	// Loop forever

.section .bss
stackstart: .space 22*2

stackend:
.section ".vectors"
.global exceptiontable

exceptiontable:
	.word stackend  // Initial Stack Pointer
	.word main+1    // Start address (+1 means "thumb mode" i.e. bit0 must be one)
.end
.LTORG
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