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The primary purpose of this report is to inform the end user about the propagation and effects of ransomware, along with some trivial steps to mitigate its effects. 
[bookmark: _Toc149819016]1.2 Extract
Ransomware causes approximately $20 Billion in damages, according to a Computer Cybertrust article [1]. Predominantly operating through encrypting a computer’s files and force the user to pay for them to be unencrypted [2]. However, other versions do exist [2], such as scareware, which uses popups to scare people into paying or screen lockers, which lock your computer’s screen. All of which are used to coerce the user into paying the creator, commonly through an anonymised payment system.
[bookmark: _Toc149819017]1.3 What is ransomware?
Ransomware is a program which alters or effects the host computer’s ability to operate properly, which may be to the extent of locking the screen or preventing access to files. This is done with the intent of spreading itself to other devices and attacking them and demanding for a payment in return for potentially unlocking access to the host. This may be further used to blackmail the host from leaking the data [3].
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Spam electronic mail is extremely common without the correct usage of firewalls or other preventative measures [4]. This can include attaching malicious files to an email that is otherwise legitimate, known as malspam [2]. This is not just limited to executable files such as y.exe files but also documents, which could include malicious scripts, which will run once a file has been opened [5]. The vector for how this script runs is outside the scope of this report, but will be in the further reading. Extrapolating from the former, documents are harder to detect by people who are not suspecting that they may be the victim of a ransomware attack, as such, are typically easier for a person to fall for. Similar to the trojan section to be covered, files may be sent with their stated purpose being different from that of what they truly will do, which may slightly skew the users view on what the file may be enough for it to be downloaded.
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Web based adverts which pose a legitimate websites require the least user interaction due to the ease of distributing an advert [2]. This can be achieved through a ‘drive by download’, where the malware is transferred to the user through the web page’s scripts. From this it can be inferred that the user would be none the wiser, hence, allowing the ransomware to run undetected and potentially spread to other devices on the network.
[bookmark: _Toc149819021]2.3 Trojans & other viruses
Trojans are commonly disguised as another, legitimate, software package. This is common when not downloading the package from the official distributer or they have been compromised. This means that the host will not be as aware of what is taking place until it is too late, this also allows the ransomware to easily bypass the security in place through the user ignorantly allowing the program to run in an elevated permission level when installing.
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Social engineering involves manipulating the user into using or allowing the ransomware to be used. This could be in the form of posing as a trusted source (similar to that of trojan malware) or through scaring the user into downloading it [6]. According to Kaspesky, one such method could be through posing as a trusted friend, and encouraging them to download the ransomware, hence, encouraging them to download it [6].
Spear fishing involves targeting a specific individual such as an executive of a company, using highly personalised information and tactics to persuade the user into using a vector that can download the ransomware onto the host computer [7].
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Scareware is typically a pop-up claiming that the host computer is infected or has been encrypted and prompts the user to take action [2] [8]. This is typically in conjunction with malicious advertising, drawing the user’s attention. It doesn’t normally affect the system it’s being shown on [2], making it relatively harmless unless the user interacts with the hackers, who will normally post an email or phone number on the pop-up.
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A screen locker is a
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Malspam, document script vectors.
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