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[bookmark: _Toc503191919][bookmark: _Toc503192157][bookmark: _Toc8153865]1. Introduction
This document has been produced to provide an insight into the decisions made on production of the website for visualisation of data provided by the sensors.

[bookmark: _Toc8153866]2. Site Design and Implementation
The website produced for the task is a simple layout, with basic navigation allowing the user to visit the home page, or to logout of their session (if logged in) [Figure 2-1]. This is a separate php file (top.php) that is included in the main files (along with a bottom.php for the footer).
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Figure 2-1 – Simple navigation bar

[bookmark: _Toc8153867]2.1 Login
Upon visiting any of the pages of the website, if the user is not logged in it will prompt them to go to the login screen [Figure 2-2] and enter their credentials, again with the login.php being a separate page that is included. This was done to save users going from page to page as originally it re-directed them to a login page, but now it is incorporated.
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Figure 2-2 – Login prompt

	If the user doesn’t enter either the username or password or enters the wrong credentials it will alert them and prompt for credentials again [Figure 2-3, Figure 2-4].
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Figure 2-3 – Missing credentials
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Figure 2-4 – Incorrect credentials

[bookmark: _Toc8153868]2.1.1 Login Security
For the login information, prepared statements were used [Figure 2-5] to help combat SQL injection as when utilised in a study, up to 94% of injection attacks were mitigated [1]. This adds to the security of the database and can prevent unauthorised access to the website and data alike.
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Figure 2-5 – Prepared statement for login

[bookmark: _GoBack]	To access any pages that may contain information, the php session [2] is checked to see if the username is set [Figure 2-6]. If it is not, the user is prompted to login. This provides a layer of security that can help with unauthorised access to data.

[image: ]
Figure 2-6 – Checking if the PHP session includes the username

[bookmark: _Toc8153869]2.2 index.php
The index page [Figure 2-7] contains an image that selects all of the data and displays a button to implement the loading in of data from the supplied data files, a CanvasJS [3] graph and the search.php is included for the user to implement a query for the graphs. 
The search parameters are passed via POST to the php page that contains the queries, graphs and raw data. The POST method is slightly more secure than the GET method [4] as it doesn’t store parameters in the server logs or browser history, unlike with GET which stores parameters in the URL which could be vulnerable to a direct object reference attack [5].
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Figure 2-7 index.php full page

[bookmark: _Toc8153870]2.3 loaddata.php
The loaddata.php file was added to allow the user to import data into the database. It loops for the maximum number of sensors [Figure 2-8], opens the correctly formatted filename and checks if the filesize is greater than 0. If there is, it will “explode” (separate) the file based on the carriage return character (so each line), then enter another loop to read each character of the line. 
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Figure 2-8 – File reading (exploding data)

	This then further explodes on a blank space and separated into the temperature and the datetime. The datetime could be stored as separate date and time values, however to save space in the database it was stored as one type.
	Once all values are read from the files, a query is initiated [Figure 2-9] to insert the records into the database.
[image: ]
Figure 2-9 – File reading (query)

	When the query is complete, the file is opened again but in write mode which deletes everything from the file [Figure 2-10]. This is done to ensure no duplicate readings are added to the database.
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Figure 2-10 – File reading (writing to file)

	Output is then displayed to the user on whether the files have copied successfully [Figures 2-11 – Figures 2-13].
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Figure 2-11 – Files being successfully copied
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Figure 2-12 – No updated files, so it doesn’t copy to the database
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Figure 2-13 – File 2 has been updated, so this copies to the database

[bookmark: _Toc8153871]3. Searches 
The user has the option to select which sensor(s) to display data from, the date/time, whether they want to specify a date/time range (if so, further search parameters will appear including the average, minimum and maximum values for the range), and the chart type to be displayed [Figure 3-1 & Figure 3-2].
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Figure 3-1 – Search parameters single datetime
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Figure 3-2 – Search parameters datetime range

[bookmark: _Toc8153872]4. Graphs
Once search parameters are entered [Figure 4-1] and passed to the searchdate.php file and the query [Figure 4-2] is then created.
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Figure 4-1 – Test parameters
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Figure 4-2 – Search query

	Depending on which sensor is selected (set), a sensorArray variable is created ready [Figure 4-3] to store the results from the search query.

[image: ]
Figure 4-3 – Entering loop and creating sensorArrays

	The query variable is then appended with the user search parameters. If the $dt2 variable is empty, the user has selected a specific time. If the $dt2 variable contains a value, the user has selected a datetime range, so the query is updated to include BETWEEN two dates [Figure 4-4].
	This then changes the $logic variable to “OR” in case the user has selected multiple sensors. One last addition to the query is to order it by the datetime, so it is ordered from oldest to newest.
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Figure 4-4 – Appending query

	Once the query is ready, it is then executed and if there is information returned, it is pushed into an array containing the x and y labels for the graph display [Figure 4-5].
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Figure 4-5 – Pushing results to array

	The sensor array is then encoded [6] into a JSON representation of the value and the CanvasJS script renders the graph [Figure 4-6]. 

[image: ]
Figure 4-6 – CanvasJS dataPoints

	The graph is then produced [Figure 4-7 & Figure 4-9] based on the parameters from the POST data and the user also has the option to view the raw data [Figure 4-8 & Figure 4-10] which includes the optional parameters (average, minimum, maximum values).
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Figure 4-7 – Generated graph with above parameters from figure 4-1
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Figure 4-8 – Raw data with above parameters from figure 4-1
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Figure 4-9 – Generated graph with additional parameters from above
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Figure 4-10 – Raw data with above additional parameters from above

[bookmark: _Toc8153873]4.1 Graph Selection
CanvasJS was used as it provides the user with some interactive capability to enhance user experience. There were also some difficulties in getting the ‘x’ axis labels with the provided phpMyAdmin library to display the datetime.

[bookmark: _Toc8153874]5. Conclusion
A simple website has been created to allow for importation of data from files that are produced from sensors or a similar module. Basic security has been implemented to show an understanding of potential vulnerabilities and mitigation, and a range of PHP coding techniques have been highlighted to show work. The website is clear, simple to use, and is able to provide relevant information and interactive graphs based on user input.
	Going forward, using existing knowledge and furthering knowledge on PHP and web technologies, it would be possible to develop an enhanced application with more usability, a better layout and also to make it more secure.
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$user=$_POST["user”];
$pass=$_POST["pass”];
$loginquery = "SELECT * FROM user WHERE username = ? AND password = ?";

// Initialises the connection to the link in conninfo.php
$stmt = mysqli_stmt_init($link);

// Prepares statement
mysqli_stmt_prepare($stmt, $loginquery);

// Binds the username and password to “"string" types
mysqli_stmt_bind_param($stmt, "ss”, $user, $pass);

// Executes the statement
mysqli_stmt_execute($stmt);

// Reads if successful
$result = mysqli_stmt_get result($stmt);

// Gets the number of rows returned from query
$numrows = mysqli_num_rows($result);

// Closes statement & connection
mysqli_stmt_close($stmt);
mysqli_close($link);
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10  <!-- If the user is logged in, load the search parameters -->
11 <?if(@$_SESSION[ “username”])

12 @ >

a4 <?}

a5

46 // Else prompt to login
47 else {

28 include "top.php";

49

50 >

51 <h1>Welcome Guest</h1>
52 <?include "login.php";
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if(filesize($file) > o)

{

$data = fread($filelink, filesize($file));
fclose($filelink);

$incoming = array();

// separate on carriage return.
$incoming = explode(chr(13), $data);

$length = sizeof($incoming);

$temp = array();

// Loop until n == length.
for ($n = 0; $n < $length; $n++)

{

// Trim white space.
$incoming[$n] = trim($incoming[$n]);

// Separate on space.

$temp = explode(” ", $incoming[$n]);

// datetime is "exploded” value from temp 1 with temp 2 appended.
$datetime = $temp[1]." ".$temp[2];

// temperature is exploded [@] value from temp.

$temperature = trim($temp[0]);

// query to insert into database.
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$query = "INSERT INTO data(temperature, datetime, sensor) VALUES ($temperature, ‘$datetime’, $i+1)";
$result = mysqli query($link, $query);




image10.png
// Writes to the open file to erase current content - this stops duplicate values
// being written to the database.

$filelink = fopen($file, “w") or die(“Unable to open filel");

fclose($filelink);
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26 // standard query to select the temperature and datetime
27 $query "SELECT * FROM data WHERE ";
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<!-- Loop (hardcoded to 3, assuming the max sensor number would be set as a

constant somewhere) for the sensor limit. -->
<?
for ($1 = @; $i < $maxSensors; $i++)
{
// T a sensor value is set, append the $query to include that sensor number
// and the specified date. Then the $logic variable is set to OR, so if there
// are multiple sensors selected, the SQL query will check for sensor 'x' on
// the datetime, or sensor 'y’ on the datetime. If an 'AND’ operator was used,
// it would throw back all records for the sensors.
if (isset($_POST["sensor”.($i+1)]))
{
//Create an array for the sensor which is passed through.
${"sensorArray”.($i+1)} = array();
// If dt2 is empty, no "to" date was entered, so just querying
// data for date entered.
if ($_POST["dt2"]=="")
{
$query .= "$logic(sensor = ".($i+1)." AND datetime LIKE ‘$dt%')";
¥
// Else, we need to look for a date time between specified dates.
else
{
$query .= "$logic(sensor = ".($i+1)." AND datetime BETWEEN '$dt%' AND "$dt2%")";
¥
$logic = " OR "3
}
¥

// Append to order by ascending
$query " ORDER BY datetime ASC™
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// If the logic variable is set to OR (there has been at least 1 valid sensor found).

if ($logic ==

{

"R )

$result = mysqli_query($link, $query);
$numrows = mysqli_num rows($result);

// As long as the query has returned at least 1 row, it will enter the loop and push the results

// to the relevant sensor array.
if ($numrows > 0)

{
while ($row = mysqli_fetch array($result)){
array_push(${"sensorArray”.$row[ "sensor”1}, array("y"
3
¥
else
{
echo "<h1>Error: no records found</br></h1>";
¥
¥
else
{

}

echo "No sensor selected”;

=> $row["temperature”], "label” => $row[“datetime"]));
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// Depending on which array sensor is set will depend on which results
// are drawn on the graphs.
data: [{
<? if (isset($sensorArray1)){?>
type: "<?echo $chartType?>”,
name: "Sensor 1",
showInLegend: true,
‘toolTipContent: "Temperature: {y} °C <br> {label}",
dataPoints: <?php echo json_encode($sensorArrayl, JSON_NUMERIC_CHECK); ?>
<>
i
<? if (isset($sensorArray2)){?>
type: "<?echo $chartType?>”,
name: "Sensor 2",
showInLegend: true,
‘toolTipContent: "Temperature: {y} °C <br> {label}",
dataPoints: <?php echo json_encode($sensorArray2, JSON_NUMERIC_CHECK); ?>
<?}>
i
<? if (isset($sensorArray3)){?>
‘type: “"<Pecho $chartType?>",
name: "Sensor 3",
showInLegend:
‘toolTipContent: "Temperature: {y} °C <br> {label}”,
dataPoints: <?php echo json_encode($sensorArray3, JSON_NUMERIC_CHECK); ?>
<?}>

il

// Renders chart
chart.render();

}
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