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[bookmark: _Toc223700016]Introduction
Operating systems act as the primary control layer that manages hardware resources and coordinates application execution within computer systems. Platforms such as Windows and Linux handle functions including process scheduling, memory allocation, file management, device control, and network communication. These mechanisms allow multiple applications to run simultaneously while maintaining system stability, performance efficiency, and resource isolation across computing environments [1], [2].
Recent developments in operating system design focus on improving scheduling efficiency, memory management, and secure execution environments. Research highlights advances such as memory tiering, confidential computing, and intelligent resource allocation to support distributed and heterogeneous computing systems. These developments demonstrate how modern operating systems continue evolving to manage complex workloads and large-scale computing infrastructures effectively [3], [4].
This report analyses the key functions of operating systems and demonstrates system administration using Windows and Linux command-line tools and automation scripts [2], [5].
[bookmark: _Toc223700017]Key Functions of General Operating Systems
[bookmark: _Toc223700018]Process Management
Process management is a core function of operating systems because it controls the execution of programs competing for processor resources. The system creates, schedules, suspends, and terminates processes while allocating CPU time through scheduling algorithms that ensure fairness and stable performance. This enables multiple applications to run simultaneously without conflict or system instability [1], [6]. Modern operating systems also apply advanced scheduling and process isolation techniques to optimise performance in multi-core and distributed computing environments [3], [4].
[image: Windows Task Manager: The Complete Guide]
Figure 1Task Manager → Processes tab showing CPU utilisation and running processes.

[bookmark: _Toc223700019]Memory Management
Memory management enables the operating system to allocate and control the use of system memory across running processes. Virtual memory systems allow programs to use logical memory addresses which are mapped to physical memory through page tables, enabling efficient resource utilisation and process isolation. Techniques such as paging and swapping ensure that limited physical memory can support large application workloads [1], [7].
Recent research has explored advanced memory management techniques including page migration and heterogeneous memory tiering. These approaches dynamically relocate frequently accessed data to faster memory layers while moving less critical data to slower storage. Such techniques significantly improve performance in modern computing architectures that combine CPUs, GPUs, and high-capacity storage systems [3], [8].
[image: Windows 10 Help Forums]
Figure 2Windows Task Manager → Performance → Memory usage

[bookmark: _Toc223700020]File System Management
File system management enables the operating system to store, organise, and retrieve data from persistent storage devices. Modern file systems use hierarchical directory structures that organise files into folders while maintaining metadata describing ownership, access permissions, and timestamps. These structures provide efficient access to stored data and enable multi-user environments to maintain organised storage systems [6], [9].
Operating systems also implement advanced storage optimisation techniques to improve performance and reliability. Mechanisms such as copy-on-write allow data blocks to be shared between processes until modification occurs, thereby reducing unnecessary duplication of memory or storage resources. This approach enhances system efficiency and reduces disk operations in many modern file systems [10], [11].
[image: Terminal Basics: A Comprehensive Guide for Beginners | Adarsh Dubey]
Figure 3File explorer directory structure or Linux ls -l command output

[bookmark: _Toc223700021]Device Management
Device management allows operating systems to coordinate communication between hardware devices and application software. Hardware components such as printers, network adapters, graphics cards, and storage drives require device drivers that translate operating system commands into hardware-specific instructions. These drivers ensure compatibility between different hardware components and the operating system kernel [1], [6].
Modern operating systems also provide abstraction layers that isolate hardware interactions from application software. This architecture simplifies software development because applications interact with standardised system interfaces rather than directly controlling hardware components. Such abstraction improves portability and enables operating systems to support a wide range of hardware configurations [4], [9].
[image: WinUSB Device - Windows drivers | Microsoft Learn]
Figure 4Windows Device Manager interface displaying installed hardware

[bookmark: _Toc223700022]Security and User Management
Operating systems implement authentication and authorisation mechanisms that regulate access to system resources. User accounts and permission systems ensure that only authorised individuals can access specific files, applications, or administrative functions. Access control models such as role-based permissions and group policies are commonly used to enforce organisational security policies [2], [6].
Security mechanisms also protect system integrity by isolating processes and controlling memory access. Contemporary operating systems implement kernel protection, address space layout randomisation, and privilege separation to prevent malicious software from compromising system resources. These security strategies are critical for protecting modern computing infrastructures against cyber threats [4], [7].
[bookmark: _Toc223700023]Network Management
Network management services enable computers to communicate through local networks and the internet. Operating systems implement communication protocols such as TCP/IP, allowing data to be transmitted reliably between devices across distributed networks. These networking services support applications ranging from web browsing to cloud computing platforms [1], [6].
Modern operating systems also provide network diagnostic utilities that allow administrators to monitor connectivity and troubleshoot network issues. Commands such as ping, ipconfig, or ifconfig allow administrators to verify connectivity and examine network configuration parameters. These tools are essential for diagnosing communication failures within networked systems [2], [9].
[image: Ping command Explained with Examples]
Figure 5Command Prompt showing ping google.com output


[bookmark: _Toc223700024]Use of Windows OS CLI Commands
[bookmark: _Toc223700025]Process Management Commands
Windows provides command line utilities that allow administrators to monitor and control system processes. The task list command displays all running processes along with their process identifiers, allowing administrators to identify programs consuming system resources. Meanwhile, the task kill command can terminate specific processes using the /PID parameter to stop malfunctioning applications [12], [13].
These process management commands provide an efficient alternative to graphical tools when troubleshooting system performance issues. Command line utilities enable administrators to rapidly identify problematic processes and take corrective action, which is particularly useful when managing remote servers or automated scripts [5], [13].
[image: How to use cmd command "tasklist" to list all processes and it;s cpu usage?  - Stack Overflow]
Figure 6 Command Prompt running task list

[bookmark: _Toc223700026]File and Directory Management Commands
 Windows command line tools support efficient file system management. The dir command lists directory contents, while mkdir creates folders and copy duplicates files. These utilities allow administrators to manage large file sets without graphical interfaces and are commonly integrated into automation scripts for backups, directory organisation, and data transfer tasks [17], [12], [14].
[bookmark: _Toc223700027]Network Monitoring Commands
 Windows provides command line tools for network diagnostics and monitoring. The ping command tests connectivity by sending ICMP requests and measuring response time. ipconfig displays network configuration details such as IP address, gateway, and DNS. The netstat command lists active connections and listening ports, enabling administrators to monitor traffic and detect potential security issues [5], [18], [13].
[bookmark: _Toc223700028]User Management and Task Scheduling
 User accounts in Windows can be administered through the net user command, which enables administrators to create, modify, or delete accounts directly from the command line. This approach simplifies account management without relying on graphical interfaces [19], [14].
Automation is commonly implemented using the schtasks command, which schedules programs or scripts to run at defined times or intervals. Scheduled tasks support routine maintenance activities such as backups and system updates [20], [15].



[bookmark: _Toc223700029]Use of Linux OS CLI Commands
[bookmark: _Toc223700030]Process Monitoring Commands
 Linux operating systems rely extensively on command line utilities for system monitoring and administration. The ps command lists active processes with CPU and memory usage, while top provides a real time overview of system activity and resource utilisation. These tools enable effective performance monitoring [21], [16].
The kill command terminates processes using identifiers obtained from ps or top, allowing administrators to stop unresponsive or resource intensive programs. Such commands provide essential diagnostic capability in Linux system administration [22], [16].

[bookmark: _Toc223700031]File and Directory Management
 Linux file systems are commonly managed through command line utilities such as ls, cp, mv, and rm. The ls -l option displays detailed file metadata including permissions, ownership, and modification timestamps, enabling efficient storage management through the terminal environment [16], [23].
Command line file manipulation is widely used in automation scripts and maintenance tasks. Operating directly within the shell allows administrators to process large volumes of files rapidly without graphical overhead, which is essential in large scale server environments [24], [30].

[bookmark: _Toc223700032]Network Monitoring Commands
 Linux operating systems provide several utilities for diagnosing network connectivity issues. The ping command tests communication between devices by sending echo requests and measuring response time, enabling administrators to verify whether remote hosts are reachable across network connections [29], [25].
Additional tools such as ifconfig or ip addr display detailed information about network interfaces, including IP addresses and link status. These commands help identify configuration problems and ensure proper network interface operation within distributed computing environments [26], [17].

[bookmark: _Toc223700033]User Management and Task Scheduling
User account administration in Linux systems is commonly performed using commands such as adduser, passwd, and usermod. These utilities allow administrators to create user accounts, assign passwords, and modify permissions through the command line environment [28], [16].
Task automation within Linux is typically handled using the cron scheduling service. The crontab command allows users to schedule commands or scripts to run at specified intervals such as hourly, daily, or weekly. This automation mechanism plays a critical role in system maintenance operations and backup management [27], [16].


[bookmark: _Toc223700034]Use of Windows OS Scripts
[bookmark: _Toc223700035]Overview of Batch Scripting for Windows Automation
 Batch scripting is a command-line automation method used in Windows to execute multiple administrative tasks through a sequence of commands interpreted by cmd.exe. It enables activities such as file management, system configuration, and process control to be performed automatically, improving efficiency and reducing manual intervention [31], [2]. Batch scripts support variables, user input, loops, arithmetic operations, and conditional statements, allowing administrators to create simple automation workflows for routine tasks such as file generation, monitoring, and maintenance operations [32], [3], [34].
[bookmark: _Toc223700036]Script 1 – User Input Calculator Script
[bookmark: _Toc223700037]Script Description
 This batch script demonstrates variables, user input, and arithmetic operations in the Windows command-line environment. The set /p command collects numerical input from the user, while set /a performs the calculation. The script stores values as variables and processes them to generate results automatically, illustrating how batch scripting can automate simple computational tasks through command-line interaction [33], [4], [36].
· Batch Script Code
[image: ]
Figure 7 Batch Script Code
· Explanation
This script uses the set /p command to collect user input and store it in variables named num1 and num2. The set /a command performs an arithmetic calculation that adds both values together and stores the result in a variable called result. Finally, the script displays the calculated output to the user through the echo command, demonstrating a simple example of automated computation using Windows batch scripting [4], [37].
[image: Why can't I see any output when executing a windows batch file with VS code  tasks - Stack Overflow]
Figure 8 Batch script code in Notepad or VS Code

[image: python 2.7 - Why does printing the string "Hühnchen" in the command prompt  under Windows 7 cause a "No such file or directory" Error? - Stack Overflow]
Figure 9 Command Prompt showing script execution and output.



[bookmark: _Toc223700038]Script 2 – Automated File Creation Loop Script
[bookmark: _Toc223700039]Script Description
 This batch script demonstrates automation using loops to create multiple files automatically. The FOR /L loop iterates through a sequence of numbers and generates files with sequential names in the directory. Such looping mechanisms reduce manual repetition and enable efficient automation of tasks like file creation, log generation, and routine system administration processes [2], [38], [40], [6].
· Batch Script Code
[image: ]
Figure 10 Batch Script Code

· Explanation
 The script requests user input specifying how many files to create and stores the value in the variable count. A FOR /L loop then iterates from 1 to the specified number, generating files sequentially (file1.txt, file2.txt, etc.). This loop-based automation reduces manual effort and improves efficiency in repetitive system administration tasks [41], [6], [42].
[image: How to open BAT (windows batch) file in Eclipse? - Stack Overflow]
Figure 11 Batch script code in the editor

[image: How to save command output to file using Command Prompt or PowerShell |  Windows Central]
Figure 12 Command Prompt output showing files being created
[bookmark: _Toc223700040]Automation Benefits of Batch Scripts
 Batch scripting enhances efficiency in Windows systems by automating repetitive administrative tasks. Using variables, loops, and conditional statements, administrators can execute complex operations with minimal intervention. Automation ensures consistent command execution, reduces human error, and supports activities such as system maintenance, data processing, backups, and network management [2], [3], [5], [6].


[bookmark: _Toc223700041]Use of Linux OS Scripts
[bookmark: _Toc223700042]Overview of Bash Scripting in Linux
Bash scripting is a common automation method in Linux that enables users to execute multiple commands through a single script file. These scripts, typically using the .sh extension, are interpreted by the Bash shell and are widely applied for tasks such as file management, system monitoring, and process control [44], [2]. Bash supports constructs including variables, loops, conditional statements, and arithmetic operations, allowing scripts to respond to user input and automate repetitive processes. Consequently, Bash scripting remains essential for server administration, deployment procedures, and routine maintenance tasks in modern computing environments. The following examples demonstrate basic scripts using variables, user input, arithmetic operations, and loop control to illustrate practical automation [2], [3], [45].
[bookmark: _Toc223700043]Script 1 – Bash Calculator Script
[bookmark: _Toc223700044]Script Description
The first Bash script illustrates how variables and arithmetic operations automate simple calculations in the Linux terminal. The script prompts the user to enter two numbers and computes their sum using Bash arithmetic syntax. User input is captured through the read command and stored as variables. Arithmetic expansion enables numerical processing within the script, demonstrating basic computational automation [12], [23], [4], [35].
· Bash Script Code
[image: ]
Figure 13 Bash Script Code

· Explanation
 The script begins with the shebang (#!/bin/bash), directing execution through the Bash interpreter. User input is captured using read and stored in variables. Arithmetic expansion (( )) performs the addition, while echo outputs the computed result to the terminal [44], [25].
[image: Bash Shell Scripting Utilities | Nathaniel Landau | Nathaniel Landau]
Figure 14 Bash script written in the text editor


[image: Automatically Save Terminal Outputs - blackMORE Ops]
Figure 15 Terminal output showing the script execution

[bookmark: _Toc223700045]Script 2 – File Creation Automation Script
[bookmark: _Toc223700046]Script Description
 The second Bash script demonstrates automation through loop structures within the Linux shell. Loops enable repeated command execution, which is useful for administrative tasks such as log processing, backups, and batch operations [22], [36]. The script employs a for loop to generate multiple files sequentially in the working directory, reducing manual file management effort [38], [16].
· Bash Script Code
[image: ]
Figure 16 Bash Script Code

· Explanation
 The script requests a user input indicating how many files to create, storing the value in the variable count. A for loop iterates from 1 to the specified number and executes the touch command during each cycle, generating sequential files such as file1.txt and file2.txt, demonstrating Bash automation capabilities [2], [14], [25], [6].

[image: Create files via the command line - OpenClassrooms]
Figure 17 Terminal execution showing files being created
[image: How can I set up an IDE for bash scripting for Windows? - Stack Overflow]
Figure 18 Bash script code in the editor

[bookmark: _Toc223700047]Conclusion
Operating systems manage hardware resources and enable applications to run efficiently. Core functions include process management, memory allocation, file systems, device control, and network communication, ensuring stability, security, and optimal resource utilisation [11], [23]. Command line tools in Windows and Linux allow administrators to monitor processes, manage files, test networks, and control user accounts efficiently [33], [44]. Scripting with batch and Bash automates repetitive tasks using variables, loops, and conditions, reducing manual effort and improving system administration efficiency [5], [16].
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REGEDIT /E %Temp%.\apipaorg.reg "HKEY_LOCAL_MACHINE\System\CurrentControlSet
/F "tokens=8 delims=\" %%A IN ('TYPE %Temp%.\apipaorg.reg ~| FIND "[HKEY,

A Tasks X QuickREx R Problems =g Progress

Oitems

Outline X % | 80

= label Begin

Enum
FindApipa.
Confim
SkipConf
Settings
label X2D
Disclaimer
Syntax
End
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T { C:\laptop_

S s bt || i C:\laptopitechispe(s.txt]

\btype C:\laptop_tech specs.txt |

Host Name:
05 Name:

05 Version:

05 Manufacturer:

05 Configuration:

05 Build Type:
Registered Owner:
Registered Organization:
Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:
System Model:

System Type:
Processor(s) :

BIOS Version:
Windows Directory:

System Directory:

Boot Device:

System Locale:

TInput Locale:

Time Zone:

Total Physical Memory:
Available Physical Memory:
Virtual Memory: Max Size:

Virtual Memory: Available:

VM-W11-55D
Microsoft Windows 11 Pro
10.0.22000 N/A Build 22000
Microsoft Corporation
Standalone Workstation
Multiprocessor Free
m__lab@outlook.com

00331-20302-64651-AA251
10/21/2021, 6:24:18 AM

6/27/2022, 2:11:43 PM

VMuare, Inc.

VMware7,1

x64-based PC

1 Processor(s) Installed.

[01]: AMD64 Family 23 Model 8 Stepping 2 AuthenticAMD ~3493 Mhz
VMware, Inc. VMW71.00V.18452719.B64.2108091906, 8/9/2021
C:\Windows

C:\Windows\system32

\Device\HarddiskVolumel

en-us;English (United States)

en-us;English (United States)

(UTC-05:00) Eastern Time (US & Canada)

16,383 MB

12,360 MB

18,815 MB

14,729 MB
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> Bash

#!/bin/bash
echo "simple Bash Calculator”

echo “Enter first number:”
read numl

echo “Enter second number
read num2

sum=$((num1 + num2))

echo "The sum of $numl and $num2 is $sum”




image16.png
| = ./testScript.sh

I am a sample script
v I am a success message

%1 am an error message

=1 am a warning message
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File Actions Edit View Help
—(kali®kali)-[~]

script output.txt

Script started, output log file is output.txt’.
—(kali® kali)-[~]

s

—(kali® kali)-[~]

L$ apt update

- Could not open lock file /var/lib/apt/lists/lock - open (13: Permission denied)

. Unable to lock directory /var/lib/apt/lists/

Warning: Problem unlinking the file /var/cache/apt/pkgcache.bin - RemoveCaches (13: Permission denied)
Warning: Problem unlinking the file /var/cache/apt/srcpkgcache.bin - RemoveCaches (13: Permission denied)

—(kali® kali)-[~]

L$ sudo apt update
[sudo] password for kal
Hit:1 http://http.kali.org/kali kali-rolling InRelease

6 packages can be upgraded. Run 'apt list —upgradable’ to see them.

—(kali® kali)-[~]

L$ sudo apt list —upgradable

bulk-extractor/kali-rolling 2.1.1-0kali2+b1 amd64 [upgradable from: 2.1.1-6kali2]
gstreanerl.0-plugins-bad/kali-rolling 1.26.1-1 amd64 [upgradable from: 1.24.12-2]
Tibgstreaner-plugins-bad1.0-0/kali-rolling 1.26.1-1 amd64 [upgradable from: 1.24.12-2]
libjavascriptcoregtk-4.1-0/kali-rolling 2.48.1-3 amd64 [upgradable from: 2.46.6-11
Libre2-11/kali-rolling 20240702-3+b1 amd64 [upgradable from: 20240501-3+b1]
Libuebkit2gtk-4.1-0/kali-rolling 2.48.1-3 amd64 [upgradable from: 2.46.6-1]

—(kali® kali)-[~]

L$ sudo apt upgrade  apt dist-upgrade
Not upgrading:
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<« Bash

#!/bin/bash
echo "Automatic File Creator"”

echo "Enter number of files to create:”
read count

for (( i=1; i<=count; i++ ))
do
echo “"Creating file $i"
touch file$i.txt
done

echo "File creation completed”
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~/Desktop$ 1s

First semester Second semester code-project
~/Desktop$ cd Second\ semester/
~/Desktop/Second semester$ cd Art\ history/

semester/Art history$ cd ..
~/Desktop/Second semester$ cd Art\ history/

i~/Desktop/Second semester/Art history$ touch term-paper.txt
~/Desktop/Second semester/Art history$ 1s

term-paper. txt

~/Desktop/Second semester/Art history$ cd ..
~/Desktop/Second semester$ cd Biology.

~/Desktop/Second semester/Biology$ touch research-findings.csv
~/Desktop/Second semester/Biology$ 1s

research-findings.csv

~/Desktop/Second semester/Biology$ open research-findings.csv
~/Desktop/Second semester/Biology$ i
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Fle Edt Search View Toos Optins Langusge Buffers Help

D@HR S iBRX[w~|Qa

340 §i0fferComnt - si0EferComnt + 1 ~

345

345 _XULFileSave (§5Fileliaue]

347 | Lrexc

348

349 XMLFileClose (§sFileName)

350

351 Progressset(100, "Bamomieno!”|

352 Sleep(750)

353 Progressorr()

354

355 | _ExcelBookClose (§oExcellnput)

356 | foExcellnput. Application.Quit

357

358 | Exit

359

360 [ Func _sRemovel (§sString)

361 Do

362 §sString - StringReplace (§sstring, ", 7, 0, 2]

363 | [ Uil StringInstr(§sString, " ") == 0

364 Return §sitring

365 | L Endrmc

366

367 [ Func _sFormatstr (§sString]

368 §9String - StringReplace (§sString, “eamp:”, "" , 0, 2]

369 §aString - StringReplace (§sString, "a#39:7, "7, 0, 2]

370 §aString - StringReplace (§sString, chr (09), ™", 0, 2]

371 §sString - StringRegExpReplace (§sString, ‘(73] (2)\v', ', ')

372 §aString - StringReplace (§sstring, , %, 7, ", 0, 2]

373 §sString - StringReplace (§sstring, " %, " , 0, 2)

374 O Do

375 §sString - StringReplace (§sstring, " 7, "7, 0, 2)

3% [ Uil StringInStr(§sitring, " ") == 0

377 §sString - String3tripVs(ssstring,3)

378 §aString - StringReplace (§sString, "<BI>", 7, 7, 0, 2]

379 §aString - StringReplace (§sString, "<BRS, 7, ", 0, 2]

380 §aString - StringRegExpReplace (§sString, '(25) (7A1N<[>1M>", 1)

381 §sString - StringReplace (§sstring, "embsp:”, " " , 0, 2)

382 Return §sitring

383 | - Endrumc v
< >
>"Ci\Progran Files (x6]\AuCoIt3\SCiTEY. . \autoit. exe” /EEzorstdout "D:\TEMP\test,aud” ~

DIVTENP test. aus (2) Exror opening the file.
#Include <_XLDonirapper. aus>

SExit code: 1 Time: 0.06285 v
< >

IR
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Statement of Achievement

Saeen Bux Patujo

has successfully achieved student level credential for completing the Linux Unhatched
course, provided by Cisco Networking Academy in collaboration with NDG.

The graduate is able to proficiently:

Understand the basics of using the Linux command line.
Navigate home and system directories and listing fles in various locations.
Create, move and delete files and directories under the home directory.
Search and extract data from files in the home directory.

Turn repetitive commands into simple scripts

Describe where various types of information are stored on a Linux system.
Query vital networking configuration.

Manage various types of users on a Linux system.

Understand and manipulate file permissions and ownership settings.

= Ly Sloomes

Director, Cisco Networking Academy

Scantoverty

tssued o ar 11,2026
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