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Introduction
This report presents the practical implementation of a virtualised enterprise network developed as part of the ACCA5023 – Network Operating Systems and Services module. The purpose of this project was to configure, manage and verify a secure enterprise network using Windows Server 2022 and Debian Linux within Oracle VM VirtualBox. The practical work builds on the network design created in Component 1 and demonstrates the deployment of key enterprise network services commonly used in modern organisations.
The virtual environment consists of four virtual machines representing two interconnected sites: Birmingham and London. The infrastructure includes a Windows Server 2022 Domain Controller (B-DC), a Debian Linux server (L-CD), a Windows client (Client S1) and a Debian Linux client (Client L1). This configuration provided a realistic environment for implementing and testing enterprise services across multiple network segments.
During the implementation, several important network services were configured successfully, including Active Directory Domain Services (AD DS), Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), Routing and Remote Access Service (RRAS), Internet Information Services (IIS) and Windows File Sharing. Client computers were joined to the Active Directory domain, DNS name resolution was verified, IP addresses were assigned automatically through DHCP, websites were hosted using IIS, and shared folders were accessed successfully from client machines.
Each configuration was tested carefully to ensure that the deployed services operated correctly. Different verification methods, including DNS lookups, DHCP lease validation, website testing and shared folder access, were used to confirm that communication between all virtual machines was functioning as expected.
The following sections describe each stage of the implementation using screenshots and technical explanations. Together, these provide evidence that the virtual enterprise network was configured successfully and that all major services operated as intended.







1. Oracle VM VirtualBox Environment
[image: A diagram of a computer network
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Figure 1. Oracle VM VirtualBox Environment
Explanation
Figure 1 shows the Oracle VM VirtualBox environment used to create the virtual enterprise network for this project. Four virtual machines were configured to simulate an enterprise infrastructure across two different locations. The environment includes a Windows Server 2022 Domain Controller (B-DC), a Windows client computer (Client S1), a Debian Linux server (L-CD) and a Debian Linux client (Client L1).
Each virtual machine was assigned specific hardware resources, including memory, storage and network adapters, to support the deployment of enterprise network services. VirtualBox provided an isolated environment where the entire infrastructure could be configured, tested and managed without affecting the host operating system.
This virtual platform formed the foundation of the project by allowing the installation and verification of essential services such as Active Directory, DNS, DHCP, RRAS, IIS and file sharing. It also enabled communication between the Birmingham and London virtual sites, creating a realistic enterprise network suitable for testing and administration.



2. 2. Virtualised Enterprise Network Topology
Introduction
After creating the virtual machines, the network topology was designed to simulate two geographically separated offices connected through a virtual enterprise network. This configuration provided the foundation for deploying Windows Server services, Linux networking services and client communication.
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Figure 2. Virtualised Enterprise Network Topology
Explanation
Figure 2 presents the virtualised enterprise network topology created using Oracle VM VirtualBox. The environment was designed to simulate a small business network distributed across two locations, Birmingham and London. Four virtual machines were deployed to represent the servers and client computers required for the practical implementation.
The Birmingham site contains the Windows Server 2022 Domain Controller (B-DC) and the Windows client computer (Client S1). The London site consists of the Debian Linux server (L-CD) and the Debian Linux client (Client L1). Each machine was connected to the appropriate virtual network to enable communication between the two sites while maintaining a realistic enterprise network structure.
This topology provided the foundation for configuring and testing essential network services throughout the project. It allowed Active Directory, DNS, DHCP, RRAS, IIS and file sharing services to be deployed and verified within a secure and isolated virtual environment before testing connectivity between all machines.

3. Active Directory Domain Services (AD DS)
[image: Active Directory Users and Computers
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Figure 3. Active Directory Users and Computers
[bookmark: _Toc235047901]Explanation
Figure 3 shows the Active Directory Users and Computers management console after the successful deployment of Active Directory Domain Services. The Francis.acca domain appears in the left navigation pane, confirming that the server has been successfully promoted to a Domain Controller.
The console displays the default containers created by Active Directory, including Builtin, Computers, Domain Controllers, Users, ForeignSecurityPrincipals, Managed Service Accounts, and NTDS Quotas. These containers provide a structured environment for managing domain objects such as users, computers, security groups, and service accounts. Active Directory simplifies network administration by centralising authentication and enabling administrators to manage network resources securely from a single domain.






4. Forward Lookup Zone
[image: The image displays a virtual machine window in Oracle VirtualBox, showing a list of DNS zones, including forward and reverse lookup zones, with various hosts and their associated IP addresses.
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Figure 4. DNS Forward Lookup Zone
[bookmark: _Toc235047900]Explanation
Figure 4 shows the DNS Manager displaying the Forward Lookup Zone for francis.acca domain. The zone contains several Host (A) records, including B-DC, WEBS, RDS, ClientS1, ClientL1, ARDS, and other network devices.
These records allow the DNS server to translate hostnames into their corresponding IP addresses, making it easier for users to access network resources without remembering numerical IP addresses. The successful creation of these records confirms that the DNS service has been configured correctly and supports reliable name resolution across the enterprise network.
This configuration is essential for services such as Active Directory, IIS web hosting, Remote Desktop Services, and client communication within the domain.





[bookmark: _Toc235047902]5.  Reverse Lookup Zone Configuration
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Figure 5. DNS Reverse Lookup Zone
[bookmark: _Toc235047904]Explanation
Figure 5 illustrates the configuration of the Reverse Lookup Zone in the DNS Manager. Unlike the Forward Lookup Zone, which resolves hostnames into IP addresses, the Reverse Lookup Zone performs the opposite function by translating IP addresses back into hostnames using Pointer (PTR) records.
The reverse lookup zone 1.16.172.in-addr.arpa has been successfully created and contains PTR records for the network devices. The records shown include the IP addresses 172.16.1.1 and 172.16.1.10, which resolve to their corresponding hostnames within the Francis.acca domain.
Configuring reverse lookup improves network administration and troubleshooting by allowing administrators to verify the identity of devices from their IP addresses. It is also required by several Windows Server services and helps ensure proper DNS functionality across the enterprise network.

6. Routing and Remote Access (RRAS)
[image: The image displays a computer screen with a virtual machine interface, showing a server status with various network configurations and options to manage routing and remote access.
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Figure 6. Routing and Remote Access (RRAS)
[bookmark: _Toc235047905]Explanation 
Figure 6 shows the Routing and Remote Access (RRAS) console on the Windows Server 2022 domain controller. The RRAS service has been configured and is running successfully with Network Address Translation (NAT) enabled.
The console displays the configured network interfaces, including the WAN, NAT and B-Lan connections, confirming that traffic can be routed between the internal network and external networks. This configuration allows client computers to communicate through the server while maintaining controlled network access.
The successful configuration of RRAS demonstrates that the server is capable of providing routing services and managing network traffic within the virtual enterprise environment.







7. DHCP Server Management Console
[image: The image appears to be a screenshot of the Oracle VirtualBox software interface, showing a network interface configuration for a Windows Server 2022 Standard Evaluation.
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Figure 7. DHCP Management Console
Explanation
Figure 7 shows the DHCP Management Console running on the Windows Server. The DHCP server has been successfully installed and authorised within the Active Directory domain. This management console is used to create and manage IPv4 scopes, configure DHCP options, monitor leased addresses and administer IP address allocation throughout the network.










8. Internet Information Services (IIS) Manager
[image: The image shows a computer screen with the Windows Server Internet Information Services (IIS) welcome page, featuring various languages and a user interface.
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Figure 8. Internet Information Services (IIS) Manager
[bookmark: _Toc235047906]Explanation
Figure 8 presents the Internet Information Services (IIS) Manager installed on the Windows Server. IIS is Microsoft's web server platform used to host websites and web applications.
The management console shows two configured websites: the Default Web Site and the custom Birmingham Website created during the practical implementation. It also displays the Application Pools and the various IIS configuration features used to manage web server settings.
The successful installation and configuration of IIS allow the server to host web content that can be accessed by client computers across the enterprise network. This confirms that the web server role has been correctly deployed and is ready to provide HTTP





9. Verifying the IIS Website from the Browser

[image: The image shows a Microsoft Windows Server interface with a partially filled out settings page, including options for sharing, devices, and a welcome message.]

Figure 9. Verifying the IIS Website
[bookmark: _Toc235047907]Explanation
Figure 9 demonstrates that the IIS web server has been successfully configured and is accessible from a web browser using the DNS hostname webs.francis.acca. Instead of using the server's IP address, the client accesses the website through its fully qualified domain name (FQDN), confirming that DNS name resolution is functioning correctly.
The successful display of the default IIS welcome page verifies that several network services are working together correctly, including DNS, TCP/IP networking and the IIS web service. This confirms that users within the enterprise network can access hosted web resources using standard web protocols.
This verification demonstrates that the Windows Server has been correctly configured to provide web hosting services as required for the coursework.










10. Shared Folder Created on the Server

[image: ]

Figure 10. Shared Folder Created

[bookmark: _Toc235047908]Explanation
Figure 10 shows the Birmingham Files shared folder stored on the Windows Server. The folder is available on drive E: and has been prepared for file sharing within the domain environment. Creating a shared folder allows authorised users to access common resources from different client computers across the network.
This configuration demonstrates the implementation of a basic file-sharing service in the enterprise network. It provides a central location where users can store, retrieve and exchange files while reducing unnecessary duplication of data.






11. Shared Folder Configuration
[image: Birmingham Files
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Figure 11. Shared Folder Configuration
[bookmark: _Toc235047909]Explanation 
Figure 11 shows the sharing properties of the Birmingham Files folder on the Windows Server. The Sharing tab confirms that the folder has been successfully shared across the network and is accessible through the network path \\WIN-5CCN3JQ1JQ2\Birmingham Files.
Sharing the folder allows authorised users within the domain to access common files from different client computers. This centralised approach improves collaboration, simplifies file management and ensures that data can be accessed without duplicating files on multiple devices.
The successful configuration of the shared folder demonstrates that the Windows Server file sharing service has been implemented correctly and is ready for use by domain users.


12. Accessing the Shared Folder from a Client Computer
[image: The image displays a computer screen with a file explorer window open, showing a list of files and folders on a server named 'Birmingham'.
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Figure 12. Accessing the Shared Folder from a Client Computer
Explanation 
Figure 12 demonstrates that the shared folder was successfully accessed from the Client S1 workstation using its network path. The browser displays the contents of the Birmingham Files shared folder, confirming that the client computer can communicate with the Windows Server across the network.
The presence of the shared file inside the directory verifies that the file sharing configuration is working correctly. This confirms that the server permissions, network configuration and shared folder settings have been implemented successfully, allowing authorised users to access shared resources from remote client computers.
This final test validates the successful deployment of the Windows Server file sharing service within the enterprise network.


14. Conclusion
The practical implementation of this virtual enterprise network successfully demonstrated the deployment and management of several essential Windows Server and Linux network services. Using Oracle VM VirtualBox, a realistic enterprise environment was created to simulate two connected office locations, allowing practical experience with enterprise networking technologies.
During the project, Windows Server 2022 was successfully configured as the Domain Controller for the Francis.acca domain. Active Directory Domain Services, DNS, DHCP, Routing and Remote Access Services (RRAS), Internet Information Services (IIS), and Windows File Sharing were all installed and configured correctly. Client computers were successfully connected to the network, and communication between servers and clients was verified through practical testing.
Several validation tests were completed to confirm that the network was operating correctly. These included DNS name resolution, DHCP address allocation, website accessibility using the domain name, routing verification, and successful access to shared folders from client computers. The results demonstrated that the configured services worked together effectively to provide a stable and functional enterprise network.
Overall, this project strengthened my understanding of Windows Server administration, enterprise network services, and virtualisation technologies. It also demonstrated the importance of careful planning, accurate configuration, and systematic testing when deploying network infrastructure. The practical experience gained throughout this project has improved both my technical knowledge and my confidence in configuring and managing enterprise network environments.










Reflection
This practical assignment provided valuable hands-on experience in configuring and managing a virtual enterprise network using Windows Server 2022 and Debian Linux. Although I had previously studied the theory behind many networking concepts, implementing the services in a virtual environment helped me understand how they work together in practice.
One of the most challenging aspects of the project was troubleshooting network configuration issues. Small configuration mistakes, such as incorrect IP addresses, DNS settings, or routing configurations, could prevent communication between devices. Solving these problems improved my troubleshooting skills and taught me the importance of checking each configuration carefully before moving on to the next task.
I also developed a better understanding of how Active Directory, DNS, DHCP, RRAS, IIS and file sharing interact to provide a complete enterprise network solution. Testing each service after configuration increased my confidence and showed the importance of verifying that every component functions correctly before considering the deployment complete.
If I were to complete this project again, I would document each configuration step more carefully while performing the practical work. This would make the final report easier to produce and reduce the time required to organise screenshots and explanations. Overall, this assignment has significantly improved my practical Windows Server administration skills and provided valuable experience that will support my future career in network administration and cybersecurity.
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