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[bookmark: _Toc237424075]Governance of AI and Machine Learning Systems: Managing risk, ethics, and compliance for AI data and models.
1. [bookmark: _Toc237376747][bookmark: _Toc237376863][bookmark: _Toc237376896][bookmark: _Toc237424076]Introduction:
Artificial intelligence and machine learning now sit at the centre of modern digital transformation, powering decisions, automating processes, and shaping customer experiences across every sector. As organisations scale AI, governance becomes essential not as a technical afterthought, but as a strategic discipline that protects people, ensures fairness, and maintains trust. Effective governance provides the structure, accountability, and oversight needed to manage risk, uphold ethics, and meet compliance obligations across the entire AI lifecycle, from data collection to model deployment.
This AI governance begins with a clear organisational vision that defines how AI should be used responsibly. This includes establishing a board‑approved risk appetite, identifying high‑impact use cases, and ensuring alignment with business strategy and regulatory expectations. Strong governance frameworks assign ownership for AI systems, clarify responsibilities for data quality, model performance, and ethical review, and embed accountability across technical and non‑technical teams. Without this structure, AI systems can drift into opaque, unmonitored decision‑making that exposes organisations to significant legal and reputational harm.
My Risk management is central to AI governance. Machine learning models introduce unique risks bias, drift, adversarial manipulation, hallucination, and over‑reliance on automated outputs. Managing these risks requires continuous monitoring, robust validation, and clear escalation pathways. Organisations must maintain transparent documentation of model behaviour, training data sources, and decision logic to ensure explainability and auditability. This is especially critical for high‑stakes applications such as credit scoring, healthcare diagnostics, and public‑sector decision‑making.
Ethics is equally important. AI systems must be designed to respect human rights, avoid discrimination, and operate transparently. Ethical governance includes fairness testing, bias mitigation, human‑in‑the‑loop controls, and clear communication about how AI influences decisions. It also requires cultural alignment leaders modelling responsible AI behaviour and teams trained to recognise ethical risks. [1]




2. [bookmark: _Toc237424077]The Challenge of Governing AI Today
Unlike traditional IT systems, where governance mainly focuses on keeping systems secure and available once they're running, AI governance needs to start much earlier. This is because risks can emerge right from the very beginning—when data is being chosen and models are being built.

Think of the AI process as a journey with several key steps:
Data acquisition → Data preparation → Model development → Validation → Deployment → Monitoring → Updating/retirement
At each step, different types of risks pop up, and each requires specific ways to manage them:
· Data acquisition: Risks include privacy breaches, collecting data unlawfully, or using data without clear origins. Controls here involve checking data classification, ensuring you know where the data comes from, and confirming legal permissions.
· Data preparation: This stage risks bias, contaminated data, or incorrect labels. The way to handle these is through thorough data quality checks and ensuring the data represents the right groups fairly.
· Model development: Risks include bias creeping in again, security vulnerabilities, or models that work too well on training data but fail in real life (overfitting). Governance here means extensive testing, validation, and threat analysis.
· Validation: Sometimes harmful discrimination or unreliable results aren’t caught. Independent reviews and rigorous stress testing help catch these issues.
· Deployment: Once the model is live, risks include misuse, leaking sensitive information, or attacks designed to fool the AI. Controls include restricting access, constant monitoring, and keeping humans in the loop.
· Operation: Models can drift from their original behavior, develop new vulnerabilities, or act unpredictably over time. Continuous monitoring and automated alerts are key here.
· Updating: When models are changed or retrained, risks include introducing new errors or compliance issues. Proper version control, managing changes carefully, and rechecking the model are essential.
· Retirement: Even when a model is retired, risks remain around retaining data, unauthorized access, or forgotten dependencies. Formal decommissioning steps and keeping audit records help manage these.

The big takeaway is that you can’t separate AI governance from the engineering process. The rules and safeguards need to be built right into how AI systems are developed and run. The Information Commissioner's Office (ICO) also points out that AI doesn’t just bring brand new risks, it can make existing risks worse and harder to spot or manage. [2]


3. [bookmark: _Toc237424078]Anticipating AI Risks: Making Organizations Accountable
The first step in managing AI risks is to clearly assign responsibility.
Too often, organizations think that only the data science or IT teams are responsible for AI. AI decisions can affect many areas such as legal, financial, ethical, and reputational, so responsibility must be broader.
A well-prepared organization should create a governance team made up of people from different departments, including:
· The board or executive risk committee
· Chief Information or Technology Officers
· Chief Data or AI Officers
· Cybersecurity experts
· Legal and compliance teams
· Data protection specialists
· Risk management
· Internal audit
· Data scientists and machine learning engineers
· Business owners
· Representatives of those affected by the AI systems

A helpful guide for this is ISO/IEC 42001, which defines an Artificial Intelligence Management System (AIMS). This framework supports organizations in setting up, running, and continuously improving AI governance.
The important thing is to see governance as part of overall organizational management not just a set of technical rules.
Simply creating an AI ethics committee doesn’t guarantee responsible AI. Sometimes these committees exist only in name and approve projects without the right technical knowledge or real power.
For governance to be effective, decision-making authority is essential not just advisory roles. Governance bodies must have the power to delay launching AI systems, demand more testing, or even stop a system if its risks are too high for the organization.
In short, accountability means giving the right people the authority to manage AI risks responsibly. [3]

4. [bookmark: _Toc237424079]Understanding AI Risks and How Much Risk Organizations Are Willing to Take
Not all AI applications carry the same level of risk.
That’s why organizations need to classify AI systems based on how much impact they might have. A helpful way to think about this is by dividing AI systems into four risk levels:
· Low risk:
Examples are internal tools that help with productivity and don’t handle sensitive information.
Controls here include basic security, clear rules for use, and standard monitoring.
· Moderate risk:
These include AI used in customer service or forecasting that affects business decisions.
Controls include documented risk assessments, testing data quality, security checks, and performance monitoring.
· High risk:
Systems that affect important areas like jobs, credit, healthcare, or access to critical services fall here.
Controls are stricter, including independent validation, detailed documentation, fairness testing, human oversight, enhanced monitoring, and formal approvals.
· Critical risk:
These systems could cause serious harm—physical, financial, social, or to fundamental rights.
Controls involve executive-level approval, thorough testing, ongoing monitoring, limited autonomy, and mandatory human intervention.
The EU AI Act follows this risk-based approach, placing heavier requirements on high-risk systems. It demands risk management, continuous monitoring, human oversight, and good data quality. The European Commission says organizations deploying high-risk AI must actively monitor these systems and respond quickly to any risks or serious problems, with empowered humans overseeing the process.
Having a risk classification system is helpful because it stops organizations from wasting resources on heavy controls for every AI system. But risk categories can sometimes give a false sense of security. A system that starts as “low risk” might become high risk later if its role, users, data, or level of autonomy changes.
So, risk classification shouldn’t be fixed it needs to be regularly reviewed and updated to keep pace with how the AI is used. [3]

5. [bookmark: _Toc237424080]Protecting AI Data and Models: The Importance of Data Governance
AI models reflect the quality of the data they are trained on. Even if the algorithm itself is well-designed, using poor-quality or biased data can lead to harmful or unfair results.
To avoid these risks, organizations should put strong data governance measures in place, including:
· Tracking where data comes from (data provenance)
· Checking data quality regularly
· Keeping track of data lineage (how data moves and changes)
· Controlling who can access the data
· Minimizing the amount of data collected and used
· Using privacy-protecting techniques
· Testing whether the data fairly represents different groups
· Assessing biases in the data
· Setting clear rules on how long data is kept (retention policies)
· Versioning datasets to keep track of changes
· Approving training data before use
The Information Commissioner’s Office (ICO) offers specific guidance on AI risks related to lawfulness, accuracy, fairness, security, and data minimization. It also provides a risk toolkit to help organizations build or deploy AI responsibly.
One key idea is privacy by design. Instead of trying to fix privacy problems after an AI system is built, organizations should build privacy protections into the system from the very start. The ICO calls this "data protection by design and default," meaning that privacy should be a core part of all data processing activities from the beginning.
In short, protecting AI starts with managing data carefully and thoughtfully right from the start of the AI lifecycle. [4]

6. [bookmark: _Toc237424081]Protecting AI Models: Treating Them as Valuable Assets
AI models are important organizational assets and should be protected carefully.
Some keyways to protect AI models include:
· Keeping track of different versions of models (version control)
· Storing models in secure, authenticated repositories
· Using cryptographic checks to make sure models haven’t been tampered with
· Limiting who can access the models
· Ensuring deployment processes are secure
· Scanning for vulnerabilities in software dependencies
· Tracking the origin and history of models (model provenance)
· Testing models against attacks designed to trick them (adversarial testing)
· Setting performance benchmarks to monitor model quality
· Having the ability to roll back to previous versions if problems occur
This protection is especially important because many AI systems rely on third-party models, datasets, APIs, and software libraries. The Open Web Application Security Project (OWASP) highlights risk like supply-chain attacks and data or model poisoning as serious concerns for generative AI systems.
In short, safeguarding AI models is essential to keep AI systems trustworthy and secure. [4]

7. [bookmark: _Toc237424082]Ethical Governance: Beyond Just Following the Rules
AI governance isn’t just about ticking boxes to meet legal requirements.
A system might follow the law but still produce unfair or ethically troubling outcomes. For example, an automated hiring tool could be very accurate but still unfairly disadvantage certain groups of people.
That’s why ethical governance needs to focus on important values like:
· Fairness
· Non-discrimination
· Transparency
· Explainability (being able to understand how decisions are made)
· Privacy
· Respect for human autonomy
· Accessibility
· Accountability
· The broader impact on society
The OECD AI Principles highlight the importance of transparency, security, accountability, ongoing risk management throughout the AI lifecycle, and keeping clear records of data, processes, and decisions.
Ethical principles can be abstract and tricky. Words like "fairness" or "transparency" can mean different things depending on the situation. Sometimes, trying to optimize one kind of fairness can unintentionally hurt another. Also, just because a decision can be explained doesn’t mean it’s fair or right.
So, organizations should avoid treating ethics like a simple checklist. Instead, ethical reviews should consider the specific context, involve the people affected, and carefully assess the impact and especially when AI decisions affect people’s rights or opportunities.
To summarize, ethical AI governance is about thoughtful, ongoing care, and not just compliance. [4]
8. [bookmark: _Toc237424083]Detecting AI Threats:  Prevention 
 AI systems and their environments are always changing, simply trying to prevent problems isn’t enough. Organizations need to actively detect issues across multiple layers.
1. Data Monitoring
Keep an eye on:
· Changes in data patterns
· Missing or incomplete data
· Strange or unexpected inputs
· Data coming from unusual sources
· Shifts in demographic information
· Signs of data poisoning (when bad data is deliberately introduced)
2. Model Monitoring
Track important model performance measures like:
· Accuracy
· Precision and recall (how well it identify true positives and negatives)
· Rates of false positives and false negatives
· Fairness metrics
· Calibration (how well predicted probabilities match actual outcomes)
· Model drift (when the model’s behaviour changes over time)
· Concept drift (when the meaning of the data changes)
· The distribution of outputs
3. Security Monitoring
Watch for security threats such as:
· Prompt injection attacks (manipulating inputs to trick the AI)
· Data leaks or theft
· Abnormal activity on APIs (interfaces that let programs talk to each other)
· Unauthorized privilege escalation
· Attempts to extract the model itself
· Malicious inputs designed to cause harm
· Overuse of tools or resources
· Unauthorized changes to the model
The Open Web Application Security Project (OWASP) highlights key risks for large language models (LLMs) like prompt injection, leaking sensitive information, supply chain weaknesses, data or model poisoning, misinformation, and uncontrolled resource use.
4. Governance Monitoring
Monitoring isn’t just about technical data. Organizations should also watch for:
· Changes in regulations or laws
· Policy violations
· Complaints from users or stakeholders
· How often humans override AI decisions
· Incidents or problems reported
· Fairness issues
· Unexpected changes in AI outcomes
· Changes made by third-party providers
This shows the difference between simply observing how a model performs (model observability) and overseeing the broader responsibility of managing AI risks and compliance (AI governance observability).
Effective AI threat detection involves watching the technical, security, and governance aspects continuously to keep systems safe and fair. [5]

9. [bookmark: _Toc237424084]Automatic Response to AI Threats: Acting Fast When Risks Arise
A strong AI governance system doesn’t just detect risks, it responds quickly and effectively.
Automated controls can help manage risks by following a clear process:
Detect an anomaly → Assess how serious it is → Apply appropriate policies → Contain the issue → Alert the responsible person → Investigate → Recover → Improve controls
Here are some examples of how this works in practice:
· Automatic model rollback:
If a new AI model starts performing worse or shows fairness problems, the system can automatically switch back to the last approved version.
· Access restriction:
If unusual behaviours around data access is spotted, the system can automatically reduce permissions to keep things safe.
· Output filtering:
If a generative AI produces sensitive or prohibited content, automated controls can block or quarantine the response before it reaches users.
· Rate limiting:
If the system detects unusual or potentially harmful usage, it can automatically slow down or limit how much the AI is used.
· Human escalation:
Serious issues automatically trigger an incident report so a designated human can step in and make decisions.
· Model shutdown:
For critical AI systems, certain risk thresholds can trigger an automatic shutdown until humans investigate further.
This approach supports the OECD principle that AI systems should be safe and reliable throughout their lifecycle. It also ensures there are ways to override, fix, or safely retire AI systems when needed.
In brief, having automated responses ready helps organizations handle AI risks quickly and responsibly. [5]

10. [bookmark: _Toc237424085]Why Full Automation Isn’t Enough
While automated responses in AI governance are helpful, they have important limits.
An automated system can spot statistical changes or anomalies, but it can’t always understand what those changes mean. For example, if an AI hiring model suddenly selects fewer candidates from a certain demographic, the system might detect the drop, but it won’t know why.
The cause could be many things, such as:
· Changes in the data (data drift)
· Real shifts in who’s applying
· The model starting to perform poorly
· Biased training data
· A legitimate job requirement
· Or even broader social factors
This uncertainty, human oversight remains crucial especially for AI systems that have a big impact.
The EU AI Act requires human oversight for high-risk AI, and the OECD principles also stress the importance of keeping humans in control.
So, the goal shouldn’t be to fully automate AI governance. Instead, it should be to automate what can safely be automated, while making sure humans stay in charge of important decisions.
Humans and automation need to work together for responsible AI governance. [6]


11. [bookmark: _Toc237424086]Integrating AI Governance Frameworks: Combining Strengths for Better Management
No single framework can cover all aspects of AI governance perfectly.
NIST describes its AI Risk Management Framework as a tool for managing risks to people, organizations, and society. Meanwhile, ISO/IEC 42001 sets out how to establish and continuously improve an AI management system.


Here’s how different frameworks contribute:
In practice, organizations benefit from combining several frameworks to build a strong, practical governance structure.


	Framework
	Primary contribution

	NIST AI RMF
	Risk identification, measurement and management

	ISO/IEC 42001
	Organisational AI management system

	EU AI Act
	Legally binding risk-based obligations in applicable jurisdictions

	OECD AI Principles
	Ethical and trustworthy AI principles

	UK ICO guidance
	Data protection, accountability and AI-specific privacy risks

	OWASP GenAI guidance
	Technical security threats affecting AI/LLM applications



This means organizations should aim to create one unified governance framework that brings these pieces together, instead of trying to follow each framework separately.
Here’s an example of what that unified process might look like:
· Start with a corporate AI policy
· Build an AI inventory and classify risks
· Apply NIST risk management processes
· Use the ISO/IEC 42001 management system to guide overall governance
· Map these against regulatory requirements
· Implement security and privacy controls
· Set up continuous monitoring
· Enable automated responses to issues
· Conduct regular audits and improvements
By combining these frameworks thoughtfully, organizations can manage AI risks more effectively and responsibly. [6]


12. [bookmark: _Toc237424087]AI Governance as a Continuous Control Loop: Keeping AI Safe and Responsible Over Time
One of the best ways to manage AI governance is to treat it like a continuous cycle constantly learning and improving.


Here’s how that cycle works:
1. Anticipate
· Identify your AI assets and who will be affected
· Understand both the intended and possible unintended uses of the AI
· Think through potential threats to the system
· Classify the risks involved
· Decide how much risk your organization is willing to accept
2. Protect
· Secure your data and make sure datasets are accurate
· Protect your AI models and apply privacy measures
· Test for fairness and restrict access where needed
· Set up human oversight to keep things in check
3. Detect
· Monitor your data and how the model performs
· Watch for security issues, fairness problems, and compliance with regulations and policies
4. Respond
· Send alerts when something goes wrong
· Block or quarantine harmful activity
· Limit usage if needed
· Roll back to safer versions of models
· Escalate serious issues to humans for decision-making
· Suspend AI systems if necessary
5. Learn
· Investigate incidents to understand what happened
· Update your risk assessments based on new information
· Improve your AI models and adjust policies and controls
· Train your team on lessons learned

Then, the cycle starts again, going back to anticipate new risks and challenges.
This continuous loop matches the ongoing improvement approach recommended by frameworks like NIST AI RMF and ISO/IEC 42001.
This effectiveness in AI governance is an ongoing process of anticipating risks, protecting systems, detecting issues, responding quickly, and learning to do better. [7]


13. [bookmark: _Toc237424088]Evaluating the Proposed AI Governance Approach: Strengths and Challenges
This governance model has several clear benefits:
· It moves governance upstream:
Instead of waiting for problems to happen, organizations identify risks early during design and development.
· It combines ethics with security:
AI can create risks around cybersecurity, privacy, and discrimination all at once. Tackling these together helps avoid gaps that happen when they’re treated separately.
· It supports compliance:
Keeping detailed inventories, documentation, risk assessments, logs, and monitoring shows that governance controls are working.
· It enables fast responses:
Automated controls can react in seconds, much quicker than waiting for manual checks.
· Governance can get bogged down:
Too much paperwork and approval steps can slow down innovation and might even encourage people to bypass official processes.
· Metrics can create false confidence:
A model might meet accuracy or fairness targets but still cause real-world harm that wasn’t captured by those measurements.
· Automation can amplify mistakes:
If monitoring thresholds are set wrong, automated responses might shut down good systems or miss real threats.
· Relying on third parties creates blind spots:
Many organizations use third-party AI models and APIs, but they can’t fully see how those models were trained or developed.
· AI risks evolve faster than regulations:
Laws and rules take time to catch up, but new AI models and threats can appear quickly.
· Ethical risks aren’t always measurable:
Some decisions involve values and social trade-offs that can’t be boiled down to numbers or thresholds.

Effective AI governance needs a mix of automation, expert human judgment, and strong organizational responsibility.
In other words, it’s about balancing technology with thoughtful oversight and accountability. [8]

14. [bookmark: _Toc237424089]Recommended Organisational Governance Architecture
A modern organisation seeking to mature its AI governance should implement the following architecture.

Layer 1: Executive governance
The board and executive leadership establish:
· AI risk appetite; 
· accountability; 
· ethical principles; 
· investment priorities; 
· escalation thresholds. 
Layer 2: AI governance office
A central AI governance function coordinates:
· policy; 
· risk classification; 
· regulatory mapping; 
· AI inventory; 
· audits; 
· incident management. 
Layer 3: AI development controls
Engineering teams implement:
· secure (MLOps); 
· dataset validation; 
· model testing; 
· version control; 
· reproducibility; 
· threat modelling. 
Layer 4: Runtime controls
Production systems implement:
· access control; 
· input/output monitoring; 
· model observability; 
· anomaly detection; 
· policy enforcement; 
· automated rollback. 
Layer 5: Independent assurance
Internal audit, compliance, security and external assurance provide independent evaluation.
This structure avoids the common problem of making the AI development team responsible for judging its own work. [9]

15. [bookmark: _Toc237424090]Key Recommendations
Based on the analysis, organisations should:
1. Create a comprehensive AI inventory covering internally developed and externally supplied systems. 
2. Classify AI systems according to potential impact, rather than applying identical controls to every application. 
3. Establish executive accountability and clearly defined ownership for every AI system. 
4. Implement an AI management system, using ISO/IEC 42001 as an organisational foundation where appropriate. 
5. Use NIST AI RMF to structure risk identification, measurement and management. 
6. Integrate privacy and data protection into AI development from the beginning. 
7. Maintain provenance and lineage for datasets and models. 
8. Continuously test AI systems for bias, security vulnerabilities, reliability and performance degradation. 
9. Implement runtime monitoring and automated controls capable of detecting and containing predefined threats. 
10. Maintain meaningful human oversight for high-impact decisions. 
11. Use immutable logging and audit trails to support accountability and incident investigation. Regularly reassess AI systems when their data, purpose, model, users or operating environment changes. 
12. Conduct independent audits and red-team assessments rather than relying solely on developer testing. 
13. Integrate AI incidents into existing enterprise risk and cybersecurity processes. 
14. Treat governance as a continuous improvement process, rather than a one-off compliance certification. [9]

[bookmark: _Toc237424091]Task 2 
Designing a Forward‑Looking Cybersecurity Programme Based on the Equifax 2017 Breach
The 2017 Equifax breach is a stark reminder of what happens when cybersecurity is treated as a routine checklist instead of a continuous organisational responsibility. Attackers exploited a known Apache Struts vulnerability that had not been patched, remained inside the network for more than two months, and accessed the personal data of around 147 million people. As the attached document notes, “The failure wasn’t just technical it reflected gaps in governance, accountability, risk oversight, and compliance.” This case provides a strong foundation for designing a modern cybersecurity programme that addresses both technical and organisational weaknesses.
[bookmark: _Toc237424092]1. Organisational Structure and Accountability 
A strong cybersecurity programme starts with clear leadership and unambiguous accountability. The Equifax incident showed how fragmented responsibilities can lead to critical failures such as missing a patch for a widely known vulnerability.
Executive Leadership and Board Oversight
The organisation should appoint a Chief Information Security Officer (CISO) with direct reporting lines to the board or a board‑level risk committee. This ensures cybersecurity receives the same level of scrutiny as financial and operational risks. The CISO must have authority to escalate issues, enforce policy compliance, and halt deployments when necessary.

Operational Roles and Responsibilities
To avoid the ambiguity seen in the Equifax case, the programme should define clear operational roles:
· Security Architecture — designing secure systems and ensuring technology choices follow security principles.
· Secure Development Oversight — embedding secure coding practices and early vulnerability identification into development workflows.
· Vulnerability Management Lead — responsible for scanning, prioritising, and remediating vulnerabilities within strict timelines.
· Incident Response Manager — coordinating detection, containment, communication, and recovery during incidents.
· Asset Owners — accountable for the security and maintenance of the systems they manage.

Why This Matters
This structure ensures that no critical responsibility — such as patch management — is left without ownership. It directly addresses the governance failures highlighted in the attached document: “This structure creates clear reporting lines, reduces ambiguity, and ensures that no critical responsibility… is left without ownership.”
[bookmark: _Toc237424093]2. Policies and Procedures 
Policies must be enforceable, measurable, and aligned with enterprise risk. The Equifax breach demonstrated the consequences of weak or unenforced policies, especially around patching and asset visibility.

Core Policies
· Vulnerability Management Policy — regular scanning, risk‑based prioritisation, and strict remediation deadlines.
· Patch Management Policy — timely updates, automated patch deployment, and documented exceptions.
· Secure SDLC Policy — integrating security testing, code review, and threat modelling into every development stage.
· Asset Visibility Policy — maintaining an accurate inventory of systems, versions, and ownership.
· Monitoring and Logging Policy — continuous monitoring, centralised logging, and alerting for suspicious activity.
· Data Protection Policy — enforcing encryption, access controls, and data minimisation.

Why This Matters
These policies directly address the root causes of the Equifax breach: unpatched software, lack of visibility, and insufficient monitoring. As your document states, “Policies must be auditable, tied to enterprise risk, and reviewed regularly.”
[bookmark: _Toc237424094]3. Governance and Strategic Alignment 
Cybersecurity must support broader organisational goals such as trust, resilience, and continuity. The NIST Cybersecurity Framework 2.0 provides a structured way to align security activities with business priorities.

Applying NIST CSF 2.0
· Identify critical assets and data.
· Protect them through encryption, segmentation, and access controls.
· Detect anomalies through continuous monitoring.
· Respond with rehearsed incident plans.
· Recover operations quickly to maintain customer trust.

Why This Matters
This alignment ensures cybersecurity is not treated as a technical silo but as a strategic enabler of long‑term resilience — exactly as your document emphasises.



[bookmark: _Toc237424095]4. Risk Management and Assessment 
A high‑level risk assessment based on the Equifax scenario highlights several critical vulnerabilities:

· Internet‑facing systems running outdated or unpatched software
· Patch gaps caused by slow remediation processes
· Supply chain exposure from third‑party components
· Weak network segmentation enabling lateral movement
· Insufficient monitoring leading to long attacker dwell time
Risk Prioritisation
Risks should be prioritised based on likelihood and impact. A critical internet‑facing vulnerability should be treated as an immediate priority because exploitation could lead to widespread data exposure.

	Risk
	Remediation target



	Critical vulnerability on internet-facing asset
	=48 hours



	High-risk vulnerability
	=7 days



	Medium-risk vulnerability
	=30 days



	Low-risk vulnerability
	=90 days

	
	


Mitigation Rationale
Mitigation decisions must be justified through clear reasoning reducing attack surface, limiting lateral movement, or strengthening detection capabilities.

[bookmark: _Toc237424096]5. Compliance, Incident Response, and Protection Controls 
A complete cybersecurity programme must address regulatory duties, response planning, and technical safeguards.
Regulatory Alignment & Breach Notification
Organisations must comply with regulations such as GDPR, which require timely breach notification and evidence of accountability.
Incident Response & Disaster Recovery

A mature incident response plan includes:
· Defined roles
· Communication channels
· Forensic procedures
· Regular tabletop exercises
· Disaster recovery strategies
· Continuous Monitoring
· Automated Vulnerability Scanning
· Endpoint Detection and Response (EDR)
· Encryption
· Strong Authentication
Why This Matters
These controls reduce attacker dwell time, detect suspicious behaviour earlier, and limit the scale of damage — directly addressing the prolonged undetected access seen in the Equifax breach.

[bookmark: _Toc237424097]Figure 1. Research-to-Design Framework
[image: ]
	Task 1 finding
	Design implication
	Proposed design response

	Users experience difficulty with X
	The design should simplify X
	Introduce feature A

	Users value Y
	Y should be prioritised
	Include feature B

	Research identifies Z as important
	Z should be clearly represented
	Implement feature C

	Lecture theory supports X
	Design should follow principle X
	Apply principle X



Figure 1 demonstrates how the proposed design is derived from the evidence gathered in Task 1 rather than being based solely on personal judgement. The research findings identify the key user needs and problems, while the relevant lecture concepts provide theoretical principles for addressing these issues. These inputs are translated into specific design requirements, which subsequently inform the proposed design features. The framework therefore establishes a clear relationship between research evidence, theoretical knowledge and the final design.



[bookmark: _Toc237424098]Conclusion 
The governance of AI and machine‑learning systems is becoming one of the biggest organisational challenges of our time. Unlike traditional cybersecurity, AI brings a wider set of risks: data quality issues, privacy concerns, bias, explainability gaps, model security weaknesses, regulatory pressures and even broader societal impacts. All these risks are connected, and they follow the AI system throughout its entire lifecycle.
The evidence reviewed in this paper shows that organisations need to shift away from static, one‑off policies and move toward continuous, risk‑based governance. Frameworks already exist to support this shift: the NIST AI RMF offers a strong foundation for risk management; ISO/IEC 42001 provides a structured management‑system approach; the EU AI Act introduces legally binding requirements; OECD principles emphasise trustworthy AI; the UK ICO reinforces data‑protection accountability; and OWASP highlights emerging technical threats.
The key takeaway is that AI governance should be seen as a socio‑technical control system. Technology plays a crucial role: assessing risks, modelling threats, protecting data and models, monitoring systems continuously, and responding automatically to well‑defined issues. But automation cannot replace human judgement. People must remain responsible for decisions with ethical, legal or societal consequences.
Organisations that adopt this model won’t just meet regulatory expectations and they’ll be able to show that their AI systems are secure, trustworthy, explainable, accountable and resilient throughout their entire lifecycle.
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