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[bookmark: _Toc159533449]Hypervisors
Hypervisors are Virtual Machine Monitors (VMMs) and are used to set up virtual machines, meaning that you can set up multiple machines all on one physical machine, allowing you to have multiple machines running simultaneously with the ability to do things such as saving the state of a VM to a file and sending or transferring it to another machine. This also means that the state can be coped from one device and be used on another which is a huge benefit for those running multiple servers for the same purpose. [1]
[bookmark: _Toc159533450]Type 1 Hypervisors
There are 2 types of hypervisors in total. The first type is the type 1 hypervisor, also known as the “Bare-metal Hypervisor” [1]. An example of a type 1 hypervisor would be Microsoft Hyper-V, where the architecture is implemented directly into the Windows Server operating systems. This hypervisor operates on to the hardware directly, using the physical hardware such as the systems CPU, RAM/Memory, GPU, and storage to create virtual components [1]. 
Some of the features of a type 1 hypervisor would be the high performance of the VMs that can be achieved on higher end devices, this is because of the direct access they have to the hardware that is hosting them. This means that the speed of your VM is directly relative to the speed of your physical components [2]. Another useful feature of a type 1 hypervisor would be resource isolation, which is where all VM’s running on a single device are completely isolated from each other and thus providing enhanced security and stability as these VM’s cannot interfere with each other. A lot of type 1 hypervisors support live migration allowing for VM migration with very little downtime, this can be good for businesses that rely on VMs to operate as it means less time and money will be lost as there is less down time in general. [3]
Type 1 hypervisors are also very scalable, supporting large numbers of virtual machines across only a few physical hosts, that being if you have the hardware to support said VMs. This makes it a great option for small businesses that may need to expand in the near future, or schools who take on a variable number of students each year [3]. They often also come installed with management tools for monitoring and managing VMs, allowing businesses to use them to help prevent employees from accidentally or purposefully leaking data or accessing things they should not be. [2]

[bookmark: _Toc159533451]Type 2 Hypervisors
Type 2 hypervisors are the second type of hypervisors that are commonly used. These hypervisors use “Host Operating Systems” where the host OS is leveraged for managing the hardware resources and providing the services. [1] The hypervisor runs as an application within the host operating system and interacts with the host OS kernel, performing virtualization tasks and managing VMs. Each VM running on a type 2 hypervisor acts as a separate application on the host device and operate on virtual hardware that is provided by the hypervisor application. [1]
There are some very important features of type 2 hypervisors that make it useful in certain situations over type 1 hypervisors such as the ease of installation, as they run on top of an existing operating system and run as a simple application, this also means that they are very flexible and versatile when it comes to resource allocation as different VMs running on the same machine can run using different amounts of RAM, CPU cores, Storage, etc [4]. Leaving more resources elsewhere to be used on another machine that may require more power to operate. Another feature would be the desktop integration, since the VM runs on top of a host OS, things such as clip board, drag and drop and copy and paste can be used seamlessly between the host OS, and the VMs or from one VM to another. [3]
Here is a small table comparing the 2 types of hypervisors.
	Features
	Type 1 Hypervisors
	Type 2 Hypervisors

	Architecture
	Installed directly onto the hardware (Bare-Metal).
	Installed on top of a host OS.

	Direct Hardware Access?
	Yes
	No.

	Control Domain
	Sometimes has a control domain for management.
	N/A

	Guest VMs
	Run directly on top of the hypervisor layer.
	Run within the host OS.

	Performance
	High performance due to its direct access to the hardware. However, performance is directly affected by the power of the hardware used.
	Lower performance compared to type 1, however is also directly affected by the power of the hardware used.

	Resource Isolation
	Strong isolation between VMs.
	Isolation provided by the host OS.

	Live Migration
	Supported in many implementations.
	Limited support or not available.

	Scalability
	Can scale to support large numbers of VMs.
	Generally, less scalable than Type 1.

	Management Tools
	Includes management interfaces and tools.
	Limited management tools compared to Type 1.

	Security Enhancements
	Often includes security features like secure boot and encryption.
	Relies on host OS security mechanisms.

	Use Cases
	Data centre virtualization, cloud computing.
	Desktop virtualization, testing, development, small virtual networks.


[4]
After researching hypervisors and creating a table comparing them both, I have decided to use a type 2 hypervisor for my network due to the fact that I am creating a small network consisting of 2 PCs and 2 servers, making it a simple network that does not require tools such as management tools or high security protocols. the type 2 hypervisor is easy to install onto devices and simple to use which is perfect for a small network like the topology shows. 






[bookmark: _Toc159533452]IP Addressing and How It Works
Since the digital age of communication, the Internet has evolved to become the very infrastructure that enables data to be exchanged between computers anywhere in the world. At the centre of this interchange is the IP addressing function, which is as crucial as the route selection of data packets across the networks. This report examines IP addressing and how it contributes to a network’s communication, function and efficiency, the structure and format of IPv4 and IPv6 addressing, the representation of addresses in binary and decimal, IP subnetting concepts, and the efficient use of IP addresses. [6]
The transmission of data between computers on the Internet is a multiple step, complex process which is based on the connection of network devices, among which routers and switches are the most prominent ones. This procedure starts when a user starts the data carriage process, which is always a case of transfer of data from one computer to another through the Internet. The data being conveyed through is chopped up into smaller goods, and we call them packets. Data packets are considered as the principal units for conveying data within network communication [6]. Each packet comprises of a DATA segment that contains part of the original data contained in the payload and additional information including source and destination IP addresses. 
During data transmission the packets are transported by the network devices from one point of the network to another, each device performing the routing functions, which eventually deliver the packets to their destination. The routers have a pivotal role in this function. A router looks at the destination IP address of a packet that has been received as soon as it hits the box [7]. The router leverages the information to decide on the best route to forward the packet to the destination. The routing process comprises several phases. In the beginning, the router accesses its routing table which provides details about the network topology and the available routes to variation destinations. This path is informed by this piece of information and the best path is selected by the router. There may be several intermediate routers between the source and the destination with each one of these devices performing similar analysis for the next hop. Similarly, switches are used as a control element of data transfer, mostly within local networks. Routers are in charge of delivering packets from one network to another, but switches are relevant in transmitting packets from one node to another within the same network segment using the MAC address. This mechanism that is commonly known as a "local packet switching" guarantees that devices can manage communication in an effective manner within the same segment. [8]
IP addresses function as a type of guideline throughout this process of data transmission on the Internet. These addresses serve as the unique identity for such devices that are connected to the network and routers and switches can then send packets to the target receivers on the network by knowing this address. Thanks to standardized addressing scheme, IP addresses guarantee smooth communication and connectivity which crosses networks and devices that variously different from each other. As a summary, the transmission of data on the Internet is a complicated process that is based on the coordination between the different operational devices of the network, such as switches and routers. Through this process, packets of data are broken down into smaller pieces and they are routed to their destination based on its IP address. This is how the global exchange of information becomes possible between computers. [8]




[bookmark: _Toc159533453]IPv4 Addressing: 
IPv4 addresses are the essential elements of the Internet infrastructure that represent the link-local, Global Unicast, and addressing services, and they serve as the unique numerical identifiers for devices connected to the network. They consist of 32-bit numerical addresses represented in dotted-decimal notation, containing four decimal numbers separated by dots. For example, 192.168.13.12. Every decimal number stands for 8 bits, from 0 to 255. Here they demarcate the network and host portions of the address. [7]
Subnetting as a key concept in IPv4 addressing provides the ability to break up a giant network into smaller subnetworks. The result is the optimal management of IP address space by maximizing efficient address allocation and administration. The subnet masks are used to distinguish the network and host components of the IPv4 addresses which help in the segmentation of the networks into smaller and single purpose areas. [8]

[bookmark: _Toc159533454]IPv6 Addressing: 
IPv6 addresses represent the next stage IP addressing, which is intended to outlive IPv4 and be capable to meet IP evolution requirements. These addresses are 128-bit hexadecimal values represented in colon-separated notation. The extremely large address space of IPv6, which can provide about 340 hex decillion unique addresses, makes sure that the IP addresses are available for the growth and expansion of the Internet. [7]
IPv6 is more advantaged in that it presents an easy-to-use addressing scheme, which disposes the need to apply Network Address Translation (NAT) techniques which are the case in IPv4. IPv6 supports a much larger addressing space than that of IPv4. This minimizes the need for strict address conservation strategies and facilitates smooth end-to-end connectivity across the entire Internet. [8]

[bookmark: _Toc159533455]Subnetting
Subnetting is one of the critical elements of IP addressing which divides the large networks into smaller sections called subnets. This procedure involves borrowing bits from the host portion of IP addresses to create logical segments within the network. Subnetting provides address allocation flexibility, scalability, and security features by enabling organizations to determine how their IP partial address allocations fit their specific requirements, accommodate future expansion, and put into place robust security controls. Overall, subnetting greatly helps improve the topology of the network for better efficiency as well as management. [9]
[image: What is Subnetting?]
[12]
A diagram is shown above of a topology shows how subnetting may be used in a smaller network. The IP on the left is the host IP address used for the network. The IP is then split into subnets by borrowing bits and separating certain addresses. The addresses given to a subnet depends on the size of the network and the number of hosts required.

[bookmark: _Toc159533456]Mac addresses
MAC Addresses: MAC (Media Access Control) address is a unique identifier which is assigned to NIC (Network Interface Controllers) at the hardware level (Layer 1). They include 48 bits shown as 12 hexadecimals arranged in pairs. MAC addresses are a fundamental addressing component of local addressing mechanism within one segment and are used for transmission of data packets between devices on the same network. [10]
Functionality: MAC addresses enable the switches in our local network segments to switch and forward data frames based on the unique values of the MAC addresses. They are utilized by the Address Resolution Protocol (ARP) to find mac addresses associated with the IP addresses. The MAC addresses are efficient and secure within local network environments, as they are unique to each device, permanently hardcoded into a hardware, and it hard to be spoofed or changed. In short MAC addresses have local addresses used for the local addressing and data transmission within segments, thereby facilitating quick and secure communication between devices on the same network. 
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After setting up the VMs to fit the topology and setting up the IP addresses for each device. I pinged all the necessary devices together to test that they were all connected. Here are my Screenshots showing that they were all successful after many hours of troubleshooting.
Swansea PC and Swansea Server
[image: A screenshot of a computer
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London PC and London Server
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Swansea Server to London Server
[image: A screenshot of a computer
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[bookmark: _Toc159533458]Troubleshooting
As some of the screenshots show, the network did not work perfectly first try and took some troubleshooting to get working correctly [7].The first problem was the network adapters that the VMs were using as they were all using the same network adapter as the host PC. After researching and looking at instructions online created for the hypervisor application I was using, I was able to find out how to create virtual network adapters for each device in the hypervisor application settings. This then allowed me to separate the VMs from the host PC completely and gave me the ability to change the IP addresses for each VM.
After some research, I was certain that it was the firewalls on the VMs were interfering with the connections and after consulting some classmates and using AI tools as well as reading some forums online, I figured that enabling the sections in the firewalls shown below, in both inbound and outbound, in all of the devices would allow the connections to work and the packets of data through. After changing this, all devices successfully pinged to one another.
Due to the servers already being connected to a PC on their network, I had to create another virtual network adapter for each server so that they had IP addresses for them to ping to, after doing this I was able to successfully ping from server to server.
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