Lab 2 Cyber Security
List Applications:
· Idle
· Scite
· Wireshark
Virtual Machine IP Address: 
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Favourite search engine: Yes Google.
Virtual Machine:
Advantages- Any infections on vm doesn’t affect main computer.
Disadvantages: Takes up a lot of storage.
Node H1
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Node H2
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Record of reflection
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H4 and R1
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Ip and MAC addresses
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Hops location
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What is significant about the contents of the destination address field?
Going to take a guess and sy all f’s could be the same command over and over again like ddos attack
Why does the PC send out a broadcast ARP prior to sending the first ping request?
To request MAC address
What is the MAC address of the source in the first frame?
F4;8c;50;62;62;6d
What is the Vendor ID (OUI) of the Source’s NIC?
Ea;b1;7a
What is the Source’s NIC serial number? Intelcor_62;62;6d
H3
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Default gateway: 0.0.0.0
Unable to complete rest of lab due to wireshark-gtk & command not working.
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[rootsectps analust# ip address
1: To: <LOOPBACK, UP,LOUER_UP> ntu 69536 agise noqueue state UNKNOUN group defaul
+ alen 1000
Tink/logpback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet. 127.0,0.178 scope host. lo
valid 1t Forever preferred_1ft forever
inetf +:1/128 scope host.
valid_Ift forever preferred_1ft forever
2 Ri-eth@i172; <BROADCAST,MTICAST,UF,LOVER_UP> ntu 1500 adisc nosueue state U
Paroup default len 1000
Tink/ether 97:33:53:25:8a:F4 brd FFLFFIFFIFFLFFIFF Linkmnetnsid 0
inet 172.16,0,1/12 brd 172.3L,255.955 scope global Ri-cth?
valid_IFt forever preferred 17t forever
ineth Fef0: 19033:63FF 1 Fe23:BaF4/64 scope link
valid_Ift forever preferred 19t forever
3 Ri-ethi@if5: <BROADCAST,MTICAST,UF,LOVER_UP> ntu 1500 adisc nosueus state U
P aroup default glen 1000
Tink/ether 5o:b0:1e:35:12:50 brd FFLFF:FFIFFLFFIFF Linkmnetnsid 1
inet. 10.0,0,1/24 brd 10.0,0,255 scope global Riethl
valid_IFt forever preferred_1ft forever
ineth Fef0: :5cb0:1FF:Fe35:1250/64 scope link
valid_Ift forever preferred_1ft forever
[rootBsecps analyst]# I
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[Frame is ignored: False]
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[Coloring Rule Name: ICMP] s
[Coloring Rule String: icmp || icmpvé]
~ Ethernet II, Src: 92:33:63:23:8a:f4 (92:33:63:23:8a:f4), Dst: be:8 eb (be:80:17:

» Destination: be:80:17:1f:fe:eb (be:80:17:1f:fezeb)
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[rotBsectlps analust]# ip address

- ox
1 1o: <LOPBACK, UP,LOUER_UF> ntu 65536 adisc nogueue state UNKNOUN group defaul
t qlen 1000
Tirk/loopback 00:00100:00:00:00 brd 00300:00:00500:00
inet 127.0,0,1/8 scope hast. lo

valid_1ft Forever preferred_1ft forever
inet6 ::1/128 scope host

valid_1Ft forever preferred_1ft forever
2; H3-ethOBIFIL: CBROADCAST,MULTICAST,UP, LOUER_UP> mtu 1500 qdisc noqueue state
UP aroup default alen 1000
Link/ether 85:65:fb17d:40:c9 brd FFIFFIFFFFLFFLFF Tink-netnsid 0
inet’ 10,0,0,13/24 brd 10,0,0,255 scope global H3-eth0
valid_IFt forever preferred_Ift forever
inet6 FoB0: :84e5: Fbf F1Fe7d:40c8/B4 scope Link

valid_1ft forever preferred_1ft forever
[rostiseclps analyst]#
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: 1o: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default qlen 1000
1ink/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: enpas3: <BROADCAST MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 08:00:27:ac:75:0 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic enpos3
valid_1ft 86201sec preferred 1ft 86201sec
inet6 feso::a00:27ff:feac:75e0/64 scope link
valid_1ft forever preferred_1ft forever
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[rootsectps analust# xterip address
bash: xterip: comand not. found
[rootseclps analust# ip address
1: To: <LOOPBACK, UP,LOUER_UP> ntu 69536 qgise noqueue state UNKNOUN group defs
+ alen 1000
Tink/logpback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet. 127.0,0.178 scope host. lo
valid 1t Forever preferred_1ft forever
inetf +:1/128 scope host.
valid_Ift forever preferred_1ft forever
2: Hi-eth0@i73; <BROADCAST,MILTICAST,UF,LOVER_UP> ntu 1500 adisc nosueue state
P aroup default glen 1000
Tink/ether 76:e1:18:e6zectcd brd FFLFFFFIFFFFFF Linkmnetnsid 0
inet 10.0,0,11/24 brd 10,0,0.955 scope labal Hi-ethd
valid_IFt forever preferred_1ft forever
ineth Fef0: 1741 118FFFesh:eccd/4 scope link
valid_Ift forever preferred 19t forever
[rootBsecps analyst]# I
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[rootsectps analust# ip address
1: To: <LOOPBACK, UP,LOUER_UP> ntu 69536 qgise noqueue state UNKNOUN group defa
+ alen 1000
Tink/logpback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet. 127.0,0.178 scope host. lo
valid 1t Forever preferred_1ft forever
inetf +:1/128 scope host.
valid_Ift forever preferred_1ft forever
2 Ho-ethORiF4: <BROADCAST,MILTICAST, UF,LOVER_UP> mtu 1500 adisc nogueue state
P aroup default glen 1000
Tink/ether 9e:E1:26:72:9¢:05 brd FFLFF:FFLFFFF1FF Linkmnetnsid 0
inet. 10.0,0,12/24 brd 10,0.0.953 scope glabal H2-ethd
valid_IFt forever preferred_1ft forever
ineth Fef0; :9cE1126FF1Fe72:3F05/64 scope link
valid_Ift forever preferred_1ft forever
[rootBsecps analyst]# I
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[rootsectps analust# ip address
1: To: <LOOPBACK, UP,LOUER_UP> ntu 69536 agise noqueue state UNKNOUN group defaul
+ alen 1000
Tink/logpback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet. 127.0,0.178 scope host. lo
valid 1t Forever preferred_1ft forever
inetf +:1/128 scope host.
valid_Ift forever preferred_1ft forever
2 Hi-eth0@172: <BROADCAST,MILTICAST,UF,LOVER_UP> ntu 1500 adisc nosueue state U
P aroup default glen 1000
Tink/ether be:80:17:1¢:feteb brd FFLFFFFIFFLFFIFF Link-netnsid 0
inet 172.16.,0,40712 brd 172,51.955.955 scope global Hi-ethd
valid_IFt forever preferred 17t forever
ineth Fef0: tbo0:17FF:FelfFecb/B4 scope link
valid_Ift forever preferred_1ft forever
[rootBsecps analyst]# I
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