Assignment 2 
1. Review complex types of internet-dependent crimes. (2000 words)

This assignment will review the types of internet-dependant crimes the assignment will look thoroughly into the subject and how internet dependant crimes are involving. With the developments in technology this assignment will review the challenges that come with Policing these types of crimes. 

Firstly, the term internet dependant crimes or cyber dependant crimes can cover several crimes Europol defines Cyber dependant crimes as any crime that can be committed using computers, computer networks or other forms of information communication technology (ICT) (Europol, 2021). 

Data has turned into a criminal commodity. Phishing, pharming, malware distribution, corporate database hacking, espionage, extortion, and attacks on key infrastructure are all on the rise as it fuels the quickly rising criminal activities (Risk group , 2019). The increase of cyber-crime is also concerning the National Crime Agency they state that there has been a significant growth in cyber-crime over the last year Breaches of cyber security leave victims vulnerable to fraud where lives were put at risk by the WannaCry ransomware campaign that effected the NHS (National Crime Agency , 2021). WannaCry is a well-known ransomware assault that spread quickly over computer networks all over the world in May 2017. The attack targeted an outdated Windows vulnerability for which a fix was published by Microsoft more than two months before WannaCry spread throughout the world (Fortinet, 2021).

Since the criminal threat from cyberspace has expanded to include individuals and entities from all sectors of society, including the government, industry, organisations, and academics combating cybercrime has become one of the top concerns for all countries (Risk group , 2019).

Attribution of cyber-crime is sometimes difficult due to the blurring of the lines between nation states and criminal gangs. Many Russian-speaking cyber groups are posing a threat to UK interests, but domestic cyber criminals are growing more sophisticated and, hence posing a greater concern. (National Crime Agency , 2021). So, in essence such crimes are only possible with the use of computers and without the internet these crimes could not be committed. It includes activity such as the creation of malware, hacking to steal sensitive data and Distributed Denial of Service attacks to cause financial damage (Europol, 2021).

Malware is short for malicious software it is used as a collective term for computer viruses, worms, trojans etc. Computer hackers intentionally build malware to gain access to computer networks and cause damage to them the usual reason is for financial gain. Malware is usually sent to the victim via an E-mail link which they must open (Pandey, 2021) 

Hacking is the most well-known term in regard to cyber-crime. Hacking is the process of identifying a weakness in a computer system to gain access to that system, the perpetrator then gains access to personal information and or business data. An example of hacking can be using a password cracking algorithm (Willams, 2022). 
Distributed Denial-of-Service (DDOS) attacks occur when there one or often thousands, of unique IP addresses are used to flood an internet server with so many requests that they are unable to respond quickly enough. As a result, this often leads to the website or the server to crash and unable to be used (Crown Prosecution Service, 2021). 

Internet crime is increasing and according to the UK’s Office for National Statistics (ONS) internet related crime offences increased by 23% in 2020. The total number of incidents comes in at 26,215 and includes cybercrimes affecting both individuals and businesses (Lobley, 2020). The Office for National Statistics release a crime survey every year detailing cyber crime across England and Wales ONS estimates that around 4.5 million cybercrimes were committed and around 3.24 million were fraud offences, and about 1.23 million were related to computer misuse (encompassing child pornography and hacking) (Henshaw, 2019). The main conclusions of these statistics are that cybercrime is a problem in the UK. If 17 million people were affected by cybercrime in 2017, that means that about one in four UK residents have been a victim of computer crime. One in four people will be affected by cybercrime in some way. And that does not include business cyber-crimes such as hacking or DDOS, which could have a secondary effect on your business. You are 10 times more likely to be a victim of cybercrime (probably a pickpocket) than someone to be a victim of stealing from you, and 35 more likely to be affected by cybercrime than a physical robbery. It will be twice as high (Henshaw, 2019).

In the journal Policing: A Journal of Policy and Practice it states that online fraud is a problem for society because it causes a lot of money to be lost and affects a lot of people negatively. The technology poses significant challenges to law enforcement agencies when investigating crimes that are complex, occur in a virtual environment, involve multiple jurisdictions, and have a low reporting rate (Cassandra Cross, 2015). The journal recognises the complexity of cyber crime and fraud and gives an example that sometimes an offender will often target a victim in another country usually for financial gain and request money transfers to a third country. This can lead to Law enforcement having difficulty identifying who has jurisdiction over the crime. The journal also argues that Police response to cyber crime is not the same as if someone is a victim of a physical crime, however it argues that the harm suffered can be similar to someone who has been targeted as part of a violent crime particularly on an emotional level (Cassandra Cross, 2015). 

Investigations of complex cybercrime often span multiple jurisdictions. Investigators and prosecutors must be able to coordinate their actions, thwart or stop illegal activity, collect evidence, and respond quickly to progress and opportunities for arrest. The suitability of the joint investigation team (“JIT”) should be considered. JIT is a team formed between two or more countries under the supervision of the judiciary with the aim of investigating certain serious cross-border crimes (Crown Prosecution Service, 2021).

In early 2019 the home secretary commissioned Her Majesty’s Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) to undertake an inspection of how effective the Police are when it comes to dealing with internet dependant crimes. A report following the review named Cyber: Keep the light on revealed strategy’s Police use to tackle internet dependant crime (HMICFRS, 2019).

The report assessed if Law enforcement had a well-designed strategy for dealing with cyber-dependant crime. It assessed if victims of cybercrime received a high-quality response and if staff at both local and national levels had sufficient training to deal with internet dependant crimes (HMICFRS, 2019).
 The findings of the report stated that Law enforcement response is generally good however it can be improved. The national strategy for tackling internet dependant crime is well established however outside national agencies its relevance is limited. Within local Police forces the threat of cyber-crime is not fully understood and as a result is not often seen as a priority. Knowledge is not distributed in a practical way from a national level down so as a result there is a variation in local response in dealing with internet dependant crime (HMICFRS, 2019).  

The report also found that having 43 Police forces operating independently does not work as it does not provide an effective response to internet-dependant crime. Even though recent funding has encouraged Police forces to develop their ability to respond to cyber-crime, levels of capability and capacity are often based on the available budget rather than an understanding of the demand (HMICFRS, 2019).

“The police have had to find ways to combat this new threat. Our inspection found that many of these measures are successful in tackling these offences. We found that the response to cyber-dependent crimes was often of a good standard.
“We do, however, believe that the current 43 force model is not an effective way to tackle cyber-dependent crime. Preventing and investigating these types of crime requires a joined-up, coherent response across regional boundaries. Having 43 individual forces, often with different structures and responding to different demands, does not readily allow for the level of consistency and flexibility needed.
“As such, we have recommended that the government should consider the establishment of a national policing response, with regards to cyber-dependent crime.”
The above is a quote from Her Majesty’s Inspector of Constabulary Matt Parr and it proves that the world of internet dependant crime is complex and new strategies must be bought in to deal with it (College of Policing , 2021).

The High-Tech Crime Unit was fashioned to combine collective know-how and investigative capability involving digital media throughout all of Law Enforcement. It provides the capability to combat each "Digital & Cybercrime" elements that are now normally encountered in day-to-day Policing. For example, Digital Forensic Examiners who specialise in the acquisition, processing and evaluation of data acquired from digital devices. These individuals are specialists in their field and are authorized in the use of a variety of forensic software program tools to make sure that the best evidence is recognized and presented in accordance with the present-day guidelines. As well as Police Officers skilled with specialised Digital Media Investigative skills. These officers provide a central point of contact for all queries relating to cyber and digital policing, from delivering dedicated investigative help for Serious/Major Crimes to affording advice and education to investigations where the input of a digital investigator skillset would be of benefit (Guernsey Police, 2021).

National organizations play an important role in identifying new threats and developing responses to them. The local cyber-security community is well-organized and committed to helping protect people from cyber-dependent threats. Protection messages are being communicated increasingly proactively by forces. The introduction of a national tasking process and regional co-ordinators has helped to create some consistency in when, how, and to what level, cyber-dependent crime is investigated by regional and local teams. Measuring performance using national performance indicators has helped to improve the efficiency of a country's operations. However, while each of these developments has benefits, there is still a lot of variation in how cases are handled (HMICFRS, 2019). 

There have been advancements in how internet crimes are dealt with and who deals with them however just as Law enforcement and Police have had to learn about the threat of cyber-crime so do the victims. As reported by the Office of National Statistics many victims do not even report a cyber-crime. Victims may not report for several reasons, some do not realize that the incident was a crime or was considered too trivial. Some people may not even realize that they have been a victim of malware – some sophisticated forms of malware may operate without individuals being aware of them, and victims may not be able to identify the cause of a financial loss (HMICFRS, 2019). 



In conclusion its clear that internet crime is extremely complex and continues to increase all over the world. Anyone can be targeted in several different ways by cyber-criminals, and this is part of the reasons why they are so complex. Most of the time when a perpetrator commits a crime it is in person however cyber criminals can hide behind a screen often using a fake identity and they could even be in another country. 
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Assess the role of community policing in fostering and maintaining community cohesion.

This section of the assignment will be assessing the role of community Policing has in fostering and maintaining community cohesion. The role of Police community support officers will be assessed and how they role effects communities and builds relationships and trust between Police and the public. 
 
Community Policing is a philosophy that promotes different organisational strategies it has three key components developing community partnerships, engaging in problem solving, and implementing community policing organizational features (Discover Policing, 2021). 

There was a time when it was assumed that if a community comprised some members of a minority group, it was automatically inclusive. The housing industry has played a significant role in changing this perception to one that is more nuanced. Today, we place a higher priority on cohesion because we recognise that it empowers residents and shapes and sustains communities. The riots in 2001 between white and Asian communities in Oldham, Burnley, and Bradford were a trigger for many to appreciate the value of cohesion - and the necessity to support policies that encourage it. Residential and institutional segregation had contributed to conflicts between local populations, according to the Cantle Review. The report warned of the dangers of separated communities living parallel lives, a notion that has since been synonymous with debates about cohesiveness (The Guardian, 2021).

The Oldham riots began on the 26th of May 2001 in the predominately Asian district of Glodwick. An argument between a group of Asian males and a group of white males turned to blows and soon after groups of white males began to attack the Asian population at random. Police arrived and arrested several white people, but also a number of Asian men allegedly involved in reprisals. Many of the Asian residents seemed to believe it was due to bias against them, and they vented their anger on the officers.  But the accusation of bias was vigorously denied by Chief Supt Eric Hewitt, then head of Oldham police. He said at the time: "I completely refute that. There was an incident, the police were there quickly, and three white men were arrested”. This incident lasted for weeks, and Police conducted high visibility patrols for months after as sporadic outbreaks of violence continued between the two communities what started as an argument between schoolboys had created powder keg conditions in Oldham. The underlying problems of poverty and unemployment in a town which once produced more than a tenth of the world’s cotton, were highlighted as the reason for the violence. But a major report by civil servant David Ritchie also noted that the town’s segregated neighbourhoods, with communities living alienated and apart from each other (Manchester evening news , 2011).   

Obviously, these riots were an extreme response, but in order to avoid a repeat of these rare occurrences, it is preferable to try to bring groups together in order to minimise mistrust and hatred between them. Ignorance breeds fear, and radicals can profit from this fear; therefore, it is prudent to address ignorance at its source (National Policing Improvment Agency, 2021).

After the riots in December 2001 the chair of the Community Cohesion Review Team Ted Cantle produced a ground-breaking report known as the Cantle Report. The report introduced the concept of ‘parallel lives’ to describe communities that had little in common and had no contact with each other. In so doing, it re-established the importance of ‘contact theory’ as a means of reducing prejudice and improving tolerance and understanding of the ‘other’. This challenged the multicultural race relations orthodoxy based on essentialised identities and gave birth to the idea of ‘community cohesion’ (Cantle, 2021). 
The concept of ‘parallel lives’ was recently reviewed by The British Integration Survey  -The Challenge, 2019 – and found a continuing relevance with 44% of  British people having no contact with people from different ethnic backgrounds; and that 90%  of White British people said that all or most of their contacts are also white (Cantle, 2021).

No one can force a community to be cohesive, but local governments aim is to do everything they can to help local communities thrive. Whether it's the introduction of new communities, acts of terrorism, or tensions associated to significant criminal situations, the aim is to respond quickly to community cohesion difficulties. Local councillors' knowledge of their communities is critical because it gives a solid foundation for recognising problems and providing strong leadership in addressing them. Issues that weaken community cohesion can be deep-rooted and systemic, and city councils do not have complete control over all of the levers that can be used to remedy them (Communiety safety , 2019).

To assist Police forces the role Police Community Support Office (PCSO) was introduced in the Police reform act in December 2002. PCSOs are uniformed civilians employed by Police forces and operate under the control of the chief officer of Police. The role of the PCSO is to deal with low level crimes and nuisance behaviour in the local community in which they serve. The Association of Chief Police Officers (ACPO) has stated its position on the role of PCSOs: The fundamental role of the PCSO is to contribute to the policing of neighbourhoods, primarily through highly visible patrol with the purpose of reassuring the public, increasing orderliness in public places and being accessible to communities and partner agencies working at local level. The emphasis of this role, and the powers required to fulfil it, will vary from neighbourhood to neighbourhood and force to force (Beard, 2012).

Despite overall crime reductions, some disorders and criminal offences cause anxiety and insecurity, and can alter how individuals go about their daily lives. Neighbourhood policing is about trust - trust that the police are working closely with their partners and the community to identify and address the issues that matter to people. Confidence in policing is critical because it offers legitimacy and the community support needed to engage in the prevention of crime and the prosecution of offenders. This is an important aspect in creating a cohesive community (National Policing Improvment Agency, 2021).

In July 2008, the National Police Improvement Agency reviewed the Neighbourhood Policing programme the findings of which were largely positive about the PCSOs role and called it a success story. The review however did highlight a significant amount of negative press in relation to the role due to different approaches taken by forces in the role, powers, training, and uniforms provided. This raised concerns about the public’s perception of a PCSO and whether the public fully understood their roles. The negative coverage from the media coupled with the variance in roles across different forces potentially undermines the role of a PCSO and lessen the impact that they have on a community. As a result, the Home Office asked the neighbourhood policing programme team to conduct a review of the roles of a PCSO. In 2008 the home affairs committee published a report Policing in the 21st Century with a section on PCSOs. Much of the media's coverage of PCSOs has been unfavourable, portraying them as "second-rate" police officers or "plastic cops," and focusing on a few instances when individual PCSOs have been accused of failing to do their duties. The East Midlands cooperation, on the other hand, warned us that this does not accurately reflect popular reaction to PCSOs: “PCSOs contribute significantly, interacting with the community and meeting public demand for visible policing. They receive high public acclaim and are responsible for positive public feedback, contributing to increased public satisfaction.”  (Beard, 2012).

Community policing has evolved over time and in many circumstances, owing to the fact that it is a policing philosophy that is adjusted to the changing demands of local communities. Community policing methods are defined as a set of crime prevention techniques that promote creating relationships between police officers and the communities they serve, as opposed to traditional policing, which tries to deter crime primarily through punishment. The goal of community policing techniques is to build trust between uniformed officers and the public. The roots of community policing are often traced back to Kelling and Wilson’s broken window theory which contends that crime thrives in areas where disorderly behaviour is ignored. Kelling and Wilson claimed that public order could be achieved by "controlling" street life to prevent crime and the fear of crime (Cossyleon, 2019).

Local Strategic Partnerships are critical for spreading positive messages and relaying community issues. While most authorities are still figuring out how to use the LSP to communicate about cohesion issues, the LSP can and should be used to build and express a shared vision for a region. The local government can also assist in the coordination of police and Third Sector (volunteer and community-based) organisations. These can be extremely useful in gathering information on parts of the community that are difficult to reach through traditional policing methods (National Policing Improvment Agency, 2021). 

Professor Martin Innes led a study team that conducted a series of face-to-face interviews with significant community members. The research yielded new insights into public views and experiences of crime and disorder, allowing police to better understand and respond to community needs. The system enables authorities to pinpoint exactly which issues, in which regions, have the most impact on community safety. For instance, they might identify social disturbance as a major concern for people on one street, while graffiti is a major concern on another. Police can give a smarter response that is more directly focused on public goals by focusing on the causes and places where the most collective harm occurs. In 2010 the methodology was adopted by South Wales Police and the Safer Sutton Partnership as integral to their delivery of neighbourhood policing (Cardiff University, 2021).

Within all communities there is the chance for tensions to occur which might also lead to conflict. The nature of tensions, conflicts and divisions will range from one place to another: there might also be tensions and mistrust between one of a kind ethnic or belief groups, urban and rural dwellers, new arrivals and long-term residents, or along inter-generational lines. Councils need to be capable to music and display neighbourhood traits and ‘hot spots’, alongside any national or global events which may additionally threaten cohesion and agree and implement movements to manipulate tensions on the foundation that early intervention can make a real distinction in preventing incidents of public disorder (National Policing Improvment Agency, 2021).

After assessing community cohesion and the techniques that have been developed by Police and other agencies there appear to have been significant developments in how communities interact with each other. The introduction of Police Community Support Officers and Neighbourhood Policing have assisted in building trust between the public and the Police even though there are still certain area who have a negative view of the Police.  As well as help from other agencies to improve cohesion it’s also evident that its impossible without community participation.
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