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Abstract—Computer and digital forensics have become an increasingly important specialism of forensics for law enforcement agencies as well as use in cybersecurity incident response. The use and knowledge of computer forensics software and hardware tools are a vital skill all forensic investigators and incident handlers must possess. This report will provide an overview of a wide range of computer forensics tools and demonstrate the procedures of a computer forensic investigation through a computer forensic analysis report.
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I.  INTRODUCTION
Computer forensics is the analysis and reporting of acquired digital evidence to aid cases of computer misuse, system attacks and crime. There are many forensic and procedural principles that must be undertaken in such investigations. These include the secure collection of evidence so that the data is not changed. This is important to maintain data integrity and protect the chain-of-custody. Computer forensic examinations should only be conducted by a trained individual and be within their area of expertise. All activities relating to a digital forensics case should be fully documented [1]. 
It is also very important to obey all legislation and regulations when undertaking an investigation. The United Kingdom has numerous Acts that relate to the seizure of evidence and investigatory powers. These include the Police and Criminal Evidence Act 1984; Computer Misuse Act 1990; Police and Crime Act 1997; Regulation of Investigatory Powers Act 2000; Data Retention and Investigatory Powers Act 2014 and Investigatory Powers Act 2016. In some cases, the Serious Crime Act 2015 may be used which grants certain exemptions from the Computer Misuse Act 1990 [2], [3].
Computer forensics software and tools are key to an investigator to conduct secure and thorough analysis of evidence. A wide range of tools and their role in computer forensic cases’ will be covered in section II of this report. An example computer forensic analysis report based on a terrorist attack case study will then be presented in section III. The report will be accompanied by analysis and commentary by the author in italics.
II. COMPUTER FORENSICS TOOLS RESEARCH
A. Disk Imaging
Disk imaging is the process of creating a bit-for-bit copy of all sectors of a hard disk or other media to create a forensic image to conduct analysis on [4], [5]. Commonly used tools are detailed below:
· Forensic Toolkit (FTK) Imager – A standalone commercial (free) data preview and imaging software developed by AccessData supporting Windows Operating System (OS). Its features include the ability to image disks, preview files, folders and image contents, mount images, export images, recover deleted files, capture memory contents, obtain protected files, detect Encrypting File System (EFS) encryption, create hashes of files and generate hash reports [6], [7].
· dc3dd – A patched version of the dd imaging software developed by Jesse Kornblum [8], available free under the GNU General Public License (GPL) for Linux and Windows. Features include disk imaging, on-the-fly hashing, pattern writing, split output files and file verification [9].
· [bookmark: _Hlk509850672]Logicube Forensic Falcon – A commercial hardware-based imaging solution developed by Logicube, costing $6,758 [10]. Features include extremely fast imaging at over 30GB/min, built-in write-blocker, 2 Serial Attached Small Computer System Interface (SCSI)/Serial Advanced Technology Attachment (SAS/SATA), 1 Universal Serial Bus (USB) 3.0, 1 FireWire and 1 SCSI source ports, image and verify from 4 sources to 5 destination drives, multi-tasking support, hashing,  partition imaging, targeted imaging, Peripheral Component Interconnect Express (PCIe) Solid State Drive (SSD) support and BitLocker support [11].
· [bookmark: _Hlk508371832]Tableau Forensic Duplicator TD2u – A commercial hardware-based imaging solution developed by Tableau, costing $1,599 [12]. Features include imaging speeds of 15GB/min, built-in write-blocker, 1 SATA, 1 Integrated Drive Electronics (IDE) and 1 USB 3.0 source ports, hashing and Host Protected Area/ Device Configuration Overlay (HPA/DCO) detection and removal [13].
· X-Ways Imager – Standalone commercial imaging software (based on the X-Ways Forensics suite) developed by X-Ways compatible with Windows, costing £85 a year [14]. Features include disk imaging, hashing, disk cloning and virtual Redundant Array of Independent Disks (RAID) reconstruction, optional exclusion of free drive space, reverse imaging and full portability [15]. X-Ways Imager has fast imaging performance at 2.75GB/min with proven speed advantages over competitors including FTK Imager [15], [16].  Intelligent compression is another unique feature of X-Ways Imager providing flexible speed and compression rates [15]. 
· Other tools include dcfldd, Guymager, Paladin and WiebeTech Ditto Forensic FieldStation [17].
Disk imaging is a crucial step in computer forensic analysis and must be conducted without any mistakes. All presented solutions have been verified by the National Institute of Standards and Technology (NIST) [17]. All imaging software provides relatively the same features. Hardware imaging devices provide many advanced features and imaging speeds unattainable from software but at considerable cost. It is also very important that disk imaging tools are used in combination with a write-blocker to guarantee the protection of the chain-of-custody [18].
B. Write-blockers
A write-blocker is a tool that allows read-only access to a storage device without compromising the integrity of the data [18]. Commonly used tools are listed below:
· SAFE Block – A commercial software-based writer-blocker developed by ForensicSoft for Windows, costing $549 [19].
· Linux write blocker – An Open Source write-blocker developed by Maxim Suhanov for Linux. Great care must be taken as the software has known drawbacks and limitations [20].
· Tableau Forensic SATA/IDE Bridge T35u – A commercial hardware-based write-blocker for SATA and IDE drives, costing $349 [21], [22]. A kit containing a complete set of hardware write-blockers for all storage device connections is available for $1,799 [23].
· WiebeTech Forensic UltraDock v5.5 – A commercial hardware-based write-blocker for SATA and IDE drives, costing $299 [24]. Numerous adapters are available for different drive connections [24]. 
It is worth noting that from the author’s research there seem to be no completely reliable free write-blocking tools available. Software write-blockers are also not widely used due their high price and heavy dependence on the OS they are used on [25], [26]. The Forensic UltraDock v5.5 seems to be the best option based on functionality and price.
C. Memory Imaging
Memory imaging is the process of creating a bit-for-bit copy of volatile memory [27]. Commonly used tools are listed below:
· Belkasoft Live RAM Capturer -  A standalone commercial (free) volatile memory imaging tool for Windows.  Its features include the ability to bypass active anti-debugging and anti-dumping protection by operating in a privileged kernel mode. Creates memory dumps in a RAW format (.MEM) [28].
· DumpIt – A standalone commercial (free) volatile memory imaging tool developed by Comae Technologies for Windows. Creates memory dumps in a RAW format (.RAW) or WinDD format [29].
· Linux Memory Grabber – An open source volatile memory imaging tool developed by Hal Pomeranz for Linux. Linux Memory Grabber was inspired by the LiME and Volatility tools but had the aim to provide a more user-friendly tool. Features include the ability to create Volatility profiles for later analysis in the Volatility Framework tools and can operate in a kernel mode. Creates memory dumps in a RAW format (.lime) [30].
· CaptureGUARD Physical Memory Acquisition Hardware (PCIe Add-on) – A commercial hardware memory acquisition PCIe add-on card developed by WindowsSCOPE for Windows, costing $9,599. Features include the ability to create standard WinDD format dump files for use in the WindowsSCOPE Cyber Forensics Tools or other WinDD compatible analysis tools [31].
[bookmark: _Hlk508552950]Software memory imaging is a cost-effective method with a large selection of tools available. The downsides include the fact that executing the software will alter the memory contents of a system which could overwrite important data related to the investigation [27]. This also raises a debate over the principle that the original evidence should not be altered in any way [32]. Another downside is that a knowledgeable suspect could still successfully hide contents in the random-access memory (RAM) by clever modification of system calls and structures [27]. Hardware tools are the most reliable and accurate method of memory imaging. This is because such techniques suspend a system’s processor and use direct memory access (DMA) to create an image of the memory [27]. Software memory imaging is most often done as opposed to hardware acquisition. This is mainly due to the very high prices of add-on memory imaging cards [27].
It should be noted that a powered-on password locked computer poses a problem as full access to the system is needed to acquire an image of the memory [33]. Password cracking the system is difficult without restarting (not an option when dealing with volatile data) [34]. There are a number of options that can be tried these include a cold boot attack [34], [35], network attack [34], DMA attack via FireWire, Thunderbolt, ExpressCard or any other PCI/PCIe interface [36]–[39]. 
D. Memory Analysis
After a memory image has been made, memory analysis can be conducted. Forensic memory analysis is highly valuable. This is because such analysis can provide important insight into the processes that were running in the memory, registry handles, open files and network information. It is also possible to recover passwords and encryption keys that are loaded and stored in the memory. The storage of passwords and keys in the volatile memory is a necessary function of computers, making memory analysis a very powerful tool for investigators to supplement disk image analysis [27]. Memory acquisition and analysis are becoming increasingly important for forensic investigators to overcome full disk encryption (FDE) by obtaining encryption keys [39]–[42]. Commonly used tools are listed below:
· Memoryze – A standalone commercial (free) memory analysis tool developed by FireEye for Windows and MacOS. Features include the ability to emulate all running processes, identify all drivers loaded in the memory, report device and driver layering, identify all loaded kernel modules and hooks in various system tables [43]. A complaint that has been raised about Memoryze is the long execution time of thorough memory analysis [44].
· Volatility Framework – An open source collection of tools (implemented using Python) for extracting digital artefacts from memory images, available for Windows, Linux and MacOS [45]. Volatility is one of the world’s most commonly used memory analysis platforms [46]. 
· inVtero.net – An open source high-speed memory analysis tool developed in C# for Windows, Linux and Hypervisors [47]. It features microarchitecture independent hypervisor introspection and very high performance with high assurance [47], [48]. 
· WindowsSCOPE 3.2 Cyber Forensics Tools – A commercial memory imaging and analysis toolkit for Windows, costing $16,299 for a perpetual licence. Features a comprehensive suite for kernel, application, driver, dynamic-link library (DLL) and user activity analysis, as well as finding data artefacts e.g. user logins [49]. 
E. Hashing
A hashing tool is used to create a digital fingerprint of a file. The mathematically derived fingerprint can then be used to verify that an image is identical to the source data [50]. Message Digest 5 (MD5), Secure Hashing Algorithm 1 (SHA1) and SHA256 are the common hashing algorithms used [50]. All major Forensic analysis suites feature hashing functions (e.g. Encase, X-Way Forensics, Oxygen Forensic suite etc.) [51]. A few common standalone tools are listed below:
· md5sum – An open source hashing tool using the MD5 128-bit cryptographic hash. Available for Linux, MacOS and Windows [52]. 
· md5deep – An open source hashing tool developed by Jesse Kornblum for Windows and Linux. The tool supports MD5, SHA1, SHA256, Tiger and Whirlpool hashes [53].
· FTK Imager – A disk imaging tool that features MD5 and SHA1 hashing functions [51].
Hashing is a crucial step in a computer forensic investigation. Every piece of evidence found on a disk image must be hashed. This is to verify to the court that the evidence has not been altered in any way [50]. There is a debate as to whether MD5 and SHA1 are still suitable for forensic hashing as they have been theoretically compromised. The hashing algorithm is used for file integrity verification and not encryption, due to this difference in use MD5 and SHA1 remain acceptable forms of hashing in forensic investigations [54], [55]. 
F. Disk artefact capture and analysis
[bookmark: _Hlk509848753]Disk artefacts are objects or areas on a computer system that contain information linked to user activities performed on a computer [56].
There are a huge number of artefacts relating to different areas of user activity that can be recovered. Fig. 1. given in Appendix A shows numerous examples of artefacts and their file locations on Linux and Windows. Further artefacts relating to the Windows OS include registry artefacts, windows event logs, volume shadow copies, Master File Table (MFT) in New Technology File System (NTFS) file systems,  browser artefacts, link files, prefetch files, user-assist keys, Update Sequence Number Journal (USNJRNL), shell bags and taskbar jumplists [56] and many more [57]–[60]. Common artefact capture and analysis tools are detailed below:
· [bookmark: _Hlk508198145]The Sleuth Kit/Autopsy – The Sleuth Kit (TSK) is an open source library with command line tools to investigate disk images. The platform features tools for volume and file system analysis [61]. Autopsy is an open source digital forensics platform and graphical interface for TSK and other forensic tools. It features many tools for artefact analysis including support for Android data extraction [62]. Both software packages feature a plug-in framework that allows developers to create their own analysis modules to expand TSK’s and Autopsy’s capabilities [63]. Available for Windows, Linux and MacOS.
· FastIR Collector – An open source command line artefact acquisition tool developed by Cert Sekoia, available for Windows. The tool features fast smart artefact collection and custom configuration to acquire any artefact.  The tool is especially useful for malware analysis [64], [65].
· Digital Forensics Framework (DFF) – An open source framework for the automated extraction and analysis of artefacts, available for Windows, Linux and MacOS [66].  
· OSForensics – A commercial disk artefact capture and analysis software developed by PassMark Software for Windows, costing $899. Features fast artefact discovery and capture as well as many tools to identify suspicious files and activity [67]. 
· Other tools include: Forensic Explorer [68] and FireEye Redline [69]
The analysis of disk artefacts created by an OS because of user activity is core to the work of a computer forensic investigator. This is because with proper identification and analysis of various artefacts a user’s activity can be revealed, as well as the timeline and frequency of activities. This information can then be used to help reconstruct a specific activity [56]. 
G. Carving
Data carving is the process of extracting files out of raw unallocated data based on a file type signature [70]–[73]. This process is possible as when a file is deleted on a computer many file systems do not overwrite the file with zeros, instead the file system deletes its knowledge of where the file is located [72]. 
· PhotoRec – An open source file carver and data recovery tool developed by Christophe Grenier for Windows, Linux and MacOS. PhotoRec is a cluster based file carver and supports the recovery of over 480 file formats including JPEG, Office, PDF, ZIP etc. [74]. PhotoRec also includes an accompanying program called TestDisk for the recovery of lost partitions [75].
· Foremost – An open source command line file carver developed by the United States Government for Linux [76]. Supports the recovery of common file formats and the ability to define custom file types in the configuration file [77]. 
· Scaple – An opensource file carver and indexing tool (based on Foremost) developed by Golden G. Richard III and Lodovico Marziale for Windows and Linux. Features include multi-threading, Graphics Processing Unit (GPU) massively-threaded execution via Nvidia Compute Unified Device Architecture (CUDA) and custom file pattern support [78]. 
· Data Lifter v2 with File Extractor Pro – A discontinued commercial digital forensics tool for Windows that cost $190 in 2012 [79]. The File Extractor Pro add-on was a powerful carving tool used by law enforcement officers [80]. The tool features multi-threaded data carving, support for recovering files greater than 2GB, sector-by-sector search and a customer file signature builder [79], [81].
· Bulk extractor – An open source file carver developed by Simon L. Garfinkel for Windows and Linux. Bulk extractor is a unique file carving tool that ignores file system structures completely allowing it to theoretically recover files on any digital media. It also features parallel processing to simultaneously carve on different parts of a disk [82]. 
· EVTXtract – An open source Microsoft Windows XML Event Log (EVTX) recovery tool developed by Willi Ballenthin for Windows, Linux and MacOS. A tool designed to aid the recovery of deleted Windows Event Log files that were previously hard to recover [83].
File carving is useful to investigators as criminals will always try to delete evidence of illicit activities [72].
H. Mobile Forensics
Mobile device forensics is a vast and complex specialism of computer forensics. It is especially relevant as upon apprehension of a suspect a smartphone is likely to be the first and easiest device to obtain by an investigator. Mobile forensics has also received significant media attention due to the Federal Bureau of Investigation (FBI) and Apple encryption dispute in 2016 [84], [85]. 
It should be noted that mobile forensics is no longer as easy as it was in the past. This is due to iOS and Android devices now being fully encrypted by default [86], [87], with only a PIN password or pattern needed to restrict access; such encryption is a big problem and hindrance for investigators. This is because no software on the market can break or decrypt current Android and iOS devices to gain any meaningful data [86]–[90]. The FBI were able to break into an iPhone 5c using undisclosed methods in 2016 [84]. Zdziarski one of the leading experts in iOS forensics proposed a number of plausible methods that may have been used by the FBI, with a NAND flash mirroring technique being the most likely [85]. Non-state funded investigators currently have to hope that a device is not password protected; a device has been rooted or is old and vulnerable to exploits (which is very much the case for Android devices) [86], [90], [91]. In the above examples, physical and logical extraction of device data will yield good results in terms of useful data (e.g. call detail records, global positioning system (GPS) data, app data, Short Message Service (SMS) and photo/video evidence) [92]. Below are some of the most popular commercial mobile forensics tools:
· Cellebrite UFED Ultimate – A commercial physical and logical mobile extraction and analysis tool for Windows, price starts at $9,000 [93]. One of the top mobile forensic tools on the market [93]. Features include support for over 7,000 devices, passcode bypass and a full suite of tools for data extraction, memory analysis, file format decoding, carving, database analysis and a consolidated view of all analysis. Additional software is available for complex analysis and link analysis [93], [94].
· Lantern 4 – A commercial mobile forensics suite developed by Katana Forensics for MacOS, costing $845. Lantern provides a competitive suite of tools at an unmatched price, being the most cost-effective solution on the market for mobile forensics. Features include logical and physical extraction of iOS and Android, file system viewer and link analysis [95].
· MSAB Office – A commercial mobile forensics suite for Windows, costing $7,990 [96]. Includes an extensive set of mobile device connection adapters and other accessories. Tools are capable of extraction, analysis and reporting with support for over 5,000 devices. There is also passcode bypass and extensive app support. Additional software is available for extended capabilities [96], [97].
· Others commercial tools include MOBILedit Forensic Express [98] and Elcomsoft iOS Forensic Toolkit [99].
In terms of open source tools, there are not many options. Autopsy with the Android module and ANDROPHSY are valuable open source tools [62], [100], [101]. However, for iOS options are extremely limited to old methods such as Zdziarski’s iOS Forensic Investigation Methods which will no longer work on new models [102]. Mahalik [103] has suggested a variety of open source tools that can be tried. 
In general, reliable mobile forensics tools are expensive and not comprehensive as there are many costly additional add-ons available. It should also be considered the value gained from such software especially with the rise of encrypted devices.
I. Network Forensics
Network forensics is another specialism of computer forensics and consists of monitoring and analysing network traffic. It differs from most areas of computer forensics due to the volatility and dynamism of the data. There are two different goals of network forensics. One consists of detecting suspicious traffic, identifying intrusions and network breaches to aid in network security. The other goal of network forensics is its use in law enforcement. This involves capturing and analysing network traffic for the purpose of performing keyword searches, reassembling transferred files and various analysis of communication sessions (e.g. email and instant messaging) [104], [105].
Network forensics can be characterised by what information is captured and at what level of the Open Systems Interconnection (OSI) model capture occurs. For example, the capture of a bit-stream at the physical layer (Ethernet), the capture of routing table information at the network layer and internet related service analysis (e.g. email and wireless forensics) [106], [105]. Common tools are detailed below:
· Wireshark – A widely used open source network protocol analyser originally developed by Gerald Combs for Windows, Linux and MacOS. Features include protocol inspection, live and offline capture analysis, display filters and decryption support [107].
· Niksun NetDetector Suite – A commercial network forensics suite with cross-platform support, price depends on configuration [108]. Features include lossless full packet capture at 100 Gbps throughput, advanced forensic analytics, application reconstruction, artefact extraction, lawful intercept support, metadata generation and real-time indexing up to Layer 7 [109], [110].
· IBM QRadar Incident Forensics – Commercial security forensics software and appliance-based solution aimed at enterprise Internet Technology (IT) security teams available for Red Hat Enterprise Linux, price unknown [111]. Features include full packet capture, data reconstruction, filters, indexing and visual exploration of associations and relationships [112].
· Aid4mail – A commercial email forensics tool developed by FOOKES Software for Windows and Linux, costing €299 for a one-year license. Features include support for many mailbox formats, accurate email data acquisition, the ability to restore deleted and unpurged emails, header extraction and various filter and search capabilities [113].
J. Computer Forensic Suites
A computer forensic suite is a software package that aims to provide a comprehensive set of tools covering all areas of computer forensics. The wide range of tools and features make such solution expensive investments. 
· Encase Forensic – A commercial computer forensics suite developed by Guidance Software for Windows, costing around $3,594 [114], [115]. Features a full set of tools for acquisition, data recovery, analysis and reporting. Mobile forensics capabilities with support for over 26,000 devices, workflow automation and extendibility using Application Program Interfaces (APIs) and scripting via EnScripts [115], [116]. 
· X-Way Forensics – A commercial computer forensics environment based on WinHex for Windows, costing £1,769 for a perpetual license with one-year of updates [14]. Features tools for acquisition, data recovery, analysis, limited reporting and advanced binary editor. No mobile device support [117]. 
· Magnet Axiom – A commercial integrated digital investigation platform developed by Magnet Forensics for Windows, costing around $2,966 with mobile forensics add-on and one-year of support [118], [119]. Features a comprehensive set of tools for acquisition, data recovery, analysis and reporting. Additional mobile forensics tool available [118]. 
· Forensic Toolkit (FTK) – A commercial digital investigations platform developed by AccessData for Windows, costing $3,995 for a perpetual licence with a yearly support subscription of $1,119 [120], [121]. Features include a full set of tools for acquisition, data recovery, analysis and reporting. Comprehensive index and binary search, email support, data visualisations and explicit image detection. Add-ons and complementary products are available e.g. mobile forensics [120], [122].
However, it should be remembered that even an industry-leading suite will not have every tool due to the wide scope and complexity of digital forensics.
K. Conclusion
In conclusion, there are many computer forensics tools available for different purposes as seen in Table. I and II, given in Appendix B. Computer forensics encompasses so many methods, techniques and specialist subfields it is recommended to build an arsenal of various tools both commercial (from different vendors) and open source. This will allow for a thorough investigation. It should be remembered that all tools have their strengths and weaknesses. Constant awareness of the current forensics tools is also a key skill needed by any forensic investigator and incident handler.
III. TERRORIST ATTACK CASE STUDY 		COMPUTER FORENSIC ANALYSIS REPORT
MEMORANDUM FOR Mr. Mark Wales, Chief Investigator at The Heathrow Police Department - 26 March 2018
FROM: John, Forensic Investigator
SUBJECT: Laptop and Briefcase Contents Forensic Analysis Report
· Subject(s): X (Terrorist)
· Born: xx/xx/xxxx
· Case Number: 2018-0123A
STATUS: Pending
A. Background to the case
A terrorist whose face matches a terrorist watch list was shot down by Police as he tried to escape officers who confronted him at Heathrow International airport, United Kingdom. The terrorist was planning to bomb Mason International airport, Fiji. The target was carrying a laptop briefcase when shot down.
It is assumed that the terrorist is critically injured in hospital. It is also assumed that John is an experienced computer forensics investigator with considerable experience investigating terrorist-related cases.
B. Objectives
· Investigate the items in the briefcase of the terrorist, which includes a Dell laptop
· Uncover any evidence relating to the terrorist’s involvement in the planning of a bomb attack at Mason International airport, Fiji
· Uncover any evidence concerning the possible existence of co-conspirators
C. Forensic Methodology and Analysis
1. John was presented with a Dell laptop (that the terrorist had at the time when shot down), laptop bag, photographs of the crime scene and fingerprints matching the terrorist.
2. The laptop was in a Stand By mode.
3. John used a Canon Digital camera to take photographs of the laptop screen for evidence. This is a standard evidence gathering procedure.
4. John observed that the Operating System (OS) of the laptop was Microsoft Windows XP Professional Service Pack 2.
5. John created an analysis plan detailing how he would gather evidence, concerns about the risks of evidence being changed or destroyed and the tools he would use in the investigation. John also noted the order of volatility of the evidence. This provides a plan to guide John’s analysis during the investigation. 
6. John prepared documents which included an evidence and chain-of-custody form to provide strong evidence-processing documentation for every action he conducted during the investigation. This is an important step as without proper documentation it will be hard to present findings and the court will likely not accept the results of the investigation. 
7. John recorded the Basic Input/Output System (BIOS) time and date in the chain-of-custody form. This will allow John to determine the actual times files were created, accessed and modified by eliminating the possibility of a differing time zone.
8. John noted that the laptop had a password protected lock screen, a few common passwords were attempted which failed. The password made the prospect of live memory acquisition unlikely [33]. The laptop had no firewire ports, express card slots of Peripheral Component Interconnection (PCI) interfaces which meant a direct memory access (DMA) attack was not possible [36], [123]. John used his professional judgment to conclude that pursuing a method to circumvent the password for a live memory capture would not be necessary. John was confident that image acquisition would yield incriminating evidence and that full disk encryption would be unlikely as it was not available on Windows XP without third-party utilities [124]. This highlights John’s professional opinion and experience in computer forensics and terrorism-related investigations.
9. John powered down the system and dismantled the laptop to obtain the hard drive. The whole procedure was carefully documented.
10. John created a bit-for-bit image of the hard disk (to a blank hard disk) using the Tableau Forensic Duplicator TD2u with its built-in write-blocker. John labelled the hard disk copy using a permanent felt-tipped pen with the current date/time and date/time of the BIOS, his initials and that the OS details.  This is done to obtain a forensic copy that will be worked on. The suspects drive must not be touched or modified. A write-blocker is used to maintain the chain-of-custody and ensure the integrity of the original data.
11. John then made a copy of the image. This ensures that there is a backup of the hard disk image.
12. John mounted the original hard disk and images to EnCase Forensic running on his Windows-based forensics workstation computer. He proceeded to create MD5 hashes of the original and copies. The hashes were compared and matched the original. John documented the use of the MD5 hashing algorithm and matching results. Hashing ensures that the copied images are exact unaltered copies of the original hard disk.
13. John completed all related chain-of-custody documents and stored the original hard disk and backup image in a secure location. This ensures the original hard disk cannot be tampered with.
14. John used a combination of EnCase Forensic, Autopsy and OSForensics to collect various artefacts. These included messenger chat history, cache files and Temporary Internet files. John did not notice any file, program or storage anomalies. This is collection of temporary and persistent data. Multiple tools are used to make sure no artefacts and evidence is missed during collection.
15. John used the PhotoRec tool to recover any deleted Microsoft (MS) Word, Excel, PDF, Images files (JPEG, GIF, BMP, TIFF), video files (AVI, MPEG, DAT, MOV) and audio files (MP3, WAV and RM) from the hard disk image. John also found various files related to the case after investigating the laptop’s file directories. This is collection of persistent data. It is difficult to destroy digital evidence as copies can remain in places unaware to the criminal (e.g. files are not truly destroyed until the OS overwrites the data location).
16. John used Aid4mail to extract MS Outlook contacts and email messages. An important process for identifying possible co-conspirators. 
17. John then sorted and catalogued all the collected files based on filename, file size, file content, creation date, and last modified date and time. This was done to form a timeline of laptop usage.
18. During the analysis of the video files John found content related to the following:
18.1. 9/11 Bombings
18.2. Terrorist preaching and activities at a terror camp 
18.3. The execution of kidnapped hostages
18.4. Motivational speeches by leaders of various terrorist groups
18.5. Personal videos which showed the terrorist spending some light moments with his wife and two small kids
18.6. A 30-minute video of the Heathrow International Airport and Mason International airport, Fiji
18.7. Video footage taken in a hotel room with six other suspects
19. Considering the found footage, John prepared a detailed list of the videos and an accompanying document explaining them in brief. John felt this was necessary to provide his professional opinion of the videos as he has previous experience working on terrorist cases. The videos found provided very strong evidence of the suspects interest in terrorism. It is best to document as much information about the evidence as possible. This is because John wants to make his findings and conclusion as strong and convincing as possible, to guarantee the court accepting the results of the investigation.
20. John found detailed photographs of Heathrow International Airport and Mason International airport, Fiji. This confirmed the intention to commit a terror attack (based on the thorough photographs of both locations) by the terrorist group that he was associated with.
21. Logos of a terrorist group were found, this confirmed his association to the group. 
22. During the recovery of documents John discovered documents related to “How to make chemical bomb”, “How to prepare for Jihad”, “How to be a suicide bomber” and others.
23. “How to bomb Mason International airport” was a document of interest. The document contained instructions from multiple people on how to spread terror at Mason International airport, Fiji. The involvement of the terrorist in the bomb plot can be assured without doubt. The discovery of such incriminating documents is vitally important.
24. John used Aid4mail to extract a list of contacts from the terrorist’s MS Outlook. The contact names matched names found in the documents. This confirmed the involvement of co-conspirators. 
25. John recovered Excel spreadsheets that had bank account names and information that regarded the transfer of funds to the accounts. This was strong evidence that terrorist activities were being funded.
26. The laptop bag contained several documents and immigration visas. This confirmed the terrorist’s links to other terrorist organisations.
D. Conclusion
John’s forensic investigation of the terrorist’s Dell laptop and items found in his briefcase provides very strong evidence of the suspect’s involvement in planning a terrorist motivated bomb attack on Mason International airport, Fiji. 
Documents recovered from the suspects laptop and briefcase provide strong evidence of the Preparation of terrorist acts (Section 5 Terrorism Act 2006); Receiving Instruction for Terrorism (S.6 TA 2006); Supporting a Proscribed Organisation (S12 TA 2000); Possession of articles for Terrorist Purposes (S.57 TA 2000) and Collecting Information (S.58 TA 2000). There is also sufficient evidence of the Membership of a Proscribed Organisation (S.11 TA 2000) and Finance and Money Laundering in relation to terrorism acts (S15-S17 and S18 TA 2000) [125]. Video files provide further evidence of the collection of information and possession of articles for terrorist purposes.
Co-conspirators were also identified through email contacts which matched names on terror-related documents. Incriminating evidence in relation to the co-conspirators includes the Preparation of terrorist acts (Section 5 Terrorism Act 2006) and Providing Instruction for Terrorism (S.6 TA 2006) [125].
John’s findings show undeniable evidence of multiple crimes committed by the suspect and co-conspirators.
E. Invoice
PICK/DELIVERY OF EVIDENCE: £50
DOCUMENTATION: £250
ACQUISITION: £300
INVESTIGATION/EXAMINATION: £180/hour (20 hours)
REPORT: £150

TOTAL (ex VAT): 4,350
VAT (20%): £870

TOTAL: £5,220

Pricing is based on online estimations [126]–[129]
IV. CONCLUSION
In conclusion, this report has analysed common computer forensic tool categories, providing numerous examples of popular tools and their capabilities for each category. A computer forensic analysis report based on a terrorist case study has also been presented. The analysis report displayed the processes and forensic methods that are used in the profession. The author also provided additional commentary and analysis to justify and explain computer forensic procedures.
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