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A) 

The main components of the National Institute and Standards Technology (NIST) Framework include Identity, Protect, Detect, Respond and Recover.  [1]

ISO/IEC 27001 is a standard which covers information security management, specifically relating to the organisations cybersecurity policies. It uses a precise process for keeping sensitive information and assets safe. This standard specifies a specific set of security controls that companies use to reduce the overall risk of cyber security attacks. 

As the threat of cyber security attacks are forever growing and becoming more frequent, it is essential for businesses to ensure they have the relevant security processes and procedures in place to prevent and act on any threats or attacks that may occur. 

The four main steps involved that cybercriminals execute include Reconnaissance, Weaponization, Delivery and Concealment. The first stage involves the gathering of evidence to find any potential weaknesses in a company’s infrastructure. Based off this information, the criminals then decide on the appropriate tools to be used to best fulfil their attack. They then deliver the attack by exploiting the vulnerabilities and aim to compromise sensitive data, cause disruption or damage to the infrastructure. The final stage involves them attempting to cover their tracks and remove any trace of their footprints. 

Within the NIST Framework, profiles are used to either show the organisations current outcomes and requirements or an aspiration, target profile.  [2, pp. 45–48]

Word Limit: 500 Words

B) 

The first stage of a Cyber Security attack (Reconnaissance) is the stage which criminals will scan to obtain data and information in a gathering process. Network Mapper (Nmap) is a tool which can be used to scan networks. This can provide information on network protocols being used, detecting which operating system is being used and checking for open ports.  [3]

Nmap can be used in the reconnaissance stage of a cyber security attack to identify live hosts and services on a network, as well as the operating systems used by those hosts. It can also be used to identify vulnerabilities in those hosts and services. Nmap can be used for network reconnaissance, inventory, monitoring, and security purposes. [4]

Host Discovery includes sending a ‘Ping’ or using other discovery techniques. Nmap can then be used to perform thorough port scans to identify open ports on the target host which can then be used to determine potential entry points for an attack.

Operating systems can be detected by studying the responses from a target host, helping the criminal to identify vulnerabilities specifically to that System.

Wireshark is a network traffic analysis tool which can also be used to collect information about networks in the first stage of an attack. It can help identify network services, security issues, weak passwords, and unencrypted details.  [5] 

Network packets containing massive amounts of information and data can be captured and later used for analysis.

Word Limit: 300 Words

C)

i)

WannaCry is a ransomware worm that encrypts data on Windows computers and demands ransom payments in Bitcoin to restore the data. It spreads by exploiting a vulnerability in the Windows Server Message Block (SMB) protocol, which was developed by the US National Security Agency and leaked by a hacking group. It first emerged in May 2017 and affected millions of devices worldwide.  [6]

There are multiple strategies that can be used to help mitigate and protect against a ‘WannaCry’ Ransomware attack. These can include, keeping the operating system up to date and installing the latest security patches. Using a well-known antivirus software and ensuring that this is also up to date. Educating employees/staff within a business on how to recognise phishing emails and suspicious links. Using strong passwords with a two-factor authentication can also help stay protected. 

TeleRAT is a new Android malware which was discovered by researchers at Palo Alto Networks that uses the Telegram’s bot API Command and Control for withdrawing data. The malware is usually installed by third-party Android app stores which disguise themselves as legitimate apps such as Telegram Finder. TeleRAT malware creates 2 files on the device ‘telerat2.txt’ and ‘thisapk_slm.txt’. These contain information such as the system bootloader version number, available memory and number of processor cores, Telegram channel and command lists.  [7]

Mitigation against TeleRAT can be difficult due to its disguises; however, it is important to remain vigilant and only use apps from reputable providers. Like WannaCry, it is also important to keep everything up to date including security patches and antivirus software. 

ii)

Phishing attacks such as Whaling, is a type of attack that specifically targets high-profile individuals like Senior Executives or high-ranking government officials. As these people are more likely to have access to much more confidential information, the risks can be higher than a standard phishing attempt. Implementation of these attacks can vary depending on the goals and how vulnerable the targets are. Common techniques used by criminals include research of their social media profiles to obtain detailed information about them, creating fake accounts and emails that appear to be legitimate and using social engineering tactics to create a sense of urgency.  [8]

Pharming is an online scam where a criminal will produce a fake website made to look identical and familiar to the real site to prompt users to willingly enter their log in details and personal information. As they believe that they are using the correct real site, people may not be alarmed to begin with. Login credentials and account numbers can be obtained from websites impersonating financial sectors. This then opens the opportunities for scammers and criminals to gain access to bank accounts in order to steal money and information. 

The process starts by hackers sending malicious code within emails which then installs a virus on the host device. The code is used to change background details to direct the individual to the fake sites. Regardless of whether you have entered the specifically correct web address, the virus takes over and directs you to the fraudulent site. 

Protection against Pharming can include choosing a reputable Internet Service Provider (ISP) These can usually filter out suspicious redirections up front. Links that only begin with HTTP and do not have the ‘S’ at the end is also an alert to show that the site does not have a valid security certificate. Errors in gramma is also a big giveaway; however, if you do not ensure to thoroughly check the spelling of a URL, this could lead you to fraudulent websites. As with all viruses, its important to use anti-virus and anti-malware software and keep this up to date. 

Protection against Whaling can include many of the above as well as security awareness training within organisations, setting up privacy restrictions and using multistep authentication. 
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i) Above is my secure network design. Having the extra switch between Switch 2 and 3 enables high availability in the event where Switch 1 has any downtime for any reason. This means that the current path would go between Switch 2 and 3 whereas if there were to be an issue with this link, it would instead go from Switch 2 to 1 and then 3.

I would also ensure that the Spanning Tree Protocol is enabled. This is a protocol that ensures that there will be no looping cycle in the case that the path taken leads to a closed route or connection and can simply find the correct current secure available path.
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i)

Introduction to Packet Tracer Certificate & Link
https://www.credly.com/badges/d9dcd86c-420f-4ff5-af6e-db587cfcfa49/public_url
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ii)

Palo Alto – Network Security Fundamentals 
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Palo Alto - Cyber Security Foundation
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