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This report outlines and describes the key design and implementation choices made during the creation of a backend Road Tax Management System. Note that the layout of this application has been inspired by Dr Tim Bashford’s approach, demonstrated between the dates of 06/02/23 and 31/03/23 as part of UWTSD’s Web Services Module (ACCA7005)[1].

[bookmark: _Toc134486223]Database Layout

I decided to implement a basic database structure with only 5 tables (which is not in 3NF) as I didn’t want to spend too much time implementing the complicated constraints commonly associated with larger databases. The database layout is as follows:
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I prioritised the specifications listed in the brief but if I had more time, I would have included tables to capture vehicle details such as make, model, colour, more payment options such as direct debit price, application of ART, and the ability to change to a different tax band (as per the genuine DVLA car tax management service). For simplicity, I used the VIN to describe the vehicles as a VIN is unique and holds all the design information about a vehicle. I didn’t include other vehicle types such as HGVs, buses, motorcycles etc as the brief specifies cars only. 

To test the get endpoints, I have hard coded the following entries so that the database gets populated once the application starts up:
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1) [bookmark: _Toc134486225]CarTaxExpiryDateDTOController

This controller includes the ‘/cartaxexpiry/{vrn}’ endpoint, which is designed to be used by a customer to get their car tax expiry date after they submit a VRN. The CarTaxExpiryDateDTO includes the following variables:
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This DTO represents the response containing the VRN, VIN and expiry date, which would be presented to the customer on the front end.

















2) [bookmark: _Toc134486226]CostOfTaxRenewalDTOController

This controller includes the ‘/renewalcost/{vrn}’ endpoint, which is designed to be used by a customer when they want to find out the cost of renewing their car tax after they submit a VRN. The CostOfTaxRenewalDTO includes the following variables:
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The tax expiry date is returned so that a conditional statement could be used in the UI to determine whether the customer is presented with the option to pay their car tax, based on whether the expiry date is before or after the current date. 








3) [bookmark: _Toc134486227]OwnerTaxVehiclePaymentApplicationDTOController

This controller includes the ‘/submittaxapplication’ endpoint, which is designed to be used by a customer to submit a tax application. The OwnerTaxVehiclePaymentApplicationDTO is used both for the request and the response and includes following variables:[image: A screenshot of a computer program
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Priceinpence12months and Priceinpence6months are optional as the UI would present a customer with an option to select either the 6-month tax rate or the 12-month tax rate. Although the UI would be set up to allow the customer to select only one option (whilst also ensuring that the customer cannot proceed unless one option is selected), the OwnerTaxVehiclePaymentApplicationDTOService’s save method also prevents submission of both/no rates in the request by throwing an exception. 

The OwnerTaxVehiclePaymentApplicationDTOService’s save method sets the taxexpirydate in the payment table to be either the payment date (current date) + 6 months or the payment date (current date) +12 months, depending on the rate submitted in the request. The rest of the save method goes through the address, car owner, car registration, tax information and tax payment repositories and saves the customer details to their respective tables in the database. If the details in the request match an existing record in a table, then the record just gets overwritten with the same information.


4) [bookmark: _Toc134486228]OwnerTaxVehiclePaymentAllDetailsDTOController

This controller permits get requests to the ‘/allcustomervehicledetails/{vrn}’ endpoint, which is intended to be used by an administrator to retrieve all information associated with a particular VRN from the database. The OwnerTaxVehiclePaymentAllDetailsDTO contains the following variables:
[image: A screen shot of a computer

Description automatically generated with medium confidence] 
If I had more time, I would have implemented a method to return partial VRN matches from the database.
 





[bookmark: _Toc134486229]OpenAPI Documentation

Note: the OpenAPI documentation will not be visible via the URL ‘http://localhost:8080/swagger-ui/index.html#/’ as the Keycloak security configuration will not allow this. Please refer to the README.md for instructions on how to view the documentation. A future improvement would be to configure this to allow anyone to view the openAPI documentation via the localhost link, as I couldn’t figure out how to submit credentials to gain authorization.


[bookmark: _Toc134486230]Keycloak Security Configuration

In keycloak I set up ‘taxmanagementserviceadmin’ and ‘taxmanagementservicecustomer’ realm roles so that I could specify which endpoints each user would be able to access. In the SecurityConfig class, I enabled the admin to perform any operation at any endpoint, but the customer has restricted access to 3 endpoints:[image: A screenshot of a computer program
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I added Keycloak to the docker-compose file and set it up to import the TaxManagementServiceAuthRealm upon start-up of the application, Clients and Realm roles from the realm-export.json file. For some reason, the exported file doesn’t include the Users and I couldn’t find any template json files online that included the Users. Unfortunately, this means that the Users must be manually set up in Keycloak every time the application is restarted. 

The administrator role would be a DVLA clerk, as they would require create, read, update and delete access to the entire database. Realistically, the database would have several audit tables to capture any amendments made to sensitive data and record suspicious activities e.g. deliberate changes made to payment details.

The postman screenshots below demonstrate the authentication and authorisation process of a customer sending a post request to the ‘http://localhost:8080/submittaxapplication’ endpoint. 

A post request is sent to authentication server with the customeruser credentials and a JWT is sent back in response:
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The JWT can then be added to the post request:
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The post request is sent successfully and a 201 response is returned to confirm that the data has been added to the database:
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[bookmark: _Toc134486231]Automated Tests

All tests [2] utilise the Mockito third party library [3] to create mock services and repositories. Test classes have been created to test the happy and sad path of each of the Controllers by asserting the status codes returned from each request. 

Test classes have also been created to test the happy and sad path of each of the Services by testing the findAll() methods for each get endpoint, and the save() method for the post endpoint. Testing the service and controller classes also indirectly tests the models and repositories. The overall test coverage is 78%:
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[bookmark: _Toc134486232]Potential Improvements

Some features that would have improved the quality of the application include:

· Including input validation in the entity classes
· Setting up custom exceptions rather than throwing a superclass exception
· Instead of having jwkSetUri String hard coded in the SecurityConfig file, it would have been better to read it in from application.properties file. This would reduce the number of lines to comment/uncomment when switching between running the application in docker and running it locally
· Adding a few more unit tests to reach the DVLA’s minimum code coverage requirement of 80%
· Automatic creation of Keycloak Users when the application starts
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Link to github repository: https://github.com/elanwyevans/WebServicesRoadTaxManagementSystem
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http.authorizeHttpRequests()

//admin can perform any actions at any endpoints
.requestMatchers(HttpMethod.DELETE, ...patterns: "/**"),hasRo'Le("taxmanagementser\viceadmin")
.requestMatchers(HttpMethod.PUT, ..patterns: "/**"),hasRo'Le("taxmanagementser\viceadmin")
.requestMatchers(HttpMethod.PATCH, ...patterns: "/**"),hasRo'Le("taxmanagementser\viceadmin")
.requestMatchers(HttpMethod.GET, ...patterns: "/**"),hasRo'Le("taxmanagementser\viceadmin")
.requestMatchers(HttpMethod.POST, ...patterns: "/**"),hasRo'Le("taxmanagementser\viceadmin")

//customer can get from specific endpoints
.requestMatchers(HttpMethod.GET, ...patterns: "/cartaxexpiry/*").hasRole("taxmanagementservicecustomer™)
.requestMatchers(HttpMethod.GET, ...patterns: "/renewalcost/x").hasRole("taxmanagementservicecustomer™)

//customer can post from specific endpoint
.requestMatchers(HttpMethod.POST, ...patterns: "/submittaxapplication/*").hasRole("taxmanagementservicecustomer")

.anyRequest() .authenticated();




image9.png
POST ~  http://localhost:8090/realms/TaxManagementServiceAuthRealm/protocol/openid-connect/token
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public void setupDataToPostToDatabase() throws Exception {
//pre-populate db with tax info first
taxinformationRepository.save(new Taxinformation( taxclass: "Electric", priceinpencel2months: @, priceinpence6months: 0));
taxinformationRepository.save(new Taxinformation( taxclass: "Petrol/Diesel", priceinpence12months: 18000, priceinpence6months: 9900));

save(new OwnerTaxVehiclePaymentApplicationDTO( firsthame: "Wilff", lastname: "Evans", firstlineofaddress: "268 Panty Bryn"|, town: "Llanelli", post
save(new OwnerTaxVehiclePaymentApplicationDTO( firstname: "Blue", lastname: "Corcoran", firstineofaddress: "123 Tirycoed Road", town: "Ammanford"
save(new OwnerTaxVehiclePaymentApplicationDTO( firsthame: "Angharad", lastname: "Jenkins", firstlineofaddress: "34 Yspitty Avenue", town: "Llanell
save(new OwnerTaxVehiclePaymentApplicationDTO( firsthame: "Matthew", lastname: "Evans", firstlineofaddress: "24 Bryn Isaf Road", town: "Llansamlet
save(new OwnerTaxVehiclePaymentApplicationDTO( firsthame: "Scott", lastname: "Carpenter", firstlineofaddress: "54 Clos y Cwm", town: "Pontardawe",
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