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The Significance of GNSS Spoofing for OME
Having originally been conceptualised for military navigation purposes, GNSS (Global Navigation Satellite Systems) are now a critically important infrastructure for a wide range of timing and navigation applications, with receivers present in a multitude of devices [1] [2].
The first-developed, and contemporarily dominant, GNSS is the Global Positioning System (GPS). Created and managed by the USA, it operates 32 satellites on 6 orbital planes. Other global GNSS systems – currently all of which are only partially operable or in planning stages – include the Russian Federation’s GLONASS, the EU’s Galileo and China’s BeiDou. Two regional systems – the Indian Regional Navigation Satellite System (INRSS) and Japan’s Quazi-Zenith Satellite System (QZSS) are also under development [2].
At present virtually all military activity is heavily reliant upon GNSS, with ground, aviation and maritime infrastructure requiring the positioning and timing data provided for navigation, target acquisition and reconnaissance [1] [3]. This, along with the need to provide data for PGMs (precision guided munitions) makes the OME (ordnance, munitions and explosives) sector highly dependent on GNSS [4] . And with current trends towards the development of unmanned systems and equipment (USE), such as UAVs (unmanned aerial vehicles) and UGVs (unmanned ground vehicles), the demand for precision accuracy and high reliability is set to grow further [5] [4].
Despite their importance, GNSS, by nature, are vulnerable to interruption and attack through jamming and spoofing and understanding the threats posed requires a basic knowledge of their operation [2].
GNSS facilitate transmission of PNT (positioning, navigation and timing) data and are composed of three effective subsystems: (1) a constellation of MEO (mid-Earth orbit) satellites; (2) ground station apparatus, which communicate UTC (universal coordinated time) to the satellites; and (3) the end-user device, which receives RF (radio frequency) output from the satellites. GPS satellites transmit on three frequencies in the L-band spectrum (1176-1576MHz) [2]. 
At the receiver, signal reception processes are split into three phases. First, a receiver searches for RF links from satellites within LoS (line-of-sight), from which estimated ToA (time-of-arrival) data is received. The receiver then replicates the transmitted code and aligns it with the incoming code to ensure correlation. This enables ToA, carrier phase (the range from satellite to receiver in terms of cycles of the carrier frequency) and a pseduorange measurement estimate to be obtained. Following this, navigation data is decoded, providing the receiver with the ephemeris (satellite location data), and clock correction data. Clock correction data is crucial, because the receiver clock measuring the ToA is less accurate than the atomic clock data used on the satellites; therefore leading to ‘clock bias’ within the RF distance estimation. Accurate coordinates of the receiver are then obtained through manipulating these received data by carrying out rapid iterations of sophisticated calculations, which also account for factors such as ionospheric delay [2]. In order to determine the 3D position of the receiver (latitude, longitude & altitude), a total of 4 satellite links are required (rather than the 3 required for 2D position) [6]. A visualisation of this is presented below in Fig.1
[image: ]
Fig.1: Visualisation of the requirement for 4 satellite links from [6]
The performance and limitations of GNSS can be defined through four aspects:
· (1) Accuracy describes the relative similarity between the estimated receiver position and the true position. GPS satellites broadcast with <2.0m user range error. Receivers, in practice, generally determine position to within 5m, although dual-frequency receivers and augmented systems can have centimetre and millimetre accuracy.
· (2) Integrity defines the correctness and trust in the information supplied. The use of encrypted code for military GPS applications is an example of high integrity.
· (3) Continuity is the duration during which a GNSS can operate without faults or failures, or otherwise reliably.
· (4) Availability is the proportion of time where the GNSS system is usable
Physical degradation, due to EM wave characteristics, is a major limitation of GNSS. This includes ionospheric delay and loss of signal power through scattering, as well as lack of LoS to satellites, a frequent problem around large buildings known as the ‘urban canyon’ effect. This can cause positioning inaccuracies of up to 10m [2].
Jamming and spoofing generally refer to malicious attempts to degrade, interrupt or falsify the RF signals GNSS operate on. Jamming involves disrupting transmission of genuine RF signals, so that they cannot be detected by a receiver. Generally, this technique takes advantage of the fact that GNSS RF signals are of low power, given the need for them to travel the long distance from mid-Earth orbit to the lower atmosphere and ground. By using a RF transmitter and broadcasting noise at the same frequency but with greater power, receivers can be rendered unable to receive the genuine signal [7] [5].
RF spoofing of GNSS signals is a more sophisticated procedure and can be carried out via two separate methods. Known as ‘meaconing’, an intermediate device can be used to re-transmit a genuine GNSS signal to a receiver; however the receiver will calculate a position based on the information coming from the re-transmitted data rather than the original data from the satellite, creating positioning inaccuracy [7] [5].
Otherwise, RF transmitters are used to broadcast replica or fake GNSS signals. The intention of this can either be to attempt to cause a receiver to report an incorrect position or to overwhelm or confuse the receiver through a DoS-like (Denial of Service) attack. Code/carrier attacks describe situations where RF transmitters are used to produce replica GNSS signals which are then aligned with the genuine ones. The power of the fake signal is then increased above the genuine signal causing the receiver to track the fake signal, and allowing the attacker to change the code transmitted in order to cause the receiver to report a deliberately calculated false position. Alternatively, in a ‘navigation data attack’, multiple replica GNSS signals are broadcast, but only the navigation message content is manipulated rather than the signal code and carrier. This technique requires sophisticated knowledge of the functioning of the receiver. The purpose is to ‘confuse’ the receiver through DoS or to cause the receiver to malfunction through operating errors. This can render the receiver useless without a full system reset, allowing a long period of disruption beyond the cessation of the fake signals [7].
Whilst spoofing was previously the reserve of those with sophisticated equipment such as military and other state-level users, developments since 2015 have allowed spoofing to be carried out at extremely low cost. Key to this has been the use of cheap software-defined radios (SDRs), which have allowed simple and widespread spoofing of civilian GNSS signals [7].
Several examples of malicious GNSS spoofing by a foreign adversary are provided by case studies from Syria, Russia, South Korea [8] and Iran and the surrounding region. Iranian forces appear to haves sophisticated spoofing abilities, having been able to divert US military patrol boats from their plotted course and into Iranian waters, as well as mis-positioning a US UAV, causing it to land within Iran rather than at its scheduled base [5]. With this having proven the ability to manipulate encrypted military GPS to this extent, the potential implications of spoofing on PGMs and guiding aircraft and shipping courses are extreme and countermeasures are clearly required [9] [5].
Military or secured GPS currently uses an encrypted code – known as SAASM (Selective-Availability Anti-Spoofing Module) - so that receivers can check the authenticity of the signals they receiver and evade spoofed signals. This, however, provides no protection against jamming of GPS signals. Although operations to update secure GPS to a new M-type encryption, which includes specific anti-jamming measures, are underway, the weak nature of satellite signals will still leave GPS vulnerable to sophisticated jamming over large areas. Smart antenna are another feature being touted to alleviate the influence of jamming. Unlike the hemispherical coverage utilised by standard antenna, CRPA (controlled-reception-pattern antennas) focus several narrow beams directly at satellites whilst nullifying non-signal-receiving regions. This allows greatly improved signal reception and the blocking of interference to combat the effects of jamming [10].
Integration of other navigation and PNT resources into GPS-based navigation systems for military vehicles, vessels and craft is required in order to enable accurate navigation when GPS signals are being interrupted. Integrating the use of multiple GNSS signals into single navigation systems serves as another potential countermeasure to jamming and spoofing, and with the continued increase in operational satellites of newer constellations such as Galileo, is becoming a very feasible option [10]. As well as this augmentation of GNSS systems such as GBAS (ground based augmentation systems), which uses ground-based radio broadcasting to provide error corrections to receivers, shows to be a promising solution [11].
Protection against spoofing has so far focused mainly on detection of spoofing attacks through factors such as signal amplitude and signal arrival angle detection. Prevention of spoofing currently relies on symmetric key encryption which can allow a sophisticated receiver to differentiate between genuine and spoofed signals [5]. Despite these advancements, the deployment of multiple method spoofing attacks which use complementary strategies will continue to allow adversaries to disrupt use of GNSS [5].
Both the jamming and spoofing of signals are clearly very significant to the field of OME, given its critical reliance of GNSS and the potential high-stakes implications on assets such as PGMs and USEs. With the development of several countermeasures to these vulnerabilities still not preventing attacks from the sophisticated techniques deployed by certain foreign adversaries, further work is required in this area. In the meantime, the high-impact examples of spoofing from Russia and Iran, in particular, demonstrate how this activity has become an important strategy and feature of modern warfare and military exercise. Unable to definitively protect GPS, and with the progressing development of Russian and Chinese GNSS systems, the USA and western allies such as the UK will likely have to deploy their own jamming and spoofing activities in combat or electronic/radio warfare situations. 
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