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Abstract
The intention of this paper is to address two tasks proposed to the author. The first task put to the author was to conduct research into various tools. This part of the paper looks at a selection of the tools available, analysing and categorising the most popular and frequently used. For this section the author has also used their own experience as an incident responder as well as conducting research to identify tools used by cyber security specialists for the purpose of forensic investigation.
The second task requires the author to consider a case study based on a real-world scenario. This part of the paper discusses the case study and the various steps followed in an investigation. The author has provided details as outlined in the specification they received and supplied rational and/or explanation for actions the investigator would have taken. The author has elaborated on the additional actions the investigator should/would have taken that were not disclosed in the specification they were provided.

I. [bookmark: _Toc44407358]Introduction
As a concept computer forensics is unchanging. Its purpose is to undertake a structured investigation in order to collect and preserve evidence from a device which will provide a documented chain of how it was used and who by. Computer forensics utilises investigation and analysis techniques in a manner that would be suitable to be presented to a court of law.
The methods used in computer forensics have some degree of variation, with a large selection of tools available for a forensic investigator to use. The tools available range in skill level and are available through open and closed sources. The market for these tools is expanding and companies are creating tolls for the various elements of a forensic investigation, for example tools to facilitate packet captures, to analyse hard drives, to recover lost or deleted files and to protect evidence. The tools used most frequently by computer forensics professionals are looked at further by the author in the next section.
[bookmark: _GoBack]It is important that any company is prepared to handle a cyber-incident. Many companies will have a plan such as an incident response plan which will outline the steps that should be taken in the event of an incident. This may advise on steps such as evidence gathering, documentation and communication.
Computer forensics is a specialised field and the professionals within this field are required to ensure that their skills remain current and relevant. This is achieved through a combination of training and hands-on experience. As with any profession there are different skill levels and responsibilities, for example a forensic analyst may be trained to triage and analyse an incident however they are unlikely skilled to perform the function of an expert witness in a court case. 
For this reason it is unusual for a company to have a fully operational forensics capability as part of the staff. In these cases the company may hold a retainer or call-out contract with a computer forensics company who offer these services. In other situations they may call on the Government for assistance. For example in the UK the NCSC provide advice, support and guidance to UK businesses on cyber security matters. [1]
At the start of an investigation into an incident it will be important to determine what level of skill is required. For example, an incident relating to misconduct could be dealt with ‘in-house’ and require involvement from an analyst to conduct analysis. In contrast an investigation into illegal activity will likely require a forensic investigator as a minimum and potentially an expert witness if there is a likelihood that the case will go to go to court.
Generally there are five stages to a forensics investigation. They are:
1. Identification – This is where the investigator will identify the various potential sources of information. This could be the devices, key individuals or locations of data.
2. Preservation – This stage refers to the documentation of relevant information about the evidence and how it was obtained whilst protecting the crime/incident scene. Actions in this stage include taking photographs of evidence in its found/received state.
3. Collection – In this stage the evidence is protected from accidental or purposeful corruption whilst collecting the relevant digital evidence. Actions could include creating an image of a drive or printing out information. 
4. Analysis – This is where the investigator draws conclusions from the evidence found. This may include user generated files such as videos or word documents.
5. Presentation – The final stage is the presentation of the information and findings in a report. This report would be in a standard, recognised technique and methodology and could be replicated by another examiner.
The steps are interchangeable and repeatable within an investigation. For example the first steps may be repeated should new evidence become available.
II. Research into tools available
Developers have created several tools that facilitate computer forensics, allowing research and investigation to be more effective. The selection process of which tool an individual or company may use is dependent on factors such as budget and expertise available. 
The tools available can be broken down into multiple functionalities. NIST [2], (National Institute of Standards and Technology) provide an online searchable catalogue of computer forensics tools and techniques. This resource is available for anyone to use to gain additional knowledge on existing tools and techniques or to research what else is available. The NIST website provides a diverse list of categories to choose from in order to focus an individual’s search.
There are many categories of tools on the market, Pavitra Shankdhar provides the following comprehensive list of categories in his article on popular computer forensics tools [3]:
· Disk and data capture tools
· File viewers
· File analysis tools
· Registry analysis tools
· Internet analysis tools
· Email analysis tools
· Mobile devices analysis tools
· Mac OS analysis tools
· Network forensics tools
· Database forensics tools

Whilst this list covers a large proportion of the different tools available there are others that would not fall into these categories. Other tools widely used by cyber security teams include Security Information and Event Management (SIEM) tools, packet analysers, network discovery tools, memory forensics tools and open source intelligence (OSINT) tools.
The type of tool required will depend on the stage of the investigation. For example, SIEM tools are predominantly used for monitoring and therefore are more likely to be utilised at the detect stage of an investigation.
In order to be competent in using the various tools a specialist will require regular use of them or training on how to use them. Understandably it would not be practical to have a separate tools for each and every category and thankfully developers also realise this. Many of the tools available can perform multiple functions or/and are capable of integrating with others. This allows an analyst or investigator to complete their investigation through a single pane of glass.
Using their own experience and research the author has selected some of the tools currently available that are popular in this field.
II.I EnCase [4]
EnCase is a multi-purpose platform from Guidance Software. The software allows for the efficient collection of data from various devices in order to facilitate analysis. It also has a function to produce a report based on the evidence identified to be used by the investigator.
The attractive features of this tools include the function it has to create a forensic image of suspect media and the possibility to perform mobile phone analysis.
The major negative for this tool is that it is not available through open source. EnCase is known to be expensive and therefore is usually only procured by businesses with a dedicated forensics capability and/or an active requirement for this type of software. 
II.II FTK Forensic Toolkit & FTK Imager [5]
The FTK Forensic Toolkit is a multi-purpose software from Access Data and holds a suite of capabilities that can be utilised by a forensic investigator and is a court cited tool. Some of the capabilities it hosts are email analysis, file decryption, data visualisation and a powerful malware detection function called Cerberus. In addition to the FTK tool, Access Data also offer the tool FTK Imager. This tools facilitates investigators to image hard drives, CDs and USB devices via a standalone software. It also allows investigators to perform a preview of data files found on images.
Both these tools are available to users via a free download, however, whilst FTK imager does not have a cut off point for free use, the FTK forensic toolkit has a time limit on its use. To continue using its functions after this period the user would need to procure a licence.
II.III X-Ways [6]
X-Ways is a German based company that make various forensics tools. It creates a workspace for an examiner to use. Their products are:
· X-Ways Forensics – this is an advanced integrated forensics platform providing a host of functions
· X-Ways Investigator – this is a reduced version of the forensics offering
· WinHex – a computer forensics, data recovery and IT security tool
· X-Ways Imager – a tool to facilitate disk imaging and cloning
· F-Response – a tool to facilitate remote analysis
The F-Response tool is particularly useful for investigators as it allows investigators to access the storage devices of a remote computer. It will also allow an examiner to collaborate with others with the software.
As with EnCase this these tools are not available open source, therefore they are not openly available to the public.
II.IV Autopsy [7]
Autopsy is an open source hard drive investigation tool. As it is open source it is freely available. This tool is commonly used to retrieve and restore deleted/lost files in a drive. It allows an investigator to analyse hard drives and smartphones.
It works well in conjunction with The Sleuth Kit, which runs behind Autopsy and is made up of a series of command line tools.
II.V Wireshark [8]
This tool is used to analyse network packets. It allows an investigator to examine the traffic traversing a computer.
It is a widely used tool that is free and open-source.
II.VI Maltego [9]
This is an interactive data mining tool. It can be very useful in gathering OSINT. It assists investigators in identifying relationships between information on the internet from various sources, providing a visualisation to the investigator.
There are 4 versions of this tool that are designed for either commercial or non-commercial use. Bothe the non-commercial version and the restricted commercial versions are free to use, however the remaining 2 versions do have a fee applicable.
II.VII Volatility [10]
This is a framework written in Python that supports memory forensics. It is an open-source framework for malware analysis and incident response. It is used for the analysis of RAM.
As it is Open-Source it is free to use, however it would require an individual to be able to use and understand Python.
II.VII Sans investigative Forensics Toolkit (SIFT) [11]
This is an Ubuntu hosted computer forensics distribution that facilitates incident response and digital forensics. It is a collection of 3 open source tools created by Rob Lee for SANS, a training provider. 
The main disadvantages of these tools are that they require the investigator to use Ubuntu and therefor are not usable on a Windows device and training to use them is only available directly through SANS via one of four courses they host. These courses are not free, currently costing $7,020 USD.
II.VIII LogRhythm [12]
This is a SIEM tool. LogRhythm collects log and event data from a variety of sources within a network and collates them in a central platform. It can be used to detect, respond, mitigate and neutralise potential cyberthreats. It can be used to in collaboration with other tools to generate evidence and supporting information in an investigation as it stores and records logs from the network this can effectively contain the digital fingerprint for a cyber-crime.
Whilst LogRhythm is not free to use there are other SIEM tools that do offer an open source option. This usually has a condensed amount of the functions available to a user.
II.IX NMAP [13]
This is a free open source vulnerability and network discovery tool. It allows the user to conduct analysis of hosts and services on a network. It can be useful in discovering security risks and uncovering open ports.
It is written in Linux command line, therefor any investigator would need to know the relevant commands in order to use it.
III. Case Study
An individual visiting Heathrow International Airport was identified as a terrorist after his face matched with the terrorist list. The individual attempted to escape the police when they confronted him which resulted in him being shot by the police. The individual had been planning to bomb the Mason International Airport in Fiji and had been carrying a laptop briefcase at the time of the altercation with the police.
The Heathrow Police Departments Chief Investigator, Mr Mark Wales contacted a detective named John from a professional investigation service and appointed him to investigate the brief case and its contents.
The author has looked at the forensic methodology used by John in his investigation as outlined in the specification [14] they were provided. The bullet points below describe the actions completed by John as known to the author from the specification.
· John was provided with the Dell laptop that was in the terrorists’ possession at the time he was confronted by the police along with the laptop bag that it was in. He was also supplied with photographs from the crime scene and fingerprints matching the terrorists. When received the laptop was in Stand By mode.
· Before preparing a chain of custody document and storing the original disk, the author is advised that John used a Cannon digital camera to take photographs of the computers screen. He also noted that the Operating System (OS) used on the device was a Microsoft Windows XP Professional.
All the items that John would have received will have been seized and documented by the police before being handed over to John. His initial actions will be to complete the identification and preservation stages of the forensics investigation. This would require him to identify the various sources of evidence and information and its location. He would then need to capture visual images of the evidence and document all its relevant information. This will effectively preserve the evidence. In the specification the author identifies that John undertook preservation steps by taking photographs of the device and noting the OS it used.
John would then move on to the collection stage of the investigation. As the device was in standby mode John would have the opportunity to collect live volatile evidence. This would need to be done in the order of volatility: 
1. Registers, Cache
2. Routing Table, ARP Cache, Process Table, Kernel Statistics, Memory
3. Temporary File Systems
4. Disk
5. Remote Logging and Monitoring Data that is Relevant to the System in Question
6. Physical Configuration, Network Topology
7. Archival Media
There is a best practice approach an investigator should use to complete digital evidence collection in instances where the device is seized whilst powered on. Firstly the device should not be switched off and the investigator should then photograph the computer screen, which John did. They should then collect the live data, starting with the RAM data as this is the most volatile. This could be done using a tool such as volatility if done locally or f-response if done remotely. Following this the investigator should collect any other relevant live data. This could include information regarding logged on users or processes that are currently executed.
At this point the investigator will be able to detect if there is hard disk encryption present. If so they would need to collect a logical image of the hard drive, either locally or remotely. The next step will be to cut the power to the device. In this scenario John has been presented with a laptop so he should remove the battery.
John’s next tasks will be to document and diagram all cords and devices as well as recording the model numbers and serial numbers.
John will now be ready to image the hard drive of the device. He should use a write blocker when doing this in order to preserve the evidence on the device. Once the hard drive have been imaged and verified (hashes match) all the components should be packaged in anti-static evidence bags. These should be stored securely away from magnets and other potentially damaging elements.
Throughout these steps John would be documenting what has been done.
· John was tasked with retrieving multiple items. The items required were:
1. Any MS Word, Excel, PDF, Images files (jpeg, giff, bmp, tiff), video files (avi, mpeg, dat, mov) and audio files (mp3, wav and rm) related to the case.
2. MS Outlook contacts, email messages, messenger chat history, cache files, Temporary Internet files
There are a variety of tools that can be used to facilitate this. As John would be in possession of an image of the devices hard drive he would be able to analyse this to detect and retrieve items. He could use tools such as EnCase, FTK or Autopsy that allow the investigator to browse files on a hard drive. These tools will also allow you to analyse files such as PST files which are used for emails etc.
The investigator would need to mount the drive onto their chosen tool and complete analysis actions.
· John identified numerous video files that had content relating to one of the following subjects:
1. 9/11 bombings
2. Videos of terror camp practices by terrorists
3. Kidnapped hostages being killed
4. Leaders of various terrorist outfits delivering motivating speeches
5. Personal family videos of the terrorist sharing light moments with his wife and children
6. A video lasting 30 minutes of both the Heathrow International Airport and the Mason International Airport in Fiji
7. A video taken inside a hotel room that also included 6 other suspects.
John would make a detailed list of the videos and he would also prepare a document providing a brief explanation of each video. This would provide an overview of the videos to anyone involved in the case and remove the need for them to also view the video. This would also serve an additional purpose in that it would remove the need for any additional people to handle the evidence thus reducing the risk or corruption and contamination.
· The terrorists association to a particular terrorist group was confirmed by the presence of their logos. There were photographs of both airports taken by the terrorist. These photographs were in great detail which provided confirmation of the associated terrorist groups intentions. 
· In addition to the photographs documents related to “How to make chemical bomb”, “How to prepare for Jihad”, “How to be a suicide bomber” along with other materials were also recovered. There was one document in particular that caught John’s attention, “How to bomb Mason International airport”. The article contained instructions from a number of people on how to spread terror at Mason International airport, Fiji. This strengthened his certainty of the accused involvement in the crime.
As discussed earlier the investigator will be able to analyse the files stored on the hard drive image. The Outlook data file (OST files) is saved in the drive:\Users\user\AppData\Local \Microsoft\Outlook. Data will be saved locally here including contacts, tasks and calendar. 
· The contact names that John uncovered from the terrorists MS Outlook matched those found in earlier documents. John also uncovered Excel spreadsheets that held bank account names along with details of the deposits of funds into the accounts.
· The laptop bag also held evidence in the form of documents and immigration visas which clearly linked him to other terrorist organisations.
· John would have prepared a report of his forensics analysis for Mr Mark Wales. In addition, he would have prepared an invoice for his professional service. 
John’s services may have been procured in one of two ways, either through a retainer contract between the Heathrow Police Department and the professional investigation service or they may have commissioned them to complete the forensic investigation.
There are a lot of tools on the market that facilitate the creation of a report for the investigator. For example EnCase allows an investigator to create a case when starting their investigation and logging data to it. One the investigation is complete the investigator can generate a report for further dissemination. 
Throughout the investigation John would have made contemporaneous notes. This will be completed in enough detail that the investigation could be reproduced by another forensic investigator/examiner.
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