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[bookmark: _Toc31377419]1. Introduction
This Individual Project Report will be referring to the project of Biometric Registration System (BRS). It will include information on the Risk management that will state the risks involved, an explanation of the strategy to avoid the risks and a Probability Impact Matrix to see the impact of these risks. There will be a section on the code of practice that will explain the sustainability, ethical and legal issues while referencing to different Code of Conducts that will ensure the project’s success. Then a section on the quality assurance of the project, showing how quality metrics will be met throughout the development. By completing this report, the project being created will be completed to a higher standard.

[bookmark: _Toc31377420]2. Findings
[bookmark: _Toc31377421]2.1 Risk Management
[bookmark: _Toc31377422]Risk1 – Scheduling Flaws
As software development can be unique in the way that sections can be underestimated with the amount of time planned for them.  The easiest of tasks can turn out to be time consuming as there are many different constraints that are hard to plan for.
To manage this risk all development tasks will need to be planned thoroughly and given longer than expected to be completed. When breaking the development tasks down it will be best to have more smaller tasks as progress will be monitored easier. Team communication will be key as meeting will identify scheduling flaws [1].

[bookmark: _Toc31377423]Risk2 – Bugs found in code
When developing a software project, it is inevitable that bugs will appear in the code. This will be due to either human error when coding or aspects that weren’t tested in the QA section of the project. 
This risk can be managed by frequently testing the code to make sure that these bugs can be eliminated. Also, if a bug in the code is found by a developer then it should be reported so that this bug can be fixed and not affect the project or the projects timescale.

[bookmark: _Toc31377424]Risk3 – Hardware not interfacing with the software
As the hardware purchased for this project is from a third party supplier, the team will need to develop the software so that it can interface with the specific output of the hardware. The fingerprint sensor outputs a specific id for the user that just used the fingerprint sensor.
To make sure this risk does not affect the project the id outputted will have to match the id of the student in the database, otherwise this id outputted by the fingerprint sensor will not match a student in the table. This will have to be planned so the id of the student is formatted in the same way the unique id is outputted from the fingerprint sensor.
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[bookmark: _Toc31377425]Risk4 – Design Planning
When developing a project with a front end, developers can rush the design to start the code [2], as to the developer designing is wasting time when they could be coding. In real case, designing is a really important part of a project as it provides something to refer to.
To monitor this risk the team will plan time to design each page of the website. This will also give the website a single house style as all the page layouts and colour scheme will be the same.

[bookmark: _Toc31377426]Risk5 – External Risks
In all projects there are external risks that the team members will face. Some of these could be injuries, transport or the inability to complete a task.
This risk can affect a project highly as if a member is not available to complete the task because of these reasons the project can fall behind schedule. This will be monitored by close communication and if anything happens then the other team members will need to step up and help where the others are falling behind. 

[bookmark: _Toc31377427]Probability Impact Matrix
Refer to Appendix 1 – Probability Impact Matrix for this section.
Risk 1 is the highest risk on the graph. The reasoning for this is the probability of scheduling flaws is quite high as the uniqueness of writing code. There are problems that arise when coding that cannot be planned as these problems come from code that you have previously written. You cannot plan for a problem like image positioning on a page that hasn’t ben coded as you do not know the classes used and width and height of the image. This risk also has a high impact as when these problems arise a time scale cannot be predicted. This will greatly affect the project as the schedule will change.
Risk 2 is the next biggest risk, as the probability of finding a bug in the code is almost inevitable. This is the case as human error can occur such as leaving out one character in the code or miss spelling a key word. The impact of finding a bug in the code will be significant as the bug could cause errors and stop connected functionality from working. 
Risk 3 has the third biggest effect on the project. As seen in the Probability Impact Matrix the probability of the risk occurring is low. There was lots of prior research before purchasing the hardware to make sure that the output could be handled and align with the project requirements. The impact of this is significant as if the hardware cannot interface with the software some of the main project objectives are not met.
Risk 5 is the next risk to affect the project. The probability and impact are both moderate for this because if a team member experiences one of these problems, others will need to step in and take on more work.
Risk 4 is the smallest risk with the lease impact and probability. This is the case as without a design then the project will take longer to complete and will be completed to a lower standard [3]. But the team have scheduled time to plan the projects design, as planning is a critical part of self-regulation as this will change the project intentions to actions [4].

[bookmark: _Toc31377428]2.2 Code of Practice
[bookmark: _Toc31377429]2.2.1 Sustainability
2.2.1.1 First Order Sustainability Analysis
New hardware
A issue with creating a project is obtaining new hardware. This hardware will need to be shipped to the developer to implement into the system, the team needs a fingerprint sensor and a server. These will be shipped to them and this give out emissions from transport.
Driving to meetings
There will be weekly team meetings in the university, this means all team members travelling to these weekly meetings. This is bad for the environment as there are greenhouse emissions as a direct effect such as fuel and power waist [5]. Car sharing is a good improvement to this as there will be less fuel used by the individual when travelling as one car will be used for the team [6].

2.2.1.2 Second Order Sustainability Analysis
Paper Use
This project will improve the university’s paper use. As most registers are taken on paper, then transferred by the lecturer into a computer system. By bypassing the paper register these won’t be needed and will not end up in the being wasted after the transfer [5].
Printing
Also, there is a sustainability issue with printing as the ink use in the packaging is black plastic meaning it is non-recyclable, so all empty ink cartridges will end up on landfill sights. Using the fingerprint sensor system there will be no printing needed saving on waist and power consumption from printers.

2.2.1.3 Third Order Sustainability Analysis
Less Waist Across the Country
In the long term, across the country there will be less waist provided by institutions that adopt the system. As there is no physical waist created from this project after installation. This will cause less landfill sights to fill up with black plastic and paper.
Less Emissions
As there will be less waist created once the project is implemented into a university. When collecting the waist, the collection vans will not be as heavy. This will cause less fuel consumption when transporting the waist, so therefore less emissions created from the vehicles.

[bookmark: _Toc31377430]2.2.2 Ethical
When creating this project, the developer will need to refer to the Software Engineering Code of Ethics. This document states the moral and professional views of the developers, so sticking to the Code of Ethics will ensure the project is more ethically correct.
To be ethically correct the project will need to ensure security in the system and employees. If a data company offers to obtain the data from the system, the offer will need to be declined. This is the case as selling user data is ethically wrong and will go against the company’s ethics.
An ethical point is that the system will be able to tell where the students should be as it will be able to generate a timetable. This will have to be securely stored as this will show where everyone will be at certain times. It would be ethically wrong if this gets breached.
Once the students leave the university the system will still have all their data. It would be ethically wrong to keep this data as it will not need to be used anymore. In the EU Ethics and data protection document there is a section on deleting and archiving data. To comply with this, after every academic year the system will need to “securely delete the data in the entirety” [7].

[bookmark: _Toc31377431]2.2.3 Legal
The fingerprint sensor will be saving the students fingerprints locally so it can recognize the student when they use the sensor. As it is stored locally the biometric data is not being transferred over the network limiting a leak. To identify with the GDPR code of conduct, before getting any biometric data the student will have to consent to it. This consent must be freely given, specific of how the data will be used and inform on any data processes that will be made on the data [8].
The IEEE code of conduct states, “we will be respectful of the privacy of others and the protection of their personal information and data”[9]. In this project there will be lots of personal data being transferred and stored. All this data will need to be encrypted to meet this point and it will as the project will use PHP to encrypt and decrypt all stored data using AES-256-CBC.
When completing database administration, the BCS code of practice stated the administrators need to, “Refrain from accessing data which you have no need to see” [10]. In the project the database will need access to all staff and student details as this information will need to be shown on the webpage. When accessing the data, it will all be used behind the firewall of the university so it will not be accessible to breached until the hacker has got through the firewall into the universities network as an administrator.
Another legal issue is the users viewing and changing of the student data and using it to their advantage. All users will be logged in to the system when they interact with any part of it. This will ensure that all changes and requests can be audited. The audit history will be stored so that if anything in the future happens then the administrators can look back at the history and see who was logged in to show who created the problem.

[bookmark: _Toc31377432]2.3 Quality Assurance
To assure quality in the project, when testing the sections of the application there must be no exception for any dropped packets. If this is the case, then the root of the problem must be found. When sending the time stamp information from the fingerprint sensor to the server, if this is not posted correctly then the student records will be wrongly updated. This could lead to consequences as the lecturers will find out about this and question the student on why they were not in attendance. Whereas it was a system error, so dropped packets or errors when using the network cannot be tolerated.
When looking at quality for a software project, the ISO 25010 Software Quality Model will help ensure that a satisfactory level is met. Firstly, looking at the functionality, to make the project application secure the access control of the system will be managed. Each user will have their own unique login, so only the authorised user can access the sections of the application that they specifically need to interact with. If the system fails then there will need to be a recovery process in place. To do this there will be daily backups of the database and web application. These backups will need to be stored, onsite and offsite.
Usability is another important section of the Software Quality Model. Using the technique of SMART Measures, the web application that the user will be interacting with will need to be understandable and learnable. To measure this objective, all the colour schemes and text on each webpage will need to be readable and legible. To achieve this the colour schemes used have to make the correct words stand out. When creating the colour scheme, it will be tested using other students and lectures to ensure it is achievable. This usability objective is realistic as there is a mass of people that can give an opinion on the colour scheme, all these people are easily accessible to be shown making the point timely.
The web applications navigation will need to be intuitive. This will be done by including easy navigation menus and keeping the layout and structure of the website simple. The point can be measured by the user being easily able to navigate to all the webpages through any page on the web application.

[bookmark: _Toc31377433]3. Conclusion
To conclude, the risks highlighted in the report are significant but sticking to the strategy for managing the risks, they will be kept low. All the code of practice will ensure that the project will meet more standards. As it will be more sustainable, ethical and legally sound more universities would like to obtain the project. By following this report the project will end up being streamlined and able to meet more industry standards.
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