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Task 1: VM creation and Operating System installations.

In figure 1, VirtualBox version 6.1.18 has been downloaded from the official virtualbox.org website and installed. 
The ‘new’ option has been selected and a Microsoft Windows version Server 2019 (64bit) named server1 has been inputted. 
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Figure 1 - creating virtual server.









Figure 2 shows the two servers and two clients that have been created in Virtualbox. Server 1 and 2 are Windows Server 2019 (64bit) and clients 1 and 2 are Windows 10 Consumer Edition (64bit)
Each VM has been configured to the following specification:
· Memory 4096MB
· Hard disk - virtual hard disk - VDI (Virtual Disk Image) 
· Storage on physical hard disk window - size value 25GB
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Figure 2 - creation of servers and client












Figures 3 and 4 show the selection of the Windows Server 2019 and Windows 10 Consumer Edition ISO files that have been downloaded. These are selected in VirtualBox under the associated server and client storage settings and then the virtual SATA optical drive. 
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Figure 3 - Server 2019 ISO selection
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Figure 4 - Windows 10 ISO Selection
Figure 5 and 6 show the additional settings to optimise the virtual machines. PAE/NX which stands for physical address extension is recommended for 64bit operating system as it allowed the processor to use additional memory. 
Another recommended setting is to allow 128mb of video memory for each virtual machine. 
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Figure 5 - Enable PAE/NX
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Figure 6 - Video memory to 128mb
Next the virtual machine ‘server1’ is started by selection the start option in VirtualBox.
Figure 7 shows the setup screen for the installation of Windows Server 2019.  The time and keyboard options are changed to UK and the next button is selected. 
The setup options were followed and Windows Server 2019 Datacentre edition was installed.
An administrative password was set to P@ssw0rd. 
The operating system was installed and the welcome to windows login screen was displayed.
The ‘input’ menu was selected from VirtualBox host and Inset CTRL-ALT-DELETE was selected. 
Server1 was logged into with the administrator account and the password. 
The same process was followed for Server2. 
Client1 and client2 were setup following the Windows 10 setup options.
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Figure 7- Installation of Server 2019

Task 2: Virtual Network Configurations
Figures 8 and 9 show the network adapter settings on server1. 
Two virtual adapters are created and attached to the ‘internal network’ 
· Adapter1 is called PublicNet
· Adapter2 is called PrivateNet1 
The same is configured on server2 using the following settings.
· Adaper1 is called PublicNet
· Adaper2 is called PrivateNet2 
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Figure 8 - Network Adapter Settings
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Figure 9 - Adapter 2 on server1




Both server1 and server2 are booted and the network adapters are selected under the ‘change adapter settings’
· Adapter 1 is renamed to PublicNet
· Adapter 2 is renamed to PrivateNet1 (on server1) and PrivateNet2 (on server2) 
· Internet Protocol Version 4 (TCP/IPv4) properties are selected on each adapter on server1 and server2. The IP addresses are configured as shown below in figure 10.
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Figure 10 - IP Address settings

Figure 11 shows the IPv4 settings being configured on adapter PublicNet on server1. 
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Figure 11 - Configuring IPv4

Single virtual adapters are created on client1 and client2 and named PrivateNet1 and PrivateNet2.
Both clients are booted up and the network adapter are renamed as per figure 10 above. 
Figures 12 & 13 show the virtual adapter and windows adapter settings on client1. The same is done for client2. 
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Figure 12 - Virtual adapter on client1
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Figure 13 - IP address settings on client1

Windows Firewall settings are disabled on server1 & 2 and client1 & 2 by navigating to the firewall settings in control panel and selection to turn them off. 
Figures 14 and 15 display the disabled firewalls. 
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Figure 14 - Disable firewall on server1.
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Figure 15 - Disable Firewall on client1
Figures 16 & 17 show successful pings between server1 and client1 and server2 and client2. 
These are done to test connectivity between the servers and client and to confirm that the network has been setup successfully. 
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Figure 16 - ping from server1 to client1
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Figure 17 - ping from server2 to client2
Task 3: Observational Tasks
3 a) Describe the main differences between Type 1 and Type 2 Hypervisors. Identify benefits and drawbacks of both and provide some example Vendors?
Hypervisors are applications/software that allow the setup, creation and running of virtual machines on a dedicated platform (VMware Inc, 2021). 
An example of a virtual machine would be running another operating system within the ‘virtual machine’ software on a laptop. The virtual machine would use the hardware and resources from the laptop to run the virtual machine. 
In the examples above, VirtualBox has been used as the hypervisor to run the Windows 10 and Windows Server 2019 virtual machine. The hypervisor runs on a Lenovo Thinkpad L390 running Windows 10. The virtual machines have a share of the hardware available on the Lenovo’s hardware, which is managed by the hypervisor (medium, 2019).
VirtualBox is a type 2 Hypervisor, as it runs on a host operating system. It uses the host operating system to undertake some of the tasks for the virtual machines. It is a very popular hypervisor for the home user:
VirtualBox is a powerful x86 and AMD64/Intel64 virtualization product for enterprise as well as home use. Not only is VirtualBox an extremely feature rich, high performance product for enterprise customers, it is also the only professional solution that is freely available (Oracle VM VirtualBox, 2021).
Type 1 hypervisors work differently to type 2 and are designed to work directly on top of hardware and do not rely on an underlying Operating System. The hardware is usually dedicated for use by the hypervisor and comes with improved performance in comparison to hype 2 hypervisors (Burns, 2017).
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Figure 18 - Hypervisor types (medium, 2019)
Some advantages of type 1 hypervisors are that they are very efficient as they have direct access to the hardware. This also makes them more secure in comparison to type 2 hypervisors, as there is no operating system in-between, thus making them less susceptible to ‘man in the middle’ vulnerabilities (Burns, 2017).
Type 2 hypervisors have the advantage of being easy to use and setup, and as they run on an underlying operating system, there is support for multiple hardware. A novice could easily install an additional operating system on their host system following simple step by step instructions (IBM, 2021).
Some examples of hype 1 hypervisors are:
· VMware ESXi (Elastic Sky X Integrated) by IBM
· KVM (Kernel-Based Virtual Machine) by Linux
· Microsoft Hyper-V by Microsoft 
· Citrix Hypervisor by Citrix
Some type 2 hypervisors are:
· VirtualBox by Oracle
· VMware Workstation/Fusion by IBM
· Windows Virtual PC by Microsoft 
· Parallels desktop by Parallels 

















3 b) What is the significance of the subnet mask in IPv4 addressing?
The subnet mask is used to create sperate network addresses (range) from an IP address. The subnet mask compromises of a 32bit number, with the bits either set to 1 or 0. 
Along with the IP addresses and the gateway, the subnet mask forms a vital part of the network structure which network rely on to communicate with one another. 
Subnetting can be used by companies and organisations to sub-device IP addresses to create separate networks from a host. This is useful where a company or business may have multiple sites and need to create separate LAN’s for each location. 
An example of this is shown below:
· Host IP of 192.168.0.1 with a subnet mask of 255.255.255.0 would create the network range of 192.168.0.1 to 192.168.0.254.
The first address in the network range is always reserved for the network identification address (which would be 192.168.0.0 in the above example) whereas the last address in the range is reserved for the broadcast address (which would be 192.168.0.255) (Network and Broadcast address., 2021). A subnet mask is a 32-bit number created by setting host bits to all 0s and setting network bits to all 1s. In this way, the subnet mask separates the IP address into the network and host addresses.

Using the same network address and applying a different subnet mask would reduce the number of available IP addresses within the network, whilst providing the availablility to create 2 separate networks. An example of this is show below:
· 192.168.0.1 with a subnet mask of 255.255.255.128 creates the available hosts: 
· 192.168.0.1 - 192.168.0.126 with 192.168.0.0 reserved for network and 192.168.0.127 for broadcast address. 
The remaining hosts in the 192.168.0.0 range can then be further sub-netted to the following:
· 192.168.0.128 with a subnet of 255.255.255.128 creating the available hosts:
· 192.168.0.129 - 192.168.0.254 with 192.168.0.128 reserved or the network address and 192.168.0.255 for broadcast address.
Each IP address represents a single device on an IP network and are 32bit binary addresses. The subnet mask is used to break the address down into four 8bit octets. (avinetworks, 2020) This is displayed in figure 19 below. 
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Figure 19 - Binary IP address (Shuff, 2016)

The internet and networks can comprises of millions of networks, with varying sizes, and therefore IP addresses are divided into classes.
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Figure 20 - IPv4 classes (Bass, 2018)
Class A subnet have a subnet mask of 255.0.0.0 and represent the largest subnet as they contain the most usable hosts. They are used by extremely large networks such as ISP’s and are usually allocated as internet addresses.
Class B and C contain a smaller number of hosts and are usually used by medium and smaller sized companies.
A Class B subnet mask claims the first two octets for the network, leaving the remaining part of the address, the 16 bits of octets 3 and 4, for the subnet and host part. Class B is for networks with 256 to 65,534 hosts (avinetworks, 2020).
In a Class C subnet mask, the network portion is the first three octets with the hosts and subnets in just the remaining 8 bits of octet 4. Class C is for smaller networks with fewer than 254 hosts (avinetworks, 2020). 
Class D and E addresses are reserved and usually used for testing purposes. Solarwinds (2019) provides a good explanation of what these two classes are used for:
The uses of Class D and Class E IP addresses are mostly reserved for experimental purposes. For instance, a Class D IP address is almost exclusively reserved for multicasting applications. (Multicasting is a method of routing data on a computer network that allows a single or group of senders to communicate with a group of receivers). Unlike Classes A, B, and C, Class D is not available for use in normal networking operations. They don’t have subnet potential because there are no host bits within the Class D address space.  
Class E is often cited as having been created for future use, research, and development. Although these IP addresses are reserved, their actual use has never developed. As a result, most network implementations disregard this class altogether. In fact, Class E is sometimes classified as illegal or undefined. The one exception is IP address 255.255.255.255, which can be used as a broadcast address (a network address in which devices connect to a multiple-access communications network). 














3 c) Cloud computing has revolutionised the way that enterprise networks are hosted. Describe the use of cloud computing including its benefits and drawbacks and identify example vendors within the industry?
Cloud computing is the use of infrastructure resources hosted in a remote data centre accessed via the internet. Many organisations now make use of cloud computing as it reduces the need to run ‘on-premises’ data centres. 
Some of the benefits and constrains of cloud computer are provided below:
Benefits of cloud computing:
· Easily scalable – cloud computing can easily be scaled up and down to meet your business needs. The servers are run as virtual servers and resources can be managed easily by the administrator.
· A cost-effective model – Cloud computing is a subscription-based model where you only pay for what you use, normally monthly. This can be more cost effective than having to purchase data centre hardware which may be underutilised and is costly. 
· Resilience – most cloud computing providers are housed in state of the art, secure and resilient data centres and provide backup connections to the internet.
Some disadvantages of cloud computing are:
· Cost – Cloud computing costs can easily spiral out of control if not setup in the correct manager. Some systems can be set to auto-scale to demand meaning that additional resources are automatically provided if the load increases, which would then be charged to the customer. Resource limits needs to be set on systems to prevent this.
· Resource sharing – some cloud systems share hardware resources with other customers which can cause poor performance.  
· Security – Cloud systems can be insecure if not configured correctly by the system administrator. The information hosted in cloud systems should be assessed to ensure it is suitable for the host. Hosts should meet the required standards and legislation such as ISO 27001 (BSI, 2019) to comply with Data Protection Act. 
Some examples of current cloud providers in the industry are:
· Microsoft Azure – Microsoft’s cloud offering with a large number of built-in services. Microsoft have cloud hosted data centres across the globe. (Microsoft, 2018)
· Amazon Web Services (AWS) – Public and private cloud services provided by Amazon. They are one of the market leaders in cloud services and have partnered with VMW for server virtualisation. (Amazon Web Services, Inc., 2021)
· Google Cloud Platform – “High-performance infrastructure for cloud computing, data analytics & machine learning. Secure, reliable and high-performance cloud services.” (Google, 2021)


3 d) Give an in-detail description about the different terminologies and its purposes (like (not limited to) Ping, Server Management, Firewall, PAE/NX, OOBE etc) you came across during the Task 1 and Task 2. Compare your list of terminologies in the aspect of their operations/functionality with other Network Operating Systems?
PING – ping is an application built in to most operating systems and is used by administrators to test network connectivity. It sends packets of data to a specified IP address and displays if a response is received. Ping can be useful in troubleshooting network performance issues such as no connection or slow connection due to latency. Firewalls can be configured to drop ping requests, so it is not always successful. (WhatIsMyIPAddress, 2020)
Firewalls – A firewall can be either software or hardware which purpose is to protect a system network. Firewall are configured with network rules to allow or deny traffic and monitor all inbound and outbound traffic travelling through. 
Software firewalls are usually provided with most modern operating systems and can be configured by the end user. The build in firewall to Windows 10 allows the user to easily enable or disable via the control panel. Advanced network rules based on TCP, UDP and ports can be configured. Application firewall rules can also be set to allow or deny applications access to the internet. 
Mac OS has a built-in firewall which can be configured under System Preferences, click Security & Privacy, then clicking Firewall. The firewall can be configured at the application and network level, allowing only digitally signed software that is downloaded to access the internet if required. This helps prevent malicious software being installed by the end user. (Apple, 2021)
Most distributions of Linux come without an active firewall as it is built in to the Kernel and has to be configured and enabled by the end user
PAE/NX – as described in the task above, the PAE/NX (Physical address extension) uses the hosts processors NX technology which enables x86 CPU’s to acquire physical memory greater than 4GB
Out of the box experience – the OOBE or out of the box experience is the setup or welcome screen the users is displayed when setting up a new operating system. Usually, licencing conditions will need to be accepted and singing in or login usernames and password are set. Diagnostic errors can be configured here to be sent or not to the vendor. Language, time, and keyboard options are selected. Some operating systems allow for location services to be enabled or disabled. Most modern-day operating systems require an internet connection to activate the licence for the system.
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