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Figure 1- ISP Password cracking[1]
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When it comes to a home network, the majority of users will use the default setting, and are very unlikely to change even the password, making the majority of home networks in the UK unsecure, or at the very least very easy to access for both authorised and unauthorised users. This project will aim to look into the various methods and techniques users can use to improve the security of their home network to the degree in which we can call the network relatively secure. This is an important issue, especially in today’s world in which everything is connected, and personal data is stored on devices, and should the network the device is connected to be unsecure, therefore so is the connected, to a certain degree.
An important point to make here is that while this project will look for ways to improve upon the average level of security, the product network will not be completely secure, as this product network will still need to be connected to the internet and have users, and where there’s internet access or users, there’s security issues. In no way will this project aim for an absolutely secure network, it will simply aim to improve upon most home networks as of this date. This is due to the fact that while this is a network, it is a home network, meaning it must keep some semblance of usability accessible by the average person, of course we could lock down the entire network, making it quite secure, but that would then defeat the entire purpose of a home network.
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In the UK there are millions of home networks, ~70% of which are provided by the biggest three ISP’s in the UK; BT, Sky and Virgin Media.[2] For the purpose of this project these will be the ISP’s most referenced, as they give us the biggest majority, as opposed to covering every single UK-based ISP, of which would take way too much time.
For the most part, ISP provided router-switch combos, of which will simply be referred to as ‘routers’ from here on out, come with a good password, enough to deter a lot of people trying to again unlawful access to the network. For those who really want to access the network, and have the right tools, it is nothing but an obstacle that can quite easily be overcome. These people can simply use a password cracker to use either a dictionary attack or a brute-force attack, either way the result is the same; the password is cracked and said aforementioned user can access the network. Each ISP has its own guidelines for their default SSID passwords, of which can be seen in figure 1. As you can see, the length and characteristics of said password vary in levels of security, but none the less in the main three ISP’s, takes from 2-5 days to crack, and that is a very short amount of time once you factor in the fact that the huge majority of people in the UK are still using this default password to secure their entire home network[1]. Now factor in the fact that this evidence/experiment was done in 2016, and therefore cracking speeds are even faster now, and a more likely estimate is 1-4 days, and this will time will only grow shorter as the years go on.
Moving on, the SSID default password is not the only default password-related problem that comes with an ISP provided router, there is then the router settings log in details, and these are even more so overlooked. Even though this section is very often overlooked, it is the one that poses the biggest risk should the password be uncovered. Should someone access the network, while a danger in of itself, the unlawful user is limited in what they can do, but should they gain access to the router itself, they essentially become an admin on the network, and therefore gain control of the network, which poses a huge security concern, huge being the understatement of the year. Factor in the fact that the most users will not change this password as they have no need to access the router, and the added fact that the default password is usually something akin to “admin”, “changeme” or “password”, and you get the general gist of the security issue. Now this issue is not to the severity of this level for some people as they are smart enough to change their password, but even if less than 10% of people do not change their password, then it becomes an issue already affecting millions of people. 
A password change can greatly affect how long a password takes to crack, take for example this writer’s Virgin Media-provided router, it’s base password being “ewtnkvm”, using an estimate calculator[3], the methodology of which can be found in the source, this password can be cracked in ~9 minutes. Now compare that with the password that it is changed to “uX4*bN!ruAY7” (Not actual password, just follows same format and character set), and use the same calculator, it would take 774102 millennia at 2018’s level of technology. That being said, this writer’s password is definitely on the high-end of the password security scale, although even changing “ewtnkvm” to “eWtnkvm1”, makes the time go from ~9 minutes to ~5 months, giving much better security at minimal changes.[4]–[6]
Moving on from passwords, another point to make is the technologies and protocols active on a router. For example, routers from BT, Sky and Virgin Media all have by default NAT and DHCP enabled to name a few; while both of these technologies provide convenience to the user, it does so at the cost of security. Take for example DHCP, should an unwanted person gain access to the network, with DHCP enabled they are assigned an IP address, and then are part of the network. With DHCP disabled on the other hand, and static addressing is used instead, the device can technically connect to the network, but it cannot do anything on the network as it has no IP address, or even if they somehow do manage complete an action, said actions are severely limited.
Another point of issue when it comes to security is unsecured ports, both physical and logical. In this sense, a physical port would of course be those on a switch or router, logical being the ports programs/protocols used on a device to communicate. Dealing with the simplest one first, physical ports by default are open, and will accept nearly all devices connected to them, posing a securing risk, of course while this risk is much lower as someone would have to gain physical access to the network, but none the less for a truly secure network it helps to cover all bases. This risk while in some situations can be remedied or lessened by shutting down unused ports and adding mac-filtering ,more on that later, these cannot be implemented on the majority of routers, as they do not support port shutdown or port configuration, and this one imagines most people do not have a managed switch on hand, so this while this issue cannot be directly secured, it can be indirectly secured by a network-wide MAC-filter, of which will be expanded upon later.
Logical port filtering on the other, is the means of closing off ports used by windows for protocols at the application layer to communicate, for example port 4 on Windows 10 is used by the “NT Kernel & System” process. These ports allow for communication, of which is a two-way street, and so unauthorised processes or people can gain access to the device via the unsecured ports, which is why securing said ports is definitely a good idea. While this method of partly securing a network is good, it is often overlooked as it takes quite a while and knowledge of computer systems, in other words, it is quite unlikely for the average computer user to do such a thing mainly due to its complexity compared to most methods.
One means of filtering access to the network is MAC filtering, of which only allows network connections to those devices of which are in the MAC filter list, in particular, their MAC addresses, if that wasn’t made apparent. While this may deter the majority, via the use of a man in the middle attack, gaining the MAC address, “Attackers can then spoof their own MAC address to be that of an approved computer. In Windows, several Wi-Fi drivers support MAC address spoofing from the control panel”[7] Therefore the man-in-the-middle attacker, so to speak, gains access to the network by pretending to be a device allowed on the network, while intercepting all traffic too and from the network and the device. This is just a small instance and serves as a good show that no security is infallible, especially in computing.
This issue will only grow as the Internet Of Things, IOT for short, grows, and not only will the issue grow, it will become more severe as time passes. This change in severity is mainly due to the direction most internet-connected devices are headed, in the collection or storage of personal data. For example, with the rapid growth of smart homes and listening devices such as Amazon Echo and Google Home, and should the network be compromised, it is highly likely these types of devices will do so too. Therefore, all of a sudden, they don’t just have access to the network, they have access to loads of personal data, even more so than you may think, it is for this kind of reason this writer has near-paranoia levels of security on his devices. While the security implementations of a default router continues to grow in security, so does the opposite, the “hackers”, hackers being a very general and misused term in media, but here is shall suffice. No matter the security, somehow someone will always crack it, or more likely, find a way around it, bypassing it completely. For this reason, when it comes to network security, it is most would to well to be near borderline paranoid in this regard.[8]–[11]
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Main objective- “To analyse existing security measures on the average home network and recommend steps or new security measures to home broadband users.”
· Research and analyse current security measures most often used in home broadband, default settings will suffice, although should use multiple broadband companies as reference. This objective will involve survey.
· Further research into protocols and measures to increase level of security in home networks without sacrificing too much of the convenience that comes with home networking.
· [bookmark: _GoBack]Creation and implementation of a number of security configurations to result in a secure home network
· Test of resulting network against a multitude of common attacks. After evaluation, improve as need be.
· Creation of report detailing final changes to make or to improve security measures on home network as well as how and why it should be implemented.
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This project, when it comes to the research methodology this one has chosen the positivism philosophy, deductive approach and the experiment strategy. This is due to the fact that when it comes to the security of a network, of which is the main topic in this scenario, it is very statistically based, and there is no need for any user opinions or such, nearly every aspect of the topic will have some numerical result of which can be compared or analysed against another result. Positivism, which is that “Knowledge is based on the observation or experience of real phenomena in an objective and real world”, will work perfectly in such a scenario as this project will, at points, be using a testbed network, so to speak, to observe how different configurations of features and protocols affect the level of security present in the network. This can be tested by using the secure network, and using a variety of attacks on it, of course some attacks will achieve their aim, but hopefully, the majority should not. While this project’s base is a single secure network, a survey will very likely have to be carried out in order to get a better understanding of the average home network, without randomly illegally accessing them, or basing the assumptions off of statistics, of which are very often biased in some regard.
In regards to the research itself, it will be partially exploratory research, and partially descriptive research. This approach is that in reality, this one knows relatively little on the security aspect of home network, definitely more than the average person, but still looking at the field as a whole, very little. This approach to the research will mean that this one can explore through the different methods and protocols, and should one be apparent or worthwhile for the project, this one can then use the descriptive method, to delve deeper into the particular research topic. In regards to the sources, it will be vary largely secondary sources, with little primary sources, really only the survey and experimentation results can be included as primary sources, the secondary sources on the other hand will be made up of journals, books and web pages found online or in the university libraries.[12]


[bookmark: _Toc513115382]Development Methodology

The development of this project will be based off of a, at the beginning, few specifications/ requirements for the network, but as the project continues, the specifications will likely change, and so shall the resulting network. All of this development process will be documented for further sue and for looking back on choices in hindsight. Any changes made and why will be documented, although they are not concrete, and may be subject to change at a later point in the project.
The general staging of this development cycle will go as such; Research> Implementation > Evaluation > Confirmation > Documentation, at which point it will go back to researching, until the point in which the result is of satisfactory quality. While this way of development is relatively volatile, so to speak, it is a method that allows for the greatest rate of change and experimentation, of which this one believes is perfectly suited for a project such as this. Of course this comes with the downside that is that it may bring too much change, as in this one may begin to second guess changes and decisions made beforehand. This disadvantage will be minimised though the development documentation, as this one can look back and see the reasoning behind a choice and gauge it against the newer reasoning before making any changes.
In terms of development timing, this one would likely use the timeboxed method for the different stages of the project, how long each stage will be warranted would be given at a later date due to, as of now this one does have an idea of the scope, just not enough to give time constraints as of yet.
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The main risks of this project, barring the obvious deadlines and such, will mainly be from equipment failure, configuration errors and should it the method be chosen, accessing certain networks as a way of testing various networks, as a means of comparison. By the latter, one means of comparing the result to other average networks would be to access other networks, in a sense this one could go around finding unsecured networks and then running a multitude of tests to then compare against the result. While this is a method of which would yield decent results, it would be both a legal and ethical nightmare that could result even in disciplinary actions from various authorities. In this sense this one would have to instead either create or gain access to 3rd party networks, most likely those of friends and families, as they are the most likely to trust this one enough to allow him to try to gain access, as such a thing isn’t exactly going to be allowed by knocking door to door.
The next risk could be the mismanagement of survey-collected data. This risk has been minimised due to the fact that the survey is aiming to keep things anonymous, only details regarding the network, not it’s location. The questions posed would likely be about the character set of the SSID password used, how often it is changes, which ISP they have, and so on. In other words, as little personal data as possible, as first of all, it is not needed as all, secondly, it means this writer wont have to jump through as many ethics hoops as if personal data was handled.
There is also the risk in using attacks against a network, in the event it gets outside the secure environment. For this reason, all attacks will be carried out on a spare PC device, on a closed, non-internet connected network environment. In most cases this one would use packet tracer for such a case, but due to software limitations and the fact that very few users would have a cisco device for their home networks means that the use of such a software is ruled out already. In this case there is no way for an attack to escape the environment, and should one of the attacks damage the computer, its an old spare anyway, although this one highly doubts he would use such attacks, and would rather stick to network-based attacks that do not damage devices. 
In terms of timing and resource availability, while both of these pose a risk, they pose little enough of a risk to ignore, the needed physical resources for such a network this writer already has at home as spares, but to minimize network failure, and improve the rate of security, this one will very likely buy all new equipment for this project. Timing on the other hand, while a risk is actually a positive, due to the large amount of time for such a project, there is plenty of time to take different avenues of approach should one become apparent. Also, the fact that in that time a network can be designed and redesigned as prototypes before the final product as the need arises, which this one does have a habit of doing, is certainly a positive in this one’s opinion.[13], [14]  
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The data collected in this project will be the information gathered in the survey, the research on the topic at hand, and the network configuration backups, and prototype configurations. The survey’s results as mentioned before will aim to be as anonymous as possible, information detailing their network is all that is required. For example, instead of asking for the SSID password, of which this one hopes no one would hand over so willingly, the survey will ask for the character set, or in simpler terms, the length of the password, the number of uppercase letters, symbols and numbers, this is enough information to give an idea of the password strength without compromising the password in question. This information gathered would then be ‘trimmed’, cutting out any of the too-far-outliners, as they would ruin the average, so to speak. Depending on the number of participants per ISP, the average security of the network can then be compared by ISP to ISP, but only those who have not made any changes to the default state. The results of the survey, may be changed into graphical form in the final report, but for the length of the project there is a large likelihood of them  staying in numerical form, as this one finds them easier to compare and analyse in such a form.
The final deliverables for this project will be a demo of the final secure home network, as well as a report detailing the security changes made from it’s default state. This aforementioned report will basically detail what security implementation was added, how it increases the overall security, and then what kinds of attacks it shall help prevent. The success criteria for this project will be “the creation of a secure network that can stand up to a number of attacks, while still maintaining the usability of a ISP provided home network.” The types of attacks in question will be given at the beginning of the actual project, as a large amount of further research is required, and this one would rather not make false/un-based criteria at such an early stage
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In terms of physical resources, as this project is for the securing of a home network, the acquisition of sufficient networking gear will be needed. This gear will consist of;
· At least 1 router or router-switch combination device.
· A managed switch (To show switch-based security, not often found on home router)
· Sufficient cabling 
· ~4 devices, at least 1 device to be wireless. 
There will also be the need for certain software for network-related penetration testing, the exact software of which has not yet been established, this choice of software would be chosen closer to the date of network implementation, as then we would have a better idea of the criteria needed for such a software. Again, there will also be the likelihood of using password-cracking software as a means of testing the network. Another piece of software that may be used. Of course, there will also be the need for research material for this topic, but information relating to this topic should be easily found online and within the university libraries.
When it comes to human resources, realistically the only human resources needed would be someone to try to access the network once it has been secured, maybe this writer, but more likely a 3rd party, as this one would obviously, if unintendedly, show a significant amount of bias in this regard. The second resource would be people to answer the survey, most likely people in this one’s surrounding neighbourhood, as even if it just a local area, it would help in the creation of the image of what exactly is an average UK home network. Lastly there would be the need of a 3rd party of average IT skills to test the usability of the network, although due this would likely be friends or family, of whom have no background in computing, although bias will have to be taken into account.

[15], [16]
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