

University of Wales Trinity Saint David
Applied Leadership and Management

Assignment Title: 
An Evaluation of Communication and Motivation in Cybersecurity Leadership










Student Name: Naphtali Ojala
Student ID: 2431554
Programme: CertHE Applied Leadership and Management
Module: Management Communication (BMSK4013)
Lecturer: Michaela Schriek
Submission Date: 31/05/2025
Word Count: 3,342

Table of Contents
1. Introduction...........................................................................................................1
2. Communication Models and Theories.................................................................. ..1
3. Tone, Language and Formality in Leadership............................................................2
4. Verbal and Written Communication in my cybersecurity agency...............................3
5. Motivation in the Workplace....................................................................................5
6. Applying Herzberg’s Two-Factor Theory....................................................................6
7. Evaluating My Own Communication Skills...............................................................6
8. Communication Evaluation Questionnaire..............................................................7
9. Personal Development Plan (PDP)..........................................................................8
10. Conclusion.........................................................................................................9
11. References …………………….................................................................................10

















1.Introduction
Leading a cybersecurity agency involves far more than managing firewalls, phishing threats, and technical audits. It also requires strong leadership, clear communication, and sustained motivation especially when the work becomes intense or repetitive. Since founding my agency, I have learned that technical ability is only half the job. The other half is understanding how we speak, listen, lead, and support one another as a team.
This report explores how communication and motivation play out in the day-to-day operations of my agency. I will examine key communication models that help prevent misunderstandings, particularly in high-pressure scenarios. I will also explain how tone, language, and formality influence both team performance and client relationships, and how verbal and written communication each serve distinct purposes in our work.
In addition to communication, I will explore how motivation drives individual and team performance within the organisation. Drawing from theory, I will apply one key motivation model to my agency’s real-world environment, reflect on my own communication strengths and areas for improvement, and outline a personal development plan to support my growth as a leader.
This report is based on genuine experiences, both successful and challenging. Whether it was a client misinterpreting a technical report or a team member losing motivation quietly, each moment has provided a valuable lesson. My aim is not simply to meet academic criteria, but to show how communication and motivation theory can be applied meaningfully in the practical leadership of a cybersecurity agency.

2. Communication Models and Theories
Effective communication is a critical leadership skill, especially in high-risk sectors like cybersecurity. Poor communication can delay essential actions, confuse clients, or lead to serious security failures. In my agency, I have seen how even highly skilled professionals can struggle if messages are unclear or misunderstood. Learning about communication models has helped me understand these breakdowns and improve our internal and external processes.
One foundational model is Shannon and Weaver’s (1949) linear model, which describes communication as a direct line between sender and receiver, disrupted by “noise.” This noise can be anything from poor wording and technical problems to cultural misunderstandings. For example, an analyst once sent a misformatted report that the client could not fully read on their mobile device. Although the data was correct, the way it was presented led the client to believe we had failed. This showed me how small technical errors can disrupt the entire message.
However, the Shannon and Weaver model does not include feedback, which is central in workplace communication. Schramm’s model (1954) adds value by focusing on shared understanding what he calls the “field of experience.” In my agency, technical terms like “zero-day” or “payload” make sense to my team but often confuse clients. This model reminds me to adjust language based on the audience and always seek feedback to confirm understanding.
Berlo’s SMCR model (1960), Source, Message, Channel, Receiver—helps pinpoint where exactly communication might break down. For instance, we once discussed a vulnerability over a call, but when we sent the follow-up report, the client missed the urgency. The message was there, but the medium (a text-heavy PDF) and the client’s limited technical background made it unclear. This model helped us redesign our reports using clearer labels and visuals.
Although each model has limits, they simplify complex human interaction, they have helped me lead more effectively. I now routinely follow major reports with a short call or voice message, and we use different templates depending on the audience. These changes have significantly reduced misunderstandings and improved relationships.
In short, these models Shannon and Weaver, Schramm, and Berlo offer useful ways to analyse and improve communication. They have helped me explain breakdowns, adjust delivery, and train my team to communicate more clearly and confidently in both technical and non-technical settings.

3. Tone, Language and Formality in Leadership 
In cybersecurity leadership, the way we say something often matters as much as what we say. My team regularly handles urgent alerts, complex audits, and anxious clients. Even with great tools and skilled people, unclear or poorly delivered messages can quickly lead to mistrust.
Tone is one of the most important elements. We must strike a balance between being urgent and being calm. A message that sounds too casual may cause clients to ignore a risk, while an overly dramatic tone can cause unnecessary panic. I recall when a junior analyst sent a message saying, “There’s a serious breach risk here, and I recommend full shutdown.” The client halted operations, even though the issue was low risk. Since then, we have introduced tone checks for all outgoing alerts to make sure our communication is clear and reassuring.
Language choice also plays a big role. Cybersecurity is full of technical terms, which work well internally but can confuse clients. Early on, we lost a potential client after sending a report full of jargon, tables, and log files. They said, “We don’t know what we’re paying for here.” That taught me to use plain English summaries, add analogies, and include visuals where needed. It is not about simplifying the message too much, it is about being respectful of the client’s level of understanding.
Formality is another area that needs careful judgment. Internally, we use informal chat platforms and speak openly. It helps build trust. But with clients especially those in sectors like finance or healthcare we switch to formal communication: structured emails, professional reports, and clear sign-offs. This helps reinforce professionalism and credibility.
However, being too formal can backfire. I once wrote a very stiff apology to a client after a late weekend response. The language was cold and vague. The client responded with confusion. Since then, I have focused on using polite but human language clear, direct, and honest.
The communication method also affects tone. In calls or video meetings, we can use voice and facial expressions to reassure or explain. But written formats like emails or reports can be misread. A short message can seem rude. Even how we end an email “Regards” versus “Kind regards” can influence how it is received.
To support the team, I created a simple style guide. It shows the expected tone and formality levels for different types of clients and gives examples of good practice. It is not meant to control anyone’s voice, but to support clarity and reduce confusion.
There have been times I got this wrong. In one case, I left a voicemail saying, “No big issue, just a couple of alerts flagged.” The client later found out that the issue was more serious than I made it sound. That moment taught me that good intent is not enough, we must always consider how the message will be heard.
In summary, tone, language, and formality are essential tools in building trust with both clients and colleagues. In cybersecurity, where trust and clarity are critical, the way we communicate is not just a soft skill, it is a key part of leadership.

4. Verbal and Written Communication in My Cybersecurity Agency
In a cybersecurity agency like mine, both verbal and written communication play essential but different roles. We work in a fast-paced environment where clarity and timing are critical. Some information must be written down for accountability, while other messages are better delivered in real time for quick decisions and emotional clarity.
We rely heavily on verbal communication for daily team stand-ups, incident response calls, and urgent updates. When facing an active threat, such as a phishing attack, we often use Zoom or voice notes to coordinate fast. For instance, during a breach simulation, I called the analyst, developer, and client representative directly. In ten minutes, we resolved the issue and avoided unnecessary panic. Verbal communication helps us move quickly and adds human elements like tone and reassurance. However, it has limitations. People forget details, and there is no written record. That is why we always follow up with a short written summary in Slack or email to confirm actions and avoid confusion.
Written communication, on the other hand, is key for accuracy and long-term reference. We use it for documentation, audits, reports, and policies. After every vulnerability assessment, we deliver detailed written reports tailored to each client’s understanding. These documents become vital references for future reviews or insurance claims. Internally, we use a ticketing system to track tasks, decisions, and updates. Written messages may take more time, but they are more reliable over time.
One challenge has been matching the right communication method to the situation. A junior analyst once sent a vague Slack message to a client’s finance officer during a minor alert. The message caused confusion and unnecessary escalation. We used this incident as a teaching moment to show when and how to use different communication channels properly.
The opposite mistake also happens, using detailed written reports when a call would be clearer. Once, we sent a six-page threat report to a client. A week later, they admitted they had not read it. After that, we started following up key documents with short verbal summaries or recorded videos.
To guide our team, we now follow three simple rules:
• Use verbal communication for urgent, emotional, or real-time decisions.
• Use written communication for clarity, documentation, or reporting.
• Use both when the issue is complex or easy to misunderstand.
This blended approach is now part of our culture. We follow major updates with short emails. For complex documents, we record quick video explanations. Every new client gets a verbal onboarding call even if they have already read our materials.
Poor communication is often the root of mistakes. It is rarely technical failure, it is usually a message that was missed, misunderstood, or unclear. That is why I treat communication as a leadership tool, not just a soft skill.
In summary, knowing when to speak and when to write is essential. In cybersecurity, where timing and clarity can affect outcomes, strong communication is part of what keeps clients safe and the team effective.


5. Motivation in the Workplace
Motivation is one of the most powerful but fragile drivers in any team. In a cybersecurity agency like mine, it can be the difference between spotting a major threat early or letting it go unnoticed. Over the years, I have worked with very talented people, but their motivation has not always stayed steady. It is not because they are lazy, it is because the work can be intense, repetitive, and at times, thankless.
Cybersecurity often means scanning alerts all day, many of which turn out to be false positives. Success usually means “nothing happened,” so our best work often goes unseen. Clients mostly reach out when something has gone wrong, not when things are going smoothly. This makes team members feel invisible or unappreciated over time.
In the early stages of my agency, I believed money would keep people motivated. I offered decent salaries and performance bonuses. These worked for a short while, but I quickly saw that people still became frustrated or quietly disengaged. That made me start looking into what truly motivates people.
One of the theories that really helped me understand this better is Self-Determination Theory, by Deci and Ryan. It says that people are most motivated when three things are present: autonomy (having control over their work), competence (feeling skilled), and relatedness (feeling connected to others).
In my team, autonomy was a gap. Junior staff often felt like they were just following instructions. To fix this, I started involving them in risk assessments and encouraged them to share their ideas. That small change made a big difference.
Competence was another issue. Some team members were excellent in one area but unsure in others, especially client interaction or writing reports. Instead of forcing them to be good at everything, I let them focus on their strengths and build confidence slowly in weaker areas.
Relatedness, the feeling of connection, is tough in remote work. Everyone is behind screens most of the day. To help with this, I introduced short weekly calls where we talk about anything except work. It sounds simple, but it made people feel seen and part of a team again.
Maslow’s hierarchy of needs also gave me insight. At the bottom, people want job security and fair pay, but at the top, they want respect, recognition, and purpose. I remember one analyst who shut down after being corrected in front of others. It reminded me how powerful respect is. Since then, I give praise in a way that is specific and personal, like saying, “Thanks for catching that vulnerability early, it saved the client a big problem.”

6. Applying Herzberg’s Two-Factor Theory
Herzberg’s Two-Factor Theory helped me understand the difference between removing dissatisfaction and creating real motivation. Salary, equipment, and policies prevent frustration, but they do not inspire people to give their best. What drives people is feeling valued, growing their skills, and doing meaningful work.
We had a period with fair pay, modern equipment, and remote flexibility, yet people felt flat. Work got done, but there was no energy. Meetings felt dull, and new ideas were rare. That was when I shifted focus from hygiene factors to true motivators.
Recognition was the first step. Great work in cybersecurity is often invisible. To address this, we introduced “Security Shoutout Friday,” where we highlight one helpful action per week. This simple routine boosted morale almost immediately.
Growth came next. Some team members wanted to develop but had no time. We introduced “R and D hours,” giving them space to learn or experiment. One analyst created a script that cut our triage time in half. She felt proud, and the team benefited.
We also moved from annual reviews to short one-to-one chats every six weeks. These cover not just tasks, but goals, struggles, and development interests. It has opened honest conversations and allowed better support.
During setbacks like losing clients, I involved the team in planning the recovery. People felt trusted and needed, not sidelined. It created unity and purpose.
There are still difficult moments. But now, we recognise signs of fatigue and respond quickly, with rest, encouragement, or learning opportunities. Motivation cannot be forced. It must be nurtured.
This theory helped me move from managing tasks to leading people. In cybersecurity, where the pressure is high and outcomes are often silent, motivation must be intentional. When people feel empowered and respected, they go further, not because they are told to, but because they choose to.

7. Evaluating My Own Communication Skills
Leading a cybersecurity agency has shown me that communication is something I must keep improving. It affects everything from managing clients to guiding my team. Over time, I have made mistakes, received feedback, and uncovered both weaknesses and strengths in how I communicate.
I started by asking my team for honest, anonymous feedback on how I communicate in meetings, emails, and high-pressure situations. Some responses were encouraging, I was seen as clear, approachable, and able to simplify technical topics. But there were also critical points I needed to hear.
One issue was dominating conversations during incidents. I would jump in, finish people’s thoughts, and rush discussions. One teammate said, “Sometimes I feel like I have to edit myself mid-sentence to keep up.” That helped me slow down and give others space to speak.
Another area was my internal written updates. I often wrote long messages that made it hard to find key points. Now, I lead with a short summary, use bullet points, and highlight actions, making my messages easier to follow.
One strength is my ability to adjust tone based on the audience. I use specific praise to build trust and morale. I am also learning to listen actively. During disagreements, I now restate the other person’s point before replying, which leads to more respectful conversations.
Finally, I am more transparent during incidents. I used to soften updates to avoid alarm, but this made clients feel misled. I now focus on being honest, clear, and calm, explaining what is happening and what actions we are taking.
This reflection reminded me that communication is not just about clarity. It is about empathy, tone, timing, and feedback. As a leader, how I communicate shapes how safe, focused, and motivated my team feels, and that directly affects our work.
8. Communication Evaluation Questionnaire
To better understand how communication is experienced across my agency, I developed a short questionnaire aimed at gathering feedback from team members. The goal is to identify what is working, where there may be gaps, and how we can strengthen both internal and client-facing communication.
Sample Questionnaire:
1. On a scale of 1–5, how clearly do you understand your tasks after team meetings?
2. Do you feel comfortable asking for clarification when a message is unclear? (Yes/No/Depends)
3. How often do written updates (e.g., Slack, email) provide enough clarity to take action without follow-up?
· Always / Often / Sometimes / Rarely / Never
4. During high-pressure situations, how would you rate our communication flow?
· Excellent / Good / Fair / Poor
5. Are technical terms and acronyms explained clearly when communicating across different roles?
6. What is one thing that would make our team communication more effective? (Open text)
7. Do you feel your input is heard and valued during team discussions? (Yes/No/Explain briefly)
Purpose and Use:
This questionnaire is designed to be anonymous and distributed digitally to all internal team members, across junior, technical, and admin roles. It focuses on verbal, written, and cross-role communication. The responses will guide improvements in how we structure updates, hold meetings, and tailor messages to different audiences. It will also help identify any blind spots in my leadership communication style and support a culture of openness and continuous feedback.

9. Personal Development Plan (PDP)
Improving communication is an ongoing process. As the founder of a cybersecurity agency, I am responsible for leading not just with technical ability, but with emotional intelligence, clarity, and empathy. Based on my own reflection and feedback from my team, I have developed a focused Personal Development Plan (PDP) to support my growth where it matters most:
	Objective
	Action
	Timeline
	Success Criteria

	Improve active listening during high-pressure meetings
	Practice reflective listening and avoid interruptions
	4 weeks
	Team reports better meeting flow in feedback

	Make internal written updates more concise and actionable
	Use “TL;DR” summaries, bullet points, and bolded actions
	Immediate & ongoing
	Increased engagement and fewer clarification questions

	Be more transparent during client incidents
	Use structured incident templates with clear updates
	1 month
	Clients express more trust in post-incident surveys

	Encourage team autonomy and participation
	Ask open-ended questions during briefings and include juniors in decision-making
	6 weeks
	More ideas contributed during meetings

	Strengthen recognition culture
	Maintain weekly “Security Shoutout” and quarterly feedback sessions
	Ongoing
	Higher team morale and satisfaction ratings



This plan is not about ticking boxes, it reflects the kind of leadership I believe in. When I improve how I communicate, listen, and lead, I make space for my team to do the same. That is the culture I want to build: one where technical excellence is matched by strong, human-centred leadership.

10. Conclusion
Leading a cybersecurity agency has taught me that technical skills are only part of the job. Communication and motivation, often called “soft skills” are in fact some of the most demanding and important aspects of leadership. This report explored how communication models help ensure clarity, how tone and language shape relationships, and how verbal and written methods each play a crucial role in daily operations.
Motivation is also deeper than pay or job titles. It involves creating a sense of value, purpose, and opportunity. By applying Herzberg’s theory and responding to the real needs of my team, I have learned how to build a workplace where people feel seen, challenged, and connected.
Most importantly, I have reflected on my own leadership. Being a good communicator does not mean getting everything right, it means being open to learning and improvement. Through self-awareness, consistent feedback, and human connection, I aim to keep growing and support a culture that values both results and relationships.
In cybersecurity, trust is everything, and trust begins with clear, honest, and respectful communication.
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