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Introduction
The Global Learning Institute (GLI) has been able to build a reputation for itself as an educational medium-sized organization that offers online courses and certifications. Some of the challenges that are common to most organizations that employ traditional on-premises infrastructure are the ones that the GLI is facing. A challenge faced by GLI is maintaining with the labour-intensive and scalability constraints of the on-premise servers These problems, especially with the constant rise of online learning, stress the great need of the solution that will reform it. 
As a Cloud Architect entrusted with navigating GLI through its digital evolution, the imperative is clear. Among the cloud features of the scalability, reliability, and cost-effectiveness of the clouds.[1] GLI will break free of the barriers of on-premises hardware infrastructure by using Azure cloud services to surmount the chains of hardware shortage and capacity restrictions. 
The cloud migration strategy, aligned with GLI's vision for growth and innovation, is visioned. Through the adoption of the inherent flexibility and scalability of the cloud, GLI is committed to boosting its operational efficiency, shortening development cycle periods, and improving its users’ experience. By adopting this strategic approach, GLI is able to optimize its resource usage and direct it towards the core competencies that will help them maintain a culture of agility and flexibility in the face of consistent educational changes.
 In this article, we will look at the importance of cloud adoption for GLI that provides increased scalability and business continuity, while also resulting in decreased capital expenditures and global accessibility. As well, it provides the suggested best ways to make the transition process easier for all parties involved, providing the necessary solutions for the issues at hand, and also covering the appropriate regulations.





















[bookmark: _Toc143326004]Current challenges and how cloud solution can support GLI.
GLI has a few critical challenges of its IT infrastructure, which is based on the on-premises servers. The system management is even more complex than it may seem at the first glance. It includes: 
Cost Management: GLI is facing the problem of high expenses on the maintenance and upgrade of on-site servers, that limit amount of resources allocated for the development of the educational programs and spending on other aspects of the programs. The financial responsibility restricts GLI from being flexible and scalable when online learning demand is getting higher and higher. 
Resilience and Disaster Recovery: GLI's on premises servers have a high risk of hardware failures due to power outages and natural disasters which make their operations and safety of their educational data to be unpredictable. Without appropriate resilience and disaster recovery measures, GLI may endure long-term unavailability and data loss that may lead to the degrade of its educational offerings.
 	Scalability and Performance: At present, GLI's infrastructure is not sufficient for storage and processing. This makes it difficult for the platform to withstand the demand and expansion of the online courses and certifications. This restriction becomes a barrier for GLI to expand its operation and satisfy the needs of the students and the educational community adequately. Besides that, performance bottlenecks can occur, which might result in subpar user experiences and decrement in learners’ satisfaction. 
Security and Compliance: Implementing security measures and ensuring compliance of sensitive data in educational institutions is the top privilege of GLI. Although keeping on-premises servers secure and compliant is not an easy task and very resource-consuming amid the continuous development of cyber threats and regulations, it is possible to overcome that by adopting beneficial strategies. Privacy and security of GLI data should be secured against any data breach, unauthorized access, and non-compliance with the industry regulations to protect the integrity and confidentiality of the educational resources.

To cope with those challenges, GLI have decided a transition to Azure cloud. Cloud-based solutions can be used by GLI to respond to the immediate need for computing services to be able to serve the growing number of GLI students and educators. Cloud computing provides numerous advantages, some of which are highly important to institutions like GLI that strive to keep pace with the changing educational needs. These benefits include:

	Rapid Provisioning
	Through the cloud services, GLI is able to instantly spin up the computing resources like virtual machines, storage, and databases within a short time. This agility enables GLI to react instantly to the fluctuations in student demand or an unexpected rise in traffic, which keeps the educational resources functioning uninterruptedly.

	Elasticity
	Cloud computing systems offer scalability by enabling GLI to change the amount of computational resources needed to accommodate academic workloads. Scaling resources up and down as needed, GLI becomes capable of efficiently dealing with student enrollment peaks and reduce costs during periods of low activity.

	Pay-as-you-go
	Cloud service providers usually have a "pay-as-you-go" model[2], according to which organizations pay only for the resources they are using. This method makes GLI not to spend money for buying hardware and maintaining it. That is why they can save money and use it for other purposes properly.

	Global Reach
	A lot of cloud service providers have their data centers in numerous regions around the globe. GLI can deploy learning apps and services in locations closer to students, this reduces latency and makes the whole learning experience better.

	High Availability 
	The Cloud systems usually have the redundancy and high availability features as a built-in feature. This can be done by duplicating data in multiple data centers thus ensuring business continuity with no disruptions in access to educational resources even in case of equipment failures or catastrophic events.





TCO Calculator
The Total Cost of Ownership (TCO) calculator is a tool that is absolutely irreplaceable for companies that are aiming to make a decision about investments in products or equipment based on the information.[3] By focusing on the overall cost during the asset’s entire lifecycle, which includes the acquisition, installation, operation, maintenance, and disposal costs, TCO accounts for all expenses incurred throughout the asset’s life. With the help of TCO, organizations can now have a comprehensive picture of the pricing, thus allowing them to assess the real value and ROI of their purchases. 

TCO challenges
TCO calculation is not an easy task that companies can overcome without the following challenges. One of the most often-occurring problems is the lack of common approaches and definitions in various industries and organizations. This diversity of possibilities makes it difficult to develop a single TCO methodology, which results in differences in cost estimations and, ultimately, the inability to make proper decisions.

 Besides, it is the hidden cost components that are usually not considered or compared between products. Factors like depreciation, warranty, and ongoing operational costs may not be fully reflected in the cost calculations, leading to the skewed TCO (total cost of ownership) which in turn may misjudge the investment viability. 

Besides, forecasting future price rises or change in vendor support is also a huge challenge that TCO calculations face. For businesses, unanticipated expenses may occur if the price of spare parts increases at a time when it is not expected or if software vendors stop supporting some products or features. These uncertainties can cause the total cost of ownership to be way above the initial estimates, which results in budget disruptions. 
In addition, TCO can be misleading because it might not consider the impact of vendor relationships and updates and services availability. Companies, that have software or hardware with a limited number of vendors available, may face problems in getting updates or the components they need, which leads to extra costs and disruptions in the operations. 

To sum up, TCO calculators give businesses a good idea of the money spent on investments in the long run, but they must be careful about the pitfalls and uncertainties in the calculation process. By dealing with these challenges and applying an integrated approach to TCO analysis, organizations will be able to make the right decisions, minimize financial risks, and increase the efficiency of investments for long-term sustainability.































Report on TCO calculator
The given report represents how much can be saved from one year in Azure cloud:
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The Total Cost of Ownership (TCO), also known as TCO, is a way of presenting the expenses associated with the premises-based system in a one-year period. In the graph, two lines are plotted which show the costs involved. The first bar, appearing as blue shade, represents the expenses incurred for running from a physical location. The vertical axis represents the initial expenses which increases as one ascends incorporating infrastructure, software licenses and hardware. The line remains mostly flat over time, which is indicative of the fact that the local solution is not sustainable in the long term and it requires constant investment of human and operational resources.


However, Azure's cost trajectory is illustrated by a separate line, which is clearly differentiated by a bluish green color, and runs in parallel to the first. Being a pay-as-you-go model, the line starts from a progressively lower point in the vertical axis as it goes down. As the number of services or assets is growing into the Microsoft Azure cloud, the cost of using the cloud also accelerates, which is shown by the line that goes up gradually over time. Up and down fluctuations or steeper inclines on the line may be seen occasionally based on the frequency of use.
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Azure AD

The Azure cloud-based authentication and authorization solution of Microsoft is a comprehensive identity management platform that aims to simplify the user access to different resources both on-premises and across the cloud environments.[4] In contrast, Azure AD is a multi-tenant cloud-hosted identity provider which offers centralized management of users, groups and applications as opposed to traditional on-premises Active Directory. Key features of Azure AD include:


Cloud-Based Directory and Identity Management: Azure AD deployed as a central point where all user identities, access rights, and level of permissions are managed and authorized across the multiple applications and services.[5] It allows an organization to allocate and remove the accounts of users, to implement the respective access policies, and to ensure security regulations compliance.

Single Sign-On (SSO): Azure AD ensures sign-in with unique usernames and passwords, which gives access to all in-house and cloud-based applications through a single set of credentials.[6] Users can log in once and enjoy access to a variety of resources including Office 365, Salesforce, Dropbox etc without the need to remember usernames and passwords. It will increase users’ productivity and relieve the latter from the hassle of password management.

Multifactor Authentication (MFA): Azure AD ensures more secure authentication by multifactor authentication which is the way of users giving additional verifications besides passwords as a method of authentication. This could be something the user knows (like the password), something they have (like a mobile phone or hardware token), or something they are (like biometric data such as fingerprints or facial recognition). MFA is a second line of defence, and it helps to reduce the risk of a breach.

Conditional Access: This function provides administrators with a powerful tool to control the access on specific resources by setting rules and regulations in accordance with their needs. For instance, a user who is not recognized as known may be asked to provide multi-factor authentication before he or she is able to access resources, thus improving security.


Integration with On-Premises AD: Azure AD Connect makes the part of the Active Directory synchronization from on-premises with Azure Active Directory, and it ensures the continuity of integrations and user management across hybrid environments. Such synchronization guarantees consistency and availability across every user, wherever they happen to be, on premises or in the cloud.


B2B and B2C Capabilities: Azure Active Directory goes further than just B2B and B2C options because it also provides B2C and B2B functionalities. Azure AD B2C is a service that enables an organization to provide its customers with a personalized experience in accessing and authenticating their applications. This service empowers businesses to customize the sign-up and authentication process. On the other hand, AzureADB2B makes it possible for businesses to work with partners and externals safely while sharing data, which is vital for business-to-business interactions to be smooth.


Identity Protection: Microsoft Azure Active Directory with its powerful machine learning algorithms can both detect and prevent the possible security threats. For example, via heuristic analysis, Azure AD can detect the anomaly behaviours like impossible travel, where a user tries to login from locations which are so far from each other within a short period. It ensures that potentially harmful activities are flagged and the access to resources is kept under control by the authorized users.

Device Management: Azure Active Directory helps the companies to develop the policy of security for the devices which are used to access the business resources and can be company owned or employees owned. This central management, which is tasked with the implementation of consistent measures across all devices, boosts data protection and also minimizes risks associated with unauthorized access.


Application Management: Azure Active Directory performs harmoniously with many Software as a Service (SaaS) applications and settings up authentication processes for users is simplified while security measures are enhanced. Users may securely access through a single set of credentials as many applications as needed, which makes user management simpler, and the risk of the unauthorized access becomes less considerable.


Reporting and Monitoring: Azure Active Directory features log tracking and monitoring which allow organizations to monitor users' activity and detect threats in real-time. The information about user behaviour and security events covering the full scope of the organization enables proactive identification and mitigation of security risks the main purpose of which is securing the data and resources at a continuous level.


In conclusion, Azure Active Directory is the mainstay of modern business environment because it is a role-based, strong identity platform which has high-availability, scalability,   and security. The role of the cloud security solution is more significant for the companies using cloud facilities and, therefore, data exchange with external partners and customers. Azure Active Directory combines a lot of features that can be utilized to create a strong basis for identity and access management, keeping the data secured and businesses compliant with the regulations.


Lab Activity

Setup of the new Azure environment is one of the first steps after creation of the tenant, which involves using Azure Active Directory (Azure AD). Microsoft Azure Active Directory tenants are the important pillar of identity, access, and resource administrating within of Microsoft Azure, other tenants have no access to this private and secure resource management. A admin rights are required for a new tenant creation as it happens with such responsibility. Normally, the IT administrators handle its creation.

As a first step, it is imperative to figure out if a company has an Azure subscription, if it has not, then sign one up for it. This can be achieved by visiting the Azure website, and thereafter using step-by-step instructions to create a new subscription.

Once you have procured an Azure subscription, navigate to the Azure portal at https://portal.azure.com account using password and sign in using profile that has admin access. This account would possibly be a Global Manager or a role-holder with a Privileged Identity Management (PIM) status.
Administrative access is a quintessential component of transferring an existing directory service to Azure AD and of managing this new tenant for the organization. Through the proposed steps and by making sure the needed consents are in place, organizations may cause a solid and helpful environment for Azure keeping their resources and identities.

Follow these steps to create a new tenant for Azure Active Directory:

Within Azure, choose the "Create a resource" option.

To begin with creating a tenant, click the "Create" button.

Type down the needed information: the name of your organization, the domain name, and the area.

Then, you just review and confirm the specified parameters before going on and clicking the "Create" button to start the process of creating your tenant.

The following step after setup is to verify domain ownership. This registration is totally mandatory to attain the rightful ownership of your organization's domain. Creation of DNS entries on your domain is vital to the turn on of the SSO modules.

Having done this, the tenant gets created and Microsoft Azure instance check the legitimacy of your ownership, like they do. Once this process is through, users are then allowed to access the wide number of settings that they can tweak. Here we talk about operations like creating and managing users and groups, assigning specific permissions (roles), registering application, and adding-in security policies.

The security of your data is dependent on the Fact that the right licenses and roles have been given to the users and these licenses are configured according to your organization's specifications. According to what is found within Azure AD, the services, and capabilities available to members of the organization are decided by this information. Since getting these settings right is critical for organizational effectiveness, organizations should then configure their Azure platform for security, efficiency, and productivity.
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It is important to creating of Azure Active Directory (Azure AD) users and assigning them roles to have control over resources in a rightful manner. Here's a breakdown of the different types of users and their roles: Here’s a breakdown of the different types of users and their roles:

Global administrators are the highest level of azure admins. They manage to govern all Azure AD components and Microsoft 365 services. They may be delegated with permissions to deal with the creation and management of users, against the password reset procedures, regulating the domain level, modification of the settings, and the performance of other administrative activities across the Azure environment.

Regular users, which can be also called simply "users," are the persons who the resources and services provided by your Azure environment is giving them access to use. They might do so by gaining control over the objects and observing actions from the roles and permissions that have been assigned to them. These roles could be dedicated to a particular Azure service (e.g. Virtual Machines, Storage) or customized ones allowing the users to manage only their assigned resources within the organization's Azure tenant. However, notwithstanding of the individual role, users will be provided with specific rights to access sources.

Role assignments are the rudimentary step in organizations to control access to their Azure resources and maintain security. Through a careful consideration of job functions and responsibilities, organizations can design a user role assignment that will guarantee both users and the organization as a whole are able to efficiently fulfil their functions as well as minimizing the risks of security breach. In addition to that, a close supervision and check-up of user roles and permissions are necessary in order to avoid a possible breach of security in Azure network.

Azure Active Directory (Azure AD) user creation and roles assignment are the fundamental steps toward access management to resources and services in your Azure cloud environment. Here's a step-by-step guide to developing processes for end users:Here's a step-by-step guide to developing processes for end users.

1. Sign in to the Azure Portal: Users can login into the Azure Portal with their correct credentials [for example admin] in order to gain access to Azure AD and manage user accounts.


2. Navigate to Azure Active Directory: Navigating to Azure Active Directory (once you are signed in to the Azure Portal using the appropriate navigation icons or options available) is a very important part of the setup and registration process.

3. Access Azure AD Users:  Azure AD dashboard offers "Users" option query and thus you can access the Azure AD user list.

4. Create a New User: Create the new user by using the option "+ New user" from the drop-down menu. Provide at least the user name and email address which are required for constituting the account. For the Role field, pick "User", if none of the custom roles fits the occasion.


5. Assign User Roles: Users' rights show what authority and permission is granted to specific users for Azure environment. Follow these steps to assign user roles:
- Using the guides to get to Users' Profile in Azure Active Directory by choosing the right navigation occurs.
- Visit "Roles and administrators " in the user profile section to carry out modification of the roles.
- Towards that end, click on the " + Add role assignment" button to add a user's new role assignment.
- Choose a role between those available topic
- Select an ideal resource that elicits the role you assign and provide the scope of role you intended.
- Make sure that you have saved the role assignment in order to avoid any allowance losing or changing of permissions.
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Azure File Storage

The Azure File Storage has several solutions that GLI can adopt to improve learners content management and the collaboration across bodies of the students and the educators.[7] Let's critically analyse how Azure File Storage and its associated features will help GLI:

Scalability and Flexibility:
Azure File Storage provides storage scalability and flexibility, GLI to libraries can access and manage substantial educational content like course content, research paper, and reference books easily. Whether decreasing or increasing, the dynamic variable of storage capacity can easily scale up or down based on demand. This environment has also been built in a way that the data storage constraints are not a limitation to the growth of data.

Centralized File Sharing:
The use of Azure File Storage has given GLI the option to roll out a file-sharing repository centralized in the cloud. The new platform is accessible to the students through various sites they are based at. Such centralized platform simplifies file management and sharing at the same time. Via the platform, users can access, share as well as collaborate on documents from internet-enabled devices without any constraints in position.

Integration with Existing Systems:
Azure File Storage transparently intensifies existing systems and applications working for GLI including Microsoft Office 365, SharePoint, Azure Active Directory utilized collaboratively. This literally enables a user to bypass repetitive activities that might eat up their time by engaging them directly with files and GD&Ts from familiar productivity tools.




Data Security and Compliance:
The Azure File Storage Security is highly robust and infused with compliance certifications, implying that the sensitive educational data is well protected and the system's conformity to regulations is guaranteed. Based on the encoded GLI, access controls, and data security mechanisms, the system can secure and track down classify information, therefore complies with industry standards and regulations.

High Availability and Disaster Recovery: High Availability and Disaster Recovery:
Azure File Storage offers the high availability and failure resilience features, which provide uninterrupted access to educational resources and asset downtime is reduced in any event of the system failure or outages. Azure replica can store data in different data centres in multiple locations and offer the option of automated backup and recovery. This will in turn ensure that the business will not be affected by data disruption and that the data is resilient.

Cost-Effectiveness:
Azure File Storage provides elastic pay-as-you-go storage solutions at affordable prices so that GLI can tweak its storage costs depending on how much data is utilized. The organization can omit the overhead costs and the data volume can be tiered based on access frequency to cut the storage cost with the flexibility of pricing models and scalability.

Follow these steps to create a new Azure File Storage:

1.Sign in to Azure Portal: 
2.Navigate to Storage Accounts: 
3.Create a New Storage Account: 
4.Fill in the Basics: 
5.Review and Create: 
6.Create the Storage Account: 
7.Access Azure File Share: 
8.Create Azure File Share:
9. Create Virtual network
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Azure databases 
Azure databases provides a collection of fully managed database services, which are specifically tailored to deal with the needs of modern applications and workloads in the cloud. The services rest on the top of Microsoft's robust infrastructure and features high availability, scalability, security, and performance, thus enabling organizations to spare time and efforts to focus on the development of applications without caring about maintaining the underlying database infrastructure.[8] Azure provides a service that is equipped with features like automated backups, intelligence built inside and click-to-run integrations with other Azure services to help organizations explore the full power of their data and accelerate innovation in the cloud. But with the variety between Azure SQL Database, Azure Database for MySQL and Azure Database for PostgreSQL which is the most suitable?

Azure SQL Database:
-Pros: The Fully managed relational database service that relies on Microsoft SQL Server. This feature comes with high availability, scalability, and built-in intelligence. Integrates with T-SQL, a query language for the operation of SQL Server databases, which is used widely.
-Cons: Disadvantages: Limited compatibility with non-SQL Server applications and tools as well as those that are not natively supported by the SQL Server environment. The costs for proprietary software are usually higher than the costs for open-source equivalents.

Azure Database for MySQL:
-Pros: Fully managed MySQL database service with resilience and scalability ability. It will be working on MySQL open-source database engine, which is a very common engine in web applications. Compatibility with existing MySQL applications and tools up for grabs.
-Cons: Azure SQL Database has a limited functionality compared to that of Azure. May call for the tailoring of solutions to the needs of advanced security and compliance requirements.

Azure Database for PostgreSQL:
-Pros: The PostgreSQL database service is fully managed and highly available, with the ability to scale. PostgreSQL engine, which is one of the most popular open-source engines, can be integrated, and it is known for its scalability and stability. Supports compatibility with existing PostgreSQL applications and tools.
-Cons: Such as Azure Database for MySQL, it also has some lack of advanced features against Azure SQL Database. Might be the need for further adjustment if there are any special requirements for performance or security.

Recommendation:

Analysing the requirements, we can see that the most appropriate Azure database option is Azure SQL Database for storing user profiles. Here’s why:
-Compatibility: Azure SQL Database offers integration with the applications and tools in Microsoft SQL Server which means that the migration of user profile data from one system to another is a lot more straightforward.

-Advanced Features: Azure SQL Database contains features that helps it to perform at the highest level, and it has built-in intelligence capabilities, advanced security features (like row-level security and dynamic data masking), and performance optimization that are critical to managing the sensitive user profile data efficiently.

-Scalability: Azure SQL Database provides scalability features to cater for the growth in user profile data. This ensures that the database can handle an increasing number of users and the processing of the data smoothly.

[bookmark: _Hlk164819709]Follow these steps to create a new Azure SQL Database:

1.Navigate to SQL Databases: Upon the login, you need to locate the SQL databases section on Azure Portal. Here you can do it by inputting "SQL databases" in the search menu or by choosing it from the left navigation menu.

2.Create a New SQL Database: Hit the "Add +" button and you will find yourself in the SQL database creation page. It will return another form with the title "Create SQL database".

3.Fill in the Basics: In the "Basics" tab of the form, you'll need to provide the following information:
-Subscription: 
-Resource group: 
-Database name: 
-Server:

4.Compute + storage: Select the appropriate performance level and storage size which comply with your database requirements.

5.Review and Create: Select "settings" to correct the specified information. Next, press on "Review + create" button to continue.

6.Create the SQL Database: After you thoroughly go through the settings and validate the configuration, click on the "Create" button, which will create the SQL database. Azure will start installing the databases, and this process is going to be consuming some time.
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We can also use Azure Database for MySQL if we want to spend less for hosting. The deployment is very similar, but we must connect to an external SQL program.
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Azure Backups

In the modern digital landscapes, data plays the role of blood to the organisations by aiding in important business operations and decision-making processes. But data loss may be caused either by human error, hardware failure, cyber-attacks, or natural catastrophes and so it carries upon massive responsibilities which, even, can be induced with businesses of any scale. Among this, using a valid backup strategy becomes the key point to keep up the valuable assets of business and avoid interruption of the business in all circumstances.


Azure Backup, which is a fully fledged solution integrated into Microsoft's robust Net Suite Cloud,[9] provides organizations with a secure storage and scalable data backup solution at the cloud level. Through the Azure Backup service, organizations will effortlessly backup and restore data across all Azure services including VMs (Virtual Machines), Databases, File Shares, and other data types too. The above-mentioned backups can help to reduce the chances of data loss impact which subsequently could lead to the unavailability and the integrity problem in some business data.

Azure Backup for File Shares:

Backup Schedule Configuration:

GLI will schedule up Azure file shares to restore the materials and resource on a regular basis relevant to the time frame set by the educational agency. Among those is also defining the frequency of backend, whether that is daily, weekly, or monthly, according to the organization’s needs. LDI can do arrangement of backups during non-working hours that will lower the performance impact of important production workloads.

Retention Policy Configuration:

GLI can design retention rules for Azure File Share backups. Retention rules determine how long the backup data is stored. Among which, we need to detail the duration for both individual backups on a daily, weekly, and monthly basis. The GLI can enable retention policies to be implemented in accordance with the applicable regulations and the duties of data management to enable storage of data and resources to be efficient and compliant.

Backup Management and Monitoring:

Azure Backup enables the backup of files across the company from a centralized place and allow monitoring of these backups. GLI can leverage the Azure Portal for backup job execution such as schedule for backup, monitoring the backup status and accessing reports and logs. Azure Backup applies apart from this alerting and reporting to inform admins in the likely event of backup errors or unresolved issues.

Azure Backup for Databases:

Backup Schedule Configuration:

GLI can be able to define backup schedule for the Azure database whose core objective is to store and periodically backups the bulk of student and course-related data. Such part implies specifying the backups definition, which may be every day, hourly or transactional basis, bases on the critical data and recovery point objective (RPO), the predefined data type by the company.

Retention Policy Configuration:

GLI can be used to set retention policies for Azure database backup which are responsible for defining how long the whole backup data should be retained. This involves determination of maximum retention periods of the full backups, differential backups, and log backups. Retention policies can be specified by GLI to be consistent with business and compliance wastage prevention measures.

Backup Management and Monitoring:

Azure Backup offers scalable management and visualization for protecting database backups across the cloud. Through the Azure Portal or Azure Powershell, GLI can effect changes such as configuring backup schedules, monitoring the status of the backups, and performing on-demand backups or restores. Alongside Microsoft Azure Backup integrates with Azure Monitor and Azure Security Centre for on-time monitoring and threat detection.

Follow these steps to create an Azure File Shares Backup:

1. Navigate to Backup Centre
2. Select File Shares
3. Discover File Shares
4. Create Backup Policy
5. Assign Backup Policy
6. Review and Confirm
7. Monitor Backup Status
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Follow these steps to create an Azure SQL Database Backup:
1. Navigate to Azure SQL Database
2. Select the Database
3. Configure Automated Backups
4. Configure Backup Retention
5. Configure Point-in-time Restore.
6. Review Backup Settings
7. Performs Manual Backups
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Disaster recovery

The term "disaster recovery," also shown as "DR," refers to the procedures, and tools that businesses use in order to return their information technology (IT) systems and information to the regular state of operation in a large disruptive incident.[10] . The following is how Azure Site Recovery would assist GLI to preserve their storage and databases:

1. Continuous Replication and Orchestration: The Azure Site Recovery provides a continuous replication and data management activities among virtual machines, storage, and databases by moving them from on-premises data centers to Azure. GLI will have disaster recovery mechanism built on Azure such that their storage and databases can be replicated which means that their data is always fresh and available if a critical disruption strikes at any moment.

2. Automated Failover and Failback: Broken down scenario can be conducted which includes mirroring of workloads over to Azure based on the situation eradicating more downtime. GLI constructs the recovery designs for application and data failover which can be quickly carried forward through Azure in an active state. After proceeding with the disaster recovery process Azure Site Recovery assists in automated failback of the workload operations to the on-premises infrastructure.

3. Application Consistency and Data Integrity: Azure Site Recovery ensures topmost application consistency and data integrity during switchover and switchback. GLI can help to set RPOs (Recovery Point Objective) and RTOs (Recovery Time Objective) to require that data is copied and recovered within specified timeframes. It prevents or lessens the amount of lost data which makes all the all-important business processes go on and on uninterrupted.

4. Non-Disruptive Testing and Disaster Recovery Drills: Azure Site Recovery enables GLI to carry out the non-invasive test plan and disaster recovery drill to get the best affirmation of the disaster recovery procedures and process. GLI can make failover scenarios possible to test without any impact on productional workloads so that they ensure the assuming disaster recovery policy work.

5. Integration with Azure Services: Azure Site Recovery is a logical component of the Azure ecosystem as it works well with other services including Azure Backup and Azure Monitor for a holistic disaster recovery approach. GLI would apply Azure Backup to ensure that stored data is secure for a long time and Azure Monitoring for timely detection of disruptive events of disaster recovery and other anomalies.



Conclusion

With the mission to provide impactful knowledge around the world and to modernize its IT infrastructure by utilizing the potential of the cloud, Global Learning Institute (GLI) has made its way through carefully choosing the services offered by Azure in order to achieve the outcomes of scalability, reliability and cost-efficiency. With transitioning on-premises servers to Azure cloud, GLI will overcome the boundaries of traditional infrastructure, which leads the way for easier updates and great abilities to handle the project's growing demands.


Another way of GLI securing user data is Azure file shares and databases. To increase the use of Azure’s scalable and secure data storage solutions, GLI can guarantee access to its data assets, as well as integrity of the data. Regulatory requirements can also be optimized as the storage solutions speed up the task and guarantee the performance and reliability of the data.

Apart from that, backing up file shares and databases with Azure Backup, GLI will make its data protection strategy even more “bulletproof,” which dramatically lowers chances of inadvertent data misplacement and allows the company to stay afloat during unplanned outages or disasters. The company will be backed up by automated fining schedules, security policies and disaster recovery capabilities allowing them to store the necessary critical data legally, cut down any downtime and pave the way to a stable and innovative digital world.

To sum up, GLI's subsequent decision to use Azure cloud services such as file shares, databases, and backups is undoubtedly an essential technological solution aimed to provide users with high-quality, innovative, and convenient educational environment regardless of their geographical locations. Being equipped with the Microsoft Azure superpowers, GLI will be well placed to take on the ever transforming e-learning sphere and standing as a bedrock of pursuing learners and educators’ excellence in this digital space.
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